RADIOMAN 3 & 2

BUREAU OF NAVAL PERSONNEL
NAVY TRAINING COURSE NAVPERS 10228-E







PREFACE

This book is written for enlisted personnel of the U.S. Navy and
Naval Reserve who are studying for advancement to the rates of Radio-
man 3 and Radioman 2. Combined with the necessary practical ex-
perience and study of the publications in the reading list, the information
in this course will assist the Radioman in preparing for Navywide ex-
aminations for advancement in rating.

Those who work in communications know how fast procedures and
equipment change. Between revisions of this training course some ob-
solescence may be unavoidable. For this reason, it is suggested that the
student with access to official communication publications use them as
much as possible in his study.
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THE UNITED STATES NAVY
GUARDIAN OF OUR COUNTRY

The United States Navy is responsible for maintaining control of the sea
and is a ready force on watch at home and overseas, capable of strong
action to preserve the peace or of instant offensive action to win in war.

It is upon the maintenance of this control that our country’s glorious
future depends; the United States Navy exists to make it so.

WE SERVE WITH HONOR

Tradition, valor, and victory are the Navy's heritage from the past. To
these may be added dedication, discipline, and vigilance as the watchwords
of the present and the future.

At home or on distant stations we serve with pride, confident in the respect
of our country, our shipmates, and our families.

Our responsibilities sober us; our adversities strengthen us.

Service to God and Country is our special privilege. We serve with honor.

THE FUTURE OF THE NAVY

The Navy will always employ new weapons, new techniques, and
greater power to protect and defend the United States on the sea, under
the sea, and in the air.

Now and in the future, control of the sea gives the United States her
greatest advantage for the maintenance of peace and for victory in war.

Mobility, surprise, dispersal, and offensive power are the keynotes of
the new Navy. The roots of the Navy lie in a strong belief in the
future, in continued dedication to our tasks, and in reflection on our
heritage from the past.

Never have our opportunities and our responsibilities been greater.
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READING LIST

(The effective edition of a publication governs in all instances.)

NAVY TRAINING COURSES

Radioman 3 & 2, NavPers 10228

Mathematics, Vol. 1, NavPers 10069

Basic Electricity, NavPers 10086, chapters 1 through 13, 20,
and appendices IV, V, and VI

Basic Electronics, NavPers 10087, chapters 1 through 14, 17,
and appendix II

Basic Handtools, NavPers 10085

OTHER NAVY PUBLICATIONS

ACPs 121, 122, 124, 125, 127

DNCs 5, 14, 26

JANAP 128

NWP 16

Handbook of Test Methods and Practices, NavShips 91828 (Sec.
1, 4.5)

NavShips Technical Manual, chapter 9670

Department of the Navy Security Manual for Classified Information,
OpNav Inst 5510.1

USAFI TEXTS

United States Armed Forces Institute (USAFI) courses for addi-
tional reading and study are available through your educational
services officer.

Members of the United States Armed Forces Reserve compon-
ents, whenon active duty, are eligible to enroll for USAFI courses,
services, and materials, if the orders calling them to active duty
specify a period of 120 days or more, or if they have been on
active duty for a period of 120 days or more, regardless of the
time specified in the active duty orders.
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CHAPTER 1

YOUR CAREER AS A RADIOMAN

The fleet needs capable men in all ratings,
because a modern naval force is only as good
as the men who man the ships. Even with the
most modern equipment, a navalforce is almost
powerless without competent men to operate and
maintain that equipment. Good men are plenti-
ful, but their capability depends chiefly upon
their training.

This book contains the knowledge you need
for advancement in rating. Skills in practical
factors are also required. These can be de-
veloped only through directed practice and
experience.

As a part of the Navy's training program,
this self-study Navy Training Course is written
for the purpose of aiding you in your prepara-
tion for advancement in rating. The course is
designed to help you meet the professional
(technical) qualifications for advancement to
Radioman 3 and Radioman 2.

This training course consists of 14 chapters.
The first chapter is nontechnical in nature and
introduces you to the course. Remaining chap-
ters deal with the technical aspects of your
rating. The remainder of this introductory
chapter gives information on the enlisted rating
structure, the Radioman rating, requirements
and procedures for advancement in rating, and
references that will help you in working for
advancement and also in performing your duties
as a Radioman. It is strongly recommended,
therefore, that you study this chapter carefully
before beginning intensive study of the remain-
der of this training course.

Throughout this training course, the term
"cycles," or "cycles per second,' or the abbre-
viation cps is used to express electrical fre-
quency in cycles per second. In effecting
worldwide standardization of various units of
measurement, the term "hertz' (abbreviated H)
recently was adopted to express cycles per
second and will be used in later revisions of
this training course.

ENLISTED RATING STRUCTURE

The two main types of rating in the present
enlisted rating structure are general ratings
and service ratings.

General ratings identify broad occupational
fields of related duties and functions. Some
general ratings include service ratings; others
do not. Both Regular Navy and Naval Reserve
personnel may hold general ratings.

Service ratings identify subdivisions or spe-
cialties within a general rating. Although ser-
vice ratings can exist at any petty officer level,
they are most common at the PO3 and PO2
levels. Both Regular Navy and Naval Reserve
personnel may hold service ratings.

RADIOMAN RATING

Within the enlisted rating structure, ratings
are divided into a total of 12 groups, with
ratings in eachparticular group related occupa-
tionally. The Radioman rating is a general
rating in group V, commonly called the admin-
istrative and clerical group. At present, there
is noprovisionfor service or emergency ratings
in the Radioman rating.

Your responsibilities as a petty officer inthe
Radioman rating break down into two types of
duties: your professional duties and your mil-
itary duties.

As a Radioman Third or Second Class, your
professional duties may vary slightly, depending
upon the activity to which you are assigned.

The Radioman is primarily an operator, but
he does have duties as atechnician. You will
be required to fulfill certain qualifications that
require you to know what makes your equip-
ment work, as well as how to operate it.

Radiomen are usedin all important segments
of the naval establishment—from large com-
munication centers to small stations, from
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attack carriers to the smallest patrol craft.
Radiomen keep vital information flowing.

Ashore, most Radiomen are found in com-
munication centers. Here, they are concerned
with getting messages to and receiving them
from ships of the fleet, and also monitoring
other circuits. Additionally, Radiomen operate
teletype and facsimile equipment.

Afloat, a Radioman is a '"jack of all trades"
in the communication business. His assign-
ments include a little bit of everything, such as
manning radiotelephone circuits, copying fleet
broadcasts, or operating teletype equipment.

Along with operating his equipment, a Radio-
man must be prepared to keep it in operation
and perform maintenance when necessary.

Now that you have a general idea of your
professional duties as a Radioman, let's dis-
cuss some of your military duties as a petty
officer.

Often, the difference between a ""good" petty
officer and a 'bad'" petty officer is leadership.
The guide for leadership in the Navy is General
Order 21, which states, in part: '"The strength
of our nation and of our services depends upon
courageous, highly motivated, and responsible
individuals." Each command has a training
program that provides instruction in leadership
principles and practices. It is your duty to
take advantage of this instruction, and to apply
the principles and practices in your every
dealing with the men around you—especially
those who look to you for an example of
leadership.

Many books have been written on the subject
of leadership, and many traits have been listed
as a necessary part of the makeup of a leader.
Whether you are a successful leader is decided
by the success with which you stimulate others
to work willingly under your supervision—not
by compiled lists of desirable traits.

Self-confidence is one of the keys to leader-
ship, but it must be backed up by enthusiasm
and especially by knowledge. For example,
you not only must be able to supervise lower
rated men in their communication duties, but
(as necessary) you also must be ready to pitch
in and help do the job. Your men will respect
you as a man who has demonstrated his know-
how and skill.

A cooperative attitude is another require-
ment of leadership. Do not let your experience
in the RM rating make you unreasonable and
overbearing with lower rated men whom you

may have to instruct. Your attitudes will have
a definite effect upon the attitudes and the ac-
tions of these men.

When you become a petty officer, you be-
come a link in the chain of command between
your officers and your men. Your responsi-
bilities are more than merely giving orders
and seeing that work is done. You likewise
have a responsibility for sharing your knowl-
edge with others. When the Navy promotes
you, it expects you to bear some of the burden
of training others:

Be competent in your instruction of others;
the opportunity to acquire knowledge and to
master new skills was not given to you solely
for your own benefit, but also for the benefit
of the Navy as a whole. As new types of
communication equipment become available or
changes in communication procedures evolve,
you should be the first to learn about them.
But do not be grudging in passing on this in-
formation and training to others.

A petty officer's working relationship with
others is of great importance to the success of
his work and the mission of his activity. In
your day-to-day working relationships, you will
be required to cooperate with others. This re-
quirement is true not only within your own di-
vision but with men in other divisions. Ability
to get along is, at times, just as necessary as
proficiency in performing your technical skills.
Ability to get along with others is, within itself,
a definite skill. This skill can be developed
in much the same manner as a technical skill;
that is, the many different skills you must
possess may each be studied and developed.
Some of these skills are understanding another
man's job, his problems, and his abilities.
You must possess skill in instructing, leading,
and (in some instances) inspiring the men with
whom you work. Detailed information to help
you develop these skills is given in effective
editions of the training courses Basic Military
Requirements, NavPers 10054, and Milifary
Requirements for Petty Officer 3 & 2, NavPers
10056. You should be familiar with the entire
contents of both training courses before taking
the Navywide examination for advancement in
rating.

ADVANCEMENT IN RATING

Some of the rewards of advancement in rating
are easy to see. You get more pay. Your job
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assignments become more interesting and more
challenging. You are regarded with greater
respect by officers and enlisted personnel. You
enjoy the satisfaction of getting ahead in your
chosen Navy career.

But the advantages of advancing in rating
are not yours alone. The Navy also profits.
Highly trained personnel are essential to the
functioning of the Navy. By each advancement
in rating, you increase your value to the Navy
in two ways. First, you become more valuable
as a specialist in your own rating. And second,
you become more valuable as a person who can
train others and thus make far-reaching con-
tributions to the entire Navy.

HOW TO QUALIFY FOR ADVANCEMENT

What must you do to qualify for advancement
in rating? The requirements may change from
time to time, but usually you must:

1. Have a certain amount of time in your
present grade.

2. Complete the required military and oc-
cupational training courses.

3. Demonstrate your ability to perform all
the PRACTICAL requirements for advancement
by completing the Record of Practical Factors,
NavPers 1414/1. In some cases the Record of
Practical Factors may contain the old form
number, NavPers 760.

4. Be recommended by your commanding
officer, after the petty officers and officers
supervising your work have indicated that they
consider you capable of performing the duties
of the next higher rate.

5. Demonstrate your KNOWLEDGE by passing
written examinations on (a) military/leadership
requirements and (b) occupational qualifications.

Some of these general requirements may be
modified in certain ways. Figure 1-1 gives a
more detailed view of the requirements for
advancement of active duty personnel; figure
1-2 gives this information for inactive duty
personnel.

Remember that the requirements for ad-
vancement can change. Check with your divi-
sion officer or training officer to be sure that
you know the most recent requirements.

Advancement in rating is not automatic.
After you have met all the requirements, you
are ELIGIBLE for advancement. You will ac-
tually be advanced in rating only if you meet
all the requirements (including making a high

enough score on the written examination) and
if the quotas for your rating permit your
advancement.

HOW TO PREPARE FOR ADVANCEMENT

What must you do to prepare for advance-
ment in rating? You must study the qualifica-
tions for advancement, work on the practical
factors, study the required Navy Training
Courses, and study other material that is re-
quired for advancement in your rating. To
prepare for advancement, you will need to be
familiar with (1) the Quals Manual, (2) the
Record of Practical Factors, NavPers 1414/1,
(3) a NavPers publication called Training Pub-
lications for Advancement in Rating, NavPers
10052, and (4)applicable Navy Training Courses.
The following sections describe them and give
you some practical suggestions on how to use
them in preparing for advancement.

The Quals Manual

The Manual of Qualification for Advance-
ment in Rating, NavPers 18068 (with changes),
gives the minimum requirements for advance-
ment to each rate within each rating. This
manual is usually called the '"Quals Manual, "
and the qualifications themselves are often called
"quals.' The qualifications are of two general
types: (1) military requirements, and (2) oc-
cupational qualifications.

MILITARY REQUIREMENTS apply to all
ratings rather than to any one particular rating.
Military requirements for advancement to third
class and second class petty officer rates deal
with military conduct, naval organization, mil-
itary justice, security, watch standing, and
other subjects which are required of petty of-
ficers in all ratings.

OCCUPATIONAL QUALIFICATIONS are re-
quirementsthat are directly related to the work
of each rating.

Both the military requirements and the oc-
cupational qualifications are divided into subject
matter groups; then, within each subject mat-
ter group, they are divided into PRACTICAL
FACTORS and KNOWLEDGE FACTORS. Prac-
tical factors are things you must be able to DO.
Knowledge factors are things you must KNOW
in order to perform the duties of your rating.

In most subject matter areas, you will
find both practical factor and knowledge factor
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ACTIVE DUTY ADVANCEMENT REQUIREMENTS

REQUIREMENTS * | E1 to E2|E2 to E3|E3 to E4 |E4 to E5|ES to E6 | #£E6 toE7 |t E7 to E8|f EB to E9
4 mos. 36 mos.| 24 mos.
service— as E-7. | asE-8.
or 8of 11 |100f 13
SERVICE comple- 6 mos. | 6 mos. |12 mos. |24 mos.| 36 mos. | yeqrs years
tion of |as E-2. |asE-3. [asE-4. (asE-5. | asE-6. | to1q) total
recruit service | service
fraining. must be | must be
enlisted. | enlisted.
Class B
Recruit for AGC
School Training. Muc,
MNC.
Locally
PRACTICAL prepared Records of Practical Factors, NavPers 1414/1, must be
FACTORS I check- completed for E-3 and all PO advancements.
offs.

Specified ratings must complete

PERFORMANCE applicable performance tests be-
TEST fore taking examinations.
ENLISTED As used by CO PP
PERFORMANCE when approving 5:::::‘ ::;v:::";::lteformome factor credit in ad
EVALUATION advancement. )

Locally prepared | Navy-wide examinations required Navy-wide,
EXAMINATIONS selection board.

tests. for all PO advancements.

NAVY TRAINING
COURSE (INCLUD-
ING MILITARY
REQUIREMENTS)

Required for E-3 and all PO advancements
unless waived because of school comple-
tion, but need not be repeated if identical
course has already been completed. See
NavPers 10052 (current edition).

Correspondence
courses and
recommended
reading. See
NavPers 10052
(current edition).

AUTHORIZATION

ommanding
Officer

TARS attached to the air program are advanced to fill

vacancies and must be approved by CNARESTRA.

U.S. Naval Examining Center

Bureau of Naval Personnel

* All advancements require commanding officer’s recommendation.
t 2 years obligated service required.
#8 years total service required.

Figure 1-1. —Active duty advancement requirements.
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INACTIVE DUTY ADVANCEMENT REQUIREMENTS

REQUIREMENTS * El toE2{E2to E3|E3 to E4|E4 to ES|E5to E6|E6t0 E7| EB E9
FOR THESE
DRILLS PER
YEAR
TOTAL 48 6 mos. | 6 mos. |15 mos. | 18 mos. | 24 mos. |36 mes. | 36 mos. (24 mos.
TIME 24 9 mos. | 9 mos. |15 mos. | 18 mos. | 24 mos. | 36 mos. | 36 mos.|24 mos.
IN NON- '
GRADE DRILLING |12 mos. | 24 mos. | 24 mos. | 36 mos. | 48 mos. | 48 mos.
TOTAL 48 14 days |14 days (14 days |14 days |28 days |42 days |42 days (28 days
TRAINING 24 14 days (14 days (14 days | 14 days | 28 days |42 days | 42 days (28 days
DUTY IN NON-
GRADE t DRILLING None ( None |14 days {14 days | 28 days|28 days
PERFORMANCE Specified ratings must complete applicable
STS performance tests before taking exami-
TEST nation.
DRILL
PARTICIPATION Satisfactory participation as a member of a drill unit.
PRACTICAL FACTORS .
(INCLUDING MILiTARY l::col: o: Practical l::dors, NavPers 1414/1, must be completed
REQUIREMENTS) r all advancements.
NAVY TRAINING
COURSE (INCLUDING Completion of applicable course or courses must be entered
MILITARY REQUIRE- in service record.
MENTS)
EXAMINATION Standard exams are used where available, :'.1::'?;: EXAM,
otherwise locally prepared exams are used. Board.
AUTHORIZATION District commandant or CNARESTRA Bureau of Noval

Personnel

* Recommendation by commanding officer required for all advancements.
{ Active duty periods may be substituted for training duty.

Figure 1-2. —~Inactive duty advancement requiremenfs.

5



RADIOMAN 3 & 2

qualifications. In some subject matter areas,
you may find only practical factors or knowl-
edge factors. It is important to remember that
there are some knowledge aspects to all prac-
tical factors, and some practical aspects to
most knowledge factors. Therefore, even if the
Quals Manual indicates that there are no knowl-
edge factors for a given subject matter area,
you may still expect to find examination ques-
tions dealing with the knowledge aspects of the
practical factors listed in that subject matter
area.

In summary, then, the written examination
for advancement in rating may contain questions
relating to the practical factors and to the
knowledge factors of both the military require-
ments and the professional qualifications. If
you are working for advancement to second
class, remember that you may be examined on
third class qualifications as well as on second
class qualifications.

You are required to pass a Navy-wide
military/leadership examination for E-4 or
E-5, as appropriate, before participating in
the occupational examinations. The military/
leadership examinations for both levels are
given quarterly. Candidates are required to
pass the applicable military/leadership exami-
nation only once. Each of these examinations
consists of 100 questions based on information
contained in the Manual of Qualifications for
Advancement in Rating, NavPers 18068 and
Training Publications for Advancement in Rating,
NavPers 10052,

The Navy-wide occupational examinations for
pay grades E-4 and E-5 will contain 150 ques-
tions related to accupational areas of your
rating.

The Quals Manual is kept current by means
of changes. The occupational qualifications for
your rating which are covered in this training
course were current at the time the course was
printed. By the time you are studying this
course, however, the quals for your rating may
have been changed. Never trust any set of
quals until you have checked it against an UP-
TO-DATE copy in the Quals Manual.

Record of Practical Factors

Before you can take the servicewide exami-
nation for advancement in rating, there must
be an entry in your service record to show that
you have qualified in the practical factors of

both the military requirements and the occu-
pational qualifications. A special form known
as the RECORD OF PRACTICAL FACTORS,
NavPers 1414/1 is used to keep a record of
your practical factor qualifications. This form
is available for each rating. The form lists
all practical factors, both military and occu-
pational. As you demonstrate your ability to
perform each practical factor, appropriate en-
tries are made in the DATE and INITIALS
columns.

Changes are made periodically to the Manual
of Qualifications for Advancement in Rating,
and revised forms of NavPers 1414/1 are pro-
vided when necessary. Extra space is allowed
on the Record of Practical Factors for entering
additional practical factors as they are pub-
lished in changes to the Quals Manual. The
Record of PracticalFactors also provides space
for recordingdemonstrated proficiency in skills
which are within the general scope of the rating
but which are not identified as minimum quali-
fications for advancement.

If you are transferred before you qualify in
all practical factors, the NavPers 1414/1 form
should be forwarded with your service record
to your next duty station. You can save your-
self a lot of trouble by making sure that this
form is actually inserted in your service record
before you are transferred. If the form is not
in your service record, you may be required
to start allover again and requalify in the prac-
tical factors which have already been checked
off.

NavPers 10052

Training Publications for Advancement in
Rating, NavPers 10052 (revised), is a very
important publication for anyone preparing
for advancement in rating. This bibliography
lists required and recommended Navy Training
Courses and other reference material to be
used by personnel working for advancement in
rating. NavPers 10052 is revised and issued
once each year by the Bureau of Naval Per-
sonnel. Each revised edition is identified by
a letter following the NavPers number. When
using this publication, be SURE that you have
the most recent edition.

If extensive changes in qualifications occur
in any rating between the annual revisions of
NavPers 10052, a supplementary list of study
material may be issued in the form of a BuPers
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Notice. When you are preparing for advance-
ment, check to see whether changes have been
made in the qualifications for your rating. If
changes have been made, see if aBuPers Notice
has been issued to supplement NavPers 10052
for your rating.

The required and recommended references
are listed by rate level in NavPers 10052. If
you are working for advancement tothird class,
study the material that is listed for third class.
If you are working for advancement to second
class, study the material that is listed for
second class; but remember that you are also
responsible for the references listed at the
third class level.

In using NavPers 10052, you will notice that
some Navy Training Courses are marked with
an asterisk (*). Any course marked in this
way is MANDATORY —that is, it must be com-
pleted at the indicated rate level before you
can be eligible to take the servicewide exami-
nation for advancement in rating. Each man-
datory course may be complete by (1) passing
the appropriate enlisted correspondence course
that is based on the mandatory training course;
(2) passing locally prepared tests based on the
information given in the training course; or
(3) in some cases, successfully completing an
appropriate Class A course.

Do not overlook the section of NavPers 10052
which lists the required and recommended ref-
erences relating to the military requirements
for advancement. Personnal of ALL ratings
must complete the mandatory military require-
ments training course for the appropriate rate
level before they can be eligible to advance in
rating.

The references in NavPers 10052 which are
recommended but not mandatory should also be
studied carefully. ALL references listed in
NavPers 10052 may be used as source material
for the written examination, at the appropriate
rate levels.

Navy Training Courses

There aretwo general types of Navy Training
Courses. RATING COURSES (such as this one)
are prepared for most enlisted ratings. A
rating training course gives information that is
directly related to the occupational qualifica-
tions of ONE rating. @SUBJECT MATTER
COURSES or BASIC COURSES give information
that applies to more than one rating.

Navy Training Courses are revised from
time to time to keep them up to date techni-
cally. The revision of a Navy Training Course
is identified by a letter following the NavPers
number. You can tell whether any particular
copy of a Navy Training Course is the latest
edition by checking the NavPers number and
the letter following this number in the most
recent edition of List of Training Manuals
and Correspondence Courses, NavPers 10061.
(NavPers 10061 is actually a catalog that lists
all current trainingcourses and correspondence
courses; you will find this catalog useful in
planning your study program. )

Navy Training Courses are designed to help
you prepare for advancement in rating. The
following suggestions may help you to make the
best use of this course and other Navy training
publications when you are preparing for ad-
vancement in rating.

1. Study the military requirements and the
occupational qualifications for your rating be-
fore you study the training course, and refer
to the quals frequently as you study. Remem-
ber, you are studying the training course pri-
marily in order to meet these quals.

2. Set up a regular study plan. It will prob-
ably be easier for you to stick to a schedule
if you can plan to study at the same time each
day. I possible, schedule your studying for
a time of day when you will not have too many
interruptions or distractions.

3. Before you begin to study any part of the
training course intensively, become familiar
with the entire book. Read the preface and the
table of contents. Check through the index.
Look at the appendixes. Thumb through the
book without any particular plan, looking at the
illustrations and reading bits here and there as
you see things that interest you.

4. Look at thetraining course in moredetail,
to see how it is organized. Look at the table
of contents again. Then, chapter by chapter,
read the introduction, the headings, and the
subheadings. This will give you a pretty clear
picture of the scope and content of the book.
As you look through the book in this way, ask
yourself some questions:

What do I need to learn about this?

What do I already know about this ?

How is this information related to informa-
tion given in other chapters?

How is this information related to the quali-
fications for advancement in rating?
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5. When you have a general idea of what is
in the training course and how it is organized,
fill in the details by intensive study. In each
study period, try to cover a complete unit—it
may be a chapter, a section of a chapter, or
a subsection. The amount of material that you
can cover at one time will vary. I you know
the subject well, or if the material is easy,
you can cover quite a lot at one time. Diffi-
cult or unfamiliar material will require more
study time.

6. In studying any one unit —chapter, section,
or subsection—write down the questions that
occur to you. Many people find it helpful to
make a written outline of the unit as they study,
or at least to write down the most important
ideas.

7. As you study, relate the information in
thetraining course to the knowledge you already
have. When you read about a process, a skill
or a situation, try to see how this information
ties in with your own past experience.

8. When you have finished studying a unit,
take time out to see what you have learned.
Look back over your notes and questions.
Maybe some of your questions have been an-
swered, but perhaps you still have some that
are not answered. Without looking at the train-
ing course, write down the main ideas that you
have gotten from studying this unit. Don't just
quote the book. If you can't give these ideas
in your own words, the chances are that you
have not really mastered the information.

9. Use Enlisted Correspondence Courses
whenever you can. The correspondence courses

are based on Navy Training Courses or on
other appropriate texts. As mentioned before,
completion of a mandatory Navy Training Course
can be accomplished by passing an Enlisted
Correspondence Course based on the Navy
Training Course. You will probably find it
helpful to take other correspondence courses,
as well as those based on mandatory training
courses. Taking a correspondence course helps
you to master the information given in the
training course, and also helps you see how
much you have learned.

10. Think of your future as you study Navy
Training Courses. You are working for ad-
vancement to third class or second class right
now, but someday you will be working toward
higher rates. Anything extra that you can learn
now will help you both now and later.

SOURCES OF INFORMATION

As you refer to your quals, you probably
will discover certain areas in which you need
more basic study. Consequently, you will need
to obtain additional books. The most useful
books for this purpose are the training courses
listed in the reading list in the front of this
manual. These training courses serve three
purposes: They give you much of the back-
ground you need to prepare for a technical
rating; they offer a handy refresher course in
subjects you may have forgotten; and they are
useful throughout your Navy career as a handy
reference library. The training courses are
organized in such manner that they maybe used
with a minimum of supervision.




CHAPTER 2

NAVAL COMMUNICATIONS

EARLY HISTORY

In the old days, because of poor communi-
cations, naval warfare was largely a matter
of guesswork. The commander of a fleet often
had trouble trying to figure out not only what
the enemy was up to, but also where his own
ships were and what they were doing.

Consider what happened when a French fleet
slipped through a British blockading squadron
off Toulon in 1798. Although the French were
discovered and followed by two British obser-
vation frigates, Admiral Nelson did not receive
news of the French escape until 8 weeks later.
He then spent 30 days trying to find the enemy
who, meanwhile, had put back into Toulon.

In the American Navy one of the earliest
records of a signal system was a set of simple
maneuver and recognition signs issued in 1778.
An improved system was worked out by Captain
Thomas Truxtun in 1797. His system was
based on 10 numeral flags from 0 to 9. Orders
were relayed by numbers and combinations of
numbers having meanings that could be looked
up in a decode book.

During the Civil War, when many Federal
officers went over to the Confederacy, Union
signals had to be revised completely. The
Bureau of Navigation, which took charge of
naval communications in 1862, decided that the
Navy should adopt the Army signal system.
As a result, Army-style communications dom-
inated Navy signaling until as late as 1892,

Semaphore came into the Navy in 1861, with
a system of hand semaphoric signals somewhat
similar to the present ones, but with a limited
number of characters.

In 1864 two forerunners of the present-day
flashing light system made their appearance.
Under one system a lantern, ball, or similar
object was exposed, or a flag was lowered and
raised, in dit-dah patterns. In fog or mist,
the same code could be used for a trumpet

blown in long or short blasts. Under the other
system a canvas cylinder, with a lantern inside
was secured to the rigging in a manner permit-
ting the light to be exposed or screened by
pulling or releasing a line attached to the
cylinder.

Electricity came into naval communications
in 1875, when experiments with electric lights
were conducted. In 3 years the range of these
lights increased from 6 miles to a distance of
nearly 17 miles.

It was not until the ''wireless'' came along
about 1895, however, that naval communications
could begin to approach the rapidity and long
range it has today. By 1903 radio was opera-
tional equipment throughout the United States
Fleet. Since then there have been so many
improvements in radio that it now is just as
easy to send a message to fleets all over the
world as it once was to pass the word to a
single ship only a shout's range away.

The modern fleet or naval striking force
travels faster, is distributed over much greater
areas of ocean, and hits harder than any sea-
going force in the past. This increased speed
of operation by submarines, surface warships,
and aircraft requires better and faster means
of communications. To meet new require-
ments, the Navy's communication equipment
and methods are changing as rapidly and radi-
cally as budgetary limits and operational com-
mitments allow.

No matter how deep into hostile waters a
force may penetrate, it never is out of touch
with its base of operations. In support is a
complex global organization of communication
stations with hundreds of radio and landline
circuits. Within the force itself are all types
of visual and electronic communication facilities.
Orders and information that affect the suc-
cessful outcome of the force's mission are
exchanged swiftly and accurately throughout
every level of command. The effect is a tightly
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directed fighting unit—the direct result of re-
liable communications.

MISSION OF NAVAL COMMUNICATIONS

Naval communications is the "'voice of com-
mand'' because it is the means by which naval
command makes known its will. In performing
their duties, Radiomen fulfill the mission of
naval communications. This mission, as stated
in the effective edition of DNC 5, is '"to pro-
vide and maintain reliable, secure, and rapid
communications, based on war requirements
adequate to meet the needs of naval command,
to facilitate administration, and to satisfy as
directed, JCS-approved Joint requirements and
to manage, operate and maintain facilities in
the Defense Communications System (DCS) as
assigned by JCS. "

Communications serves command when it
carries battle orders from a fleet commander
to his subordinates, forwards docking infor-
mation from harbor control to an entering ves-
sel, or delivers a storm warning from the
senior officer present afloat (SOPA) to all ships
in the area. It aids administration when its
circuits are used to furnish ship alteration
data to an overseas repair facility, or to ar-
range transportation for a draft of men.

Naval communications is further pledged to
assist in such disasters as floods, hurricanes,
and earthquakes when normal communication
facilities in the disaster area become curtailed
or inoperational.

POLICY OF NAVAL COMMUNICATIONS

The policy of naval communications is to—

1. Cooperate with the military services,
Defense Communications Agency, and
other departments and agencies of the
U.S. Government and Allied Nations.

2. Encourage development of amateur and
commercial communication activities of
the United States for the enhancement of
their military value and for safeguarding
the interests of the Nation.

3. Promote safety of life at sea and in the
air, maintain facilities for adequate com-
munication withthe U. S. merchant marine,
aircraft over the sea, and appropriate
U.S. and foreign communication stations.
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FUNDAMENTAL COMMUNICATION
PRINCIPLES

Naval communications must always be ready
to meet wartime requirements. Its peacetime
organization, methods, procedures, facilities,
and training must be adequate and capable of
shifting to an emergency or war status with a
minimum of changes.

Through the years naval communications has
been guided by certain basic principlesthat have
been proven under war conditions. Foremost
among these principles are reliability, security,
and speed.

Reliability of communications is always the
first requirements. A message must say exactly
what the originator means it to say; it must
be sent by the best method of communications
available; and it must be complete and accu-
rate in every way when finally placed in the
hands of the addressee. Reliability cannot be
sacrificed to meet conflicting demands of secu-
rity and speed, or for mere convenience.
A variable relationship between security and
speed exists, however. Modern operating pro-
cedures permit security with speed, but some-
times one must be stressed morethanthe other.
In the planning stages of an operation, secrecy
must be preserved at all costs, hence security
is more important than speed. During a crit-
ical moment in combat, however, very urgent
messages may be sent in plain language instead
of being delayed for encryption and decryption.
Here, security is sacrificed for speed, although
security may never be disregarded entirely.

TELECOMMUNICATIONS

Theword telecommunications refersto com-
munications over a distance. Several methods
of telecommunications are used by the Navy.
Ofthese methods at least three—radiotelegraph,
teletype, and radiotelephone —concernthe Radio-
man as operator. In message-handling duties
afloat and ashore, Radiomen also work with
traffic sent by other methods, as listed here.

1. Electrical communications:

a. Radiotelegraph;

b. Teletype (wire or radio);
c. Radiotelephone;

d. Facsimile (wire or radio).

2. Visual communications:

a. Flaghoist;
b. Flashing light;
c. Semaphore.
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3. Sound communications:
a. Whistles, sirens, and bells;
b. Sonar.

ELECTRICAL COMMUNICATIONS

Of the various means of communicating,
electrical communications is by far the most
important to the Radioman. A brief description
of the listed methods of electrical communica-
tions follows.

Radiotelegraph

Radiotelegraph (often called CW for "contin-
uous-wave' telegraphy) is a system for trans-
mitting messages by radio waves. In this
system an operator separates a radio wave into
dits and dahs of morse code by opening and
closing a hand key. Radiotelegraph was in use
by the Navy as early as 1903, and even today,
despite development of faster and more con-
venient methods of electronic communications,
CW still is used.

According to a NATO staff communicator:

""No technical advances have eliminated
the need for the manual radio operator.
To date, we have no automatic method
that can in size, weight, frequency econ-
omy, and simplicity compare with CW
telegraphy; we have no system which will
discriminate against accidental or inten-
tional interference to the extent possible
with a trained operator. There is no
electronic substitute for an operator's
brain... Under marginal conditions the
additional flexibility, simplicity, and re-
liability of a CW circuit may mean the
difference between having and not having
communications, "

Teletype

The mental and manual actions performed
by an operator in converting letters to Morse
code (and vice versa) are replaced in teletype
by electrical and mechanical actions. Totrans-
mit a message, the operator types on akeyboard
similar to that on a typewriter. As each key
is pressed, a sequency of signals is transmitted.
At receiving stations the signals are fed into
receiving machines that type the message
automatically.

Teletype signals may be sent either by land-
line (wire) or by radio. Teletype communication
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is used both by the military services and by
commercial communication companies such as
Western Union.

Today the chief shipboard use of radiotele-
type (RATT) is for receiving fleet broadcast
schedules, for which it is well suited. Radio-
teletype can clear traffic at a rate in excess
of 100 words per minute, as compared to the
17- to 29-wpm speed of CW fleet broadcasts.
Because a shipboard operator is freed from
manual copying, and hundreds of ships may
be receiving a singlebroadcast, the total saving
in trained manpower is considerable.

Other shipboard uses of RATT are for com-
munications between ships and, if the traffic
load warrants, between ships and shore com-
munication stations.

Radiotelephone

Radiotelephone (sometimes called voice
radio) is one of the most useful military com-
munication methods. Because of its directness,
convenience, and ease of operations, radio-
telephone is used by ships, aircraft and shore
stations for ship-to-shore, shore-to-ship, ship-
to-ship, air-to-ship, ship-to-air, and air-to-
ground communications. The single-sideband
(SSB) mode of operation makes it possible to
communicate half way around the world by
radiotelephone. One of the most important
uses of radiotelephone is for short-range tac-
tical communications. Its direct transmission
of voice enables a conning officer to have in
his hands a means of personal communication
with the officer in tactical command (OTC) and
with other ships. Little delay results while a
message is prepared for transmission, and
acknowledgments can be returned instantly.
Radiotelephone equipment for tactical use usu-
ally is operated on frequencies that are high
enough to have line-of-sight characteristics;
that is, the waves do not follow the curvature
of the earth. These characteristics limit the
usual range of radiotelephone from 20 to 25
miles. Radiotelephone procedure can be learned
easily by persons with no other training in
communications.

With these advantages of radiotelephone go
some disadvantages. Transmissions may be
unreadable because of static, enemy inter-
ference, or high local noise level caused by
shouts, gunfire, and bomb or shell bursts.
Wave propagation characteristics of radio-
telephone frequencies sometimes are freakish,
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and transmissions may be heard from great
distances. Most radiotelephone messages are
in plain language, and if information is to be
kept from the enemy, users must keep their
messages short, stick to proper procedures,
and be careful of what they say.

Facsimile

Facsimile, (FAX) is useful for transmitting
such matter as photographs and weather charts.
An image to be sent is scanned by a photo-
electric cell, and electrical variations in the
cell, and electrical variations in the cell out-
put, corresponding to light and dark areas being
scanned, are transmitted to the receiver. At
the receiver the signal operates a recorder
that reproduces the picture. Facsimile signals
may be transmitted either by landline or by
radio.

VISUAL COMMUNICATIONS

Visual communication systems have been in
use since the beginning of the Navy, and still
are the preferred means for communicating at
short range during daylight. In reliability and
convenience, they are the equal of radio and
are more secure.

The types of visual systems are flaghoist,
‘flashing light, and semaphore.

Flaghoist

Flaghoist is a method whereby various com-
binations of brightly colored flags and pennants
are hoisted to send messages. It is the principal
means for transmitting brief tactical and infor-
mational signals to surface units. Signals are
repeated by addressees, thus providing a sure
check on accuracy of reception. Texts of mes-
sages that may be sent usually are limited to
those contained in signal books.

Flashing Light

Flashing light is a visual telegraphic system
that utilizes either visible or infrared light
beams (Nancy), and it may be directional or
nondirectional.

Directional flashing light may be pointed and
trained so as to be visible only from the view-
point of the recipient. It makes use of signal
searchlights on which an operator opens and
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closes the shutter to form dots and dashes of
Morse code. Smaller portable lights, in which
the source of light is switched on and off to
form code characters, are used also.

Nondirectional flashing light is sent out from
lamps located on a yardarm. An operator
forms dots and dashes with a telegraph key
that switches lamps on and off. Because the
light is visible in every direction away from
the ship, this method is well suited for mes-
sages destined for several addressees.

In wartime, flashing light communication
that must be carried on after dark is usually
conducted by means of infrared beams (Nancy).
These beams are not visible unless viewed
through a special receiver. Infrared is the
most secure means of visual communications,
and transmissions may be either directional or
nondirectional. Directional infrared utilizes
standard signal searchlights fitted with special
filters. Infrared yardarm blinker lamps are
used for nondirectional signaling.

Semaphore

Semaphore is a communication medium by
which an operator signals with two hand flags,
moving his arms through various positions to
represent letters, numerals, and other special
signs. Because of its speed, it is the preferred
means of short-range message transmission
during daylight. It is not readable much farther
than 2 miles, even on a clear day.

SOUND COMMUNICATIONS

Sound systems include whistles, sirens,
bells, and sonar. The first three devices are
used by ships for transmitting emergency
warning signals such as air raid alerts, for
navigational signals prescribed by the Rules of
the Road, and, in wartime, for communication
between ships in convoy.

Ships equipped with sonar (underwater sound)
apparatus may communicate with other ships
by this method, although passing messages is
not the chief purpose of the equipment. In
peacetime it often is used for coordinating
exercises between surface vessels and sub-
marines. Sonar communications may be either
by voice or by Morse code.

Sound systems normally have the same range
limitation as visual methods but are considered
less secure.
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ELEMENTS OF NAVAL COMMUNICATIONS

Naval communications is comprised of two
major elements, coordinating four operating
elements.
® Major Elements

1. Office of Naval Communications —Assist-
ant Chief of Naval Operations (Com-
munications)

2. Naval Communications Command Head-
quarters (Commander, Naval Commu-
nications Command) (COMNAVCOMM)

® Operating Elements

1. Naval Communications System

2. Naval Security Group

3. Communication departments of shore
(field) activities

4. Communication organizations of operating
forces.

OFFICE OF NAVAL COMMUNICATIONS

The Office of Naval Communications (a part
of the organization of the Chief of Naval Oper-
ations) is the headquarters of Naval Commu-
nications, and provides communication coordi-
nation and planning for the entire Department
of the Navy. The staff of the ACNO(COMM)
consists of one Deputy Director for Navy Com-
munications who is also the Commander, Naval
Communications Command, five special assist-
ants and five communication divisions: plans
and policy, programs, operations and readiness,
administrative personnel, and radiofrequency
spectrum. The work embraces radio and visual
communications, landline systems, registered
publications, and liaison with other military
services and other Government agencies.

NAVAL COMMUNICATIONS COMMAND
HEADQUARTERS

The Naval Communications Command Head -
quarters (NCC) satisfies the communication
needs of ships, air and shore activities Navy-
wide, and commands and supports naval com-
munication stations (NAVCOMMSTAS), naval
radio stations (NAVRADSTAS), naval commu-
nication units (NAVCOMUSs), and naval security
group activities (NAVSECGRUACTS).

NAVAL SECURITY GROUP

The Naval Security Group, under direction
of the Naval Communication Command, performs
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special functions in connection with communi-
cation security and communication electronic
intelligence. Usually, SECGRU functions are
handled by security group departments of the
Naval Communication System when so assigned
in separately established shore (field) activities
and by special groups assigned to fleet units.

The Naval Security Group administers the
Registered Publication System, which includes
Registered Publication Issuing Offices (RPIOs)
and a central shipping and accounting office at
the Naval Security Station, Washington, D.C.
Most RPIOs are located at a communication
activity. Occasionally these activities are not
readily accessible to ships. Accordingly, in-
dependent RPIOs may be established at places
where there are large concentrations of naval
ships but no communication activity.

Another function of the Security Group is
operation of certain courier transfer stations.
These stations, combined with Army and Air
Force courier stations, make up the Armed
ForcesCourier System (ARFCOS). The ARFCOS
transports mail and material requiring officer
handling to meet security requirements.

COMMUNICATION DEPARTMENTS OF
SHORE ESTABLISHMENT ACTIVITIES

Communication departments of shore estab-
lishment activities are components of the station
or activity they serve. Their mission differs
from that of NAVCOMMSTAs and other activities
of the Naval Communication System in that,
primarily, they furnish local support to the
shore station mission. They disseminate in-
formation and convey reports and similar data
to their own local command, although they may
(and often do) work into or connect with the
worldwide network of the DCS.

Normally the communication department of
a shore activity has a small communication
center consisting ofa message center andcryp-
tocenter. It may also provide other facilities,
depending on the mission of the command it
supports. Where radio transmitting and re-
ceiving facilities are required, small commu-
nication centers usually use equipment installed
at radio transmitting and receiving sites of a
NAVCOMMSTA and remotely control them from
the communication center.
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COMMUNICATION ORGANIZATIONS OF
OPERATING FORCES

In the interest of economy and effective
utilization of resources, communicationdepart-
ments ashore are consolidated under the naval
communication station wherever feasible.

At the level of the operating forces, it is
easily seen that communications is the 'voice
ofcommand.'" Thecommunicationorganization
aboard ship is under the direct and positive
control of the commanding officer. It provides
communication services needed to control and
employ fleet units. These services include
sending and receiving orders, instructions,
reports, and various other forms of intelligence.
Facilities are provided for rapid ship-shore
and air-surface communications as well as for
communications between ships.

NAVAL COMMUNICATION SYSTEM

The Naval Communication System as part
of the Defense Communications System (DCS)
may be described as the backbone of naval
communications. It isafixed, integrated com-
munication network, which forms the world-
wide framework of naval communications. It
provides the means for transmission of CNO
directives and instructions: Broadcast to the
fleet of weather, general messages, orders,
and similar message traffic; and for reception
of essential intelligence from fleet commanders.

ORGANIZATION COMPONENTS

Organizational components of the NavalCom-
munication System—as activities ofthe system—
manage, operate, and maintain the facilities,
systems, equipment, and devices necessary to
provide communications for the command,
operational control, and administration of the
Navy. Three major types of activities make
up the Naval Communication System. These
activities are NACOMMSTAs, NAVRADSTAs,
and NAVCOMMUs.

Naval Communication Station

As its name implies, a naval communication
station (NAVCOMMSTA) is a naval station that
has a primary responsibility for communica-
tions. It includes all communication facilities
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and equipment required to provide essential
fleet support and fixed communication services
for a specific area.

U. S. Naval Radio Station

A naval radio station (NAVRADSTA) ordi-
narily is a component of a NAVCOMMSTA but
may be located physically some distance from
the NAVCOMMSTA. It is classified either a
transmitting station or a receiving station,
depending upon the function performed, and is
so designated by letter T or R added in paren-
theses. For example, NAVRADSTA (T)
Lualualei, Oahu, isa component of NAVCOMM -
STA Honolulu, Hawaii, but is located approx-
imately 15 miles for the NAVCOMMSTA.

U. S. Naval Communication Unit

Naval communication units (NAVCOMMUs)
are assigned limited or specialized missions,
which may include some but not all missions
assigned a NAVCOMMSTA. For this reason,
a NAVCOMMU is much smaller in terms of
personnel and facilities than is a NAVCOMM -
STA. The NAVCOMMUs are identified by
geographical location, as NAVCOMMU Seattle.

Follow -the -Fleet Concept

The follow-the-fleet concept was organized
so that fleet and force commanders will have
optimum communications no matter where they
operate. Within this concept the commander
will have complete control over his forces even
when operational and tactical situations are
continually changing.

Stations within a given geographical area are
organized to operate on a closely coordinated
basis under direction of a master station. An
area served collectivelyby each group of stations
is known as a Naval Communication Area (NAV-
COMMAREA). The master station exercises
coordination control of all Naval Communication
System fleet broadcast, ship-shore, air-ground,
and othertactical circuits withinthe NAVCOMM -
AREA. It is knownasthe NavalCommunication
Area Master Station (NAVCAMS). Other stations
within a NAVCOMMAREA are called NavalCom-
munication Area Local Stations (NAVCALS).
Theycoordinate control of communications under
direction of the NAVCAMS.
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Operational Components

Facilities provided by the NAVCOMMSTA,
transmitting, and receiving stations are operated
by a communication center (COMMCEN) (Fig.
2-1). The COMMCEN controls the use of these
facilities by connecting themtovarious circuits
used by Naval Communications and provides a
connecting link for users of these circuits. I
ensures a continuous path by constantly moni-
toring the circuits and provides for alternate
paths when necessary. Normally each COMM -
CEN consists of several components.

FACILITY CONTROLCENTER. —Essentially
the control center is the master switchboard
and monitoring station. All equipment of the
communication center is wired through switch-
boards and patching panels of the control center.
From the control center landlines branch out
to other communication spaces. Landline or
radio links lead to remotely located transmit-
ting and receiving stations serving the com-
munication center. Control center personnel
connect radio and landline circuits to appro-
priate equipment in other spaces of the COMM -
CEN. The control center contains control and
terminal equipment and built-in monitoring and
test equipment. It ties together, electronically,
all spaces of the communication center, and
is the electrical outlet from that communication
center to other communication centers.

CRYPTOCENTER. —A cryptocenter provides
the following services: (1) receives and off-
line encrypts messages and routes to message
center for rapid transmission, or transmitts
to relay center directly; (2) receives and off-
line decrypts messages and makes delivery to
addressees; (3) receives andtransmits messages
on circuits authorized for on-line transmission
of Top Secret messages without previous’ off -line
encryption; and (4) operates the Top Secret
message processing area.

FLEET CENTER. A fleet center is where
keying control of all circuits to and from forces
afloat is exercised. A fleet center is the point
of interface between naval operating forces
afloat and ashore served via Navy tactical or
dedicated systems and naval shore (field)
activities served via common user facilities
of the Defense Communications System (DCS).

The fleet center operates maritime and
aeronautical distress and assigned maritime
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public service circuits, provides specialized
message processing service as required for an
effective interface of the severalcommunication
systems terminated. This service includes but
is not limited to—

1. Ensuring message procedural compati-
bility and formating as required (e. g.,
codress/plaindress).

2. Conversion between modes, such as CW
to TTY and vice versa.

3. Call sign encryption and decryption as
required.

4. Off-line encryption as required.
Functionally, fleet centers are subdivided into
six smaller centers, a description .of which
follows.

e Tactical communication coordination center:
Operates either a NAVCAM or NAVCAL (men-
tioned earlier). Further information can be
found in OpNavinst 02000. 28.

e Automatic tactical routing and distribution
unit: Allcoveredbroadcast, ship-shore circuits
and other Navy special-purpose operational net -~
works terminate in this section of a COMMCEN.
The Navy automatic broadcast processing and
routing system (NABPARS) is alsolocatedhere.
An automatic tactical routing and distribution
unit is the relay point for Navy special-purpose
operational networks, such as the NavyCommu-
nication Operating Network (NAVCOMMOPNET).
It interfaces with the relay center for entering
traffic into the common user networks, such
as the DCS teletype network and DCS auto-
matic digital network (AUTODIN). To cen=
tralize routing information for the operating
forces, a ship location facility that works
closely with the movement report system is
located in this unit.

e Message center: A message center is the
converging point of all messages sent or
received by the command it serves. In the
message center, messages are logged, placed
in proper form for transmission, checked for
accuracy and security violations, serviced as
necessary, written up, distributed internally,
and filed in appropriate reference files. A
message center operates circuits with a relay
station for reception or transmission of these
messages.

e Unclassified communication unit (wire room):
A wire room operates those radio or landline
circuits that are not cryptographically protected.
Included are circuits to commercial companies,
circuits to other Government agencies, fleet
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and general broadcasts, certain ship -shore
circuits, and off-net local circuits.

e Graphics center: A graphicscenter operates
equipment required for sending and receiving
pictures, photographs, weather maps, charts,
and other material ingraphic form. Facsimile
traffic is processed in message centers along
with regular messages.

e Conference center: A conference center is
used for conferences between major commands
ashore and afloat when need arises. These
conferences may be by teletype, voice radio,
or the DCS automatic voice network (AUTOVON).

RELAY CENTER. —A relay center is the
communication center's linkage with DCS
common user networks, It contains automatic
or semiautomatic teletype tape receiving, tape
transmitting, and message numbering and moni-
toring equipment. Arelay center also maintains
a service section for the purpose of obtaining
and making retransmissions, tape corrections,
handling misroutes, and other services neces-
sary for finaland accurate delivery of messages.
A file of monitor tapes is maintained for an
appropriate period of time.

DEFENSE COMMUNICATION SYSTEM

The Defense Communications Agency exer-
cises operational and management direction
over the DCS. The DCA consists of a chief
(an officer of general or flag rank), a head-
quarters staff, and such other units as are
specifically assigned the Agency by the Sec-
retary of Defense of the Joint Chiefs of Staff.

The DCS includes all Department of Defense
circuits, terminals, control facilities, and
tributaries (regardless of military department
to which assigned) required to provide com-
munications from the President, down the
chain of command, to the fixed headquarters
of various subordinate commands. This broad
inclusion takes in all point-to-point, long-haul
Government-owned or -leased circuits that are
a part of the Naval Communication System.
Fleet broadcasts, ship-to-shore, ship-to-ship,
and tactical circuits within a tactical organi-
zation normally are excluded from the DCS.

DCS AUTOMATIC VOICE NETWORK

The DCS automatic voice network (AUTOVON)
offers rapid, direct interconnection of Depart-
ment of Defense and certain other Government
installations. Some overseas areas are now
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connected into the continental United States
(CONUS) automatic system. As facilities
become available, other overseas areas will
be connected. The AUTOVON is intended to
be a single, worldwide, general-purpose, direct
dialing system. Its goal is to complete con-
nections between two prearranged points, any-
where in the world, in about 2 seconds, and
to complete regular connections with pushbutton
speed. Itis planned eventuallyto switch every
type of information transfer, including voice
transmission, teletype, and data.

Several installations, comparable in function
to commercial telephone exchanges, constitute
the AUTOVON. system. An installation in the
system is referred to as an AUTOVON switch,
or simply a switch. Within individual areas
are local command, control, and administrative
voice communication systems. These systems
can be connected into the worldwide AUTOVON
through manually operated telephone switch-
boards, or automatic dial exchanges, by pro-
vision of direct in or out dialing capabilities.

A maval station telephone system may be
connected into the AUTOVON by its local
private branch exchange (PBX), or private
automatic branch exchange (PABX), In this
usage the PBX or PABX would be considered
the AUTOVON subscriber. Some offices and
facilities that havedirect accesstothe AUTOVON
system are considered individual AUTOVON
subscribers.

Normal Service

Normal AUTOVON service provides a capa-
bility for subscribers to call other subscribers
on a worldwide basis for day-to-day nonpre-
emptive traffic. Depending on the type of
service available in each locality, AUTOVON
calls may be accomplished either by direct
dialing or through a local operator. Where
users of this type of service require priority
calls to be made, they must place the call
with their local operator or the AUTOVON
dial service assistance (DSA) operator,

Most military installations are provided
connection into the general-purpose AUTOVON
through their local PBX or PABX. These
local systems are two-wire systems. Inasmuch
as AUTOVON is a four-wire system, its ter-
minal equipment must alsobe four-wire. Where
such terminal equipment as- two-wire local
switchboards are to be interconnected, four-
wire/two-wire conversion equipment is used.
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Besides general-purpose AUTOVON service
through local PBX, certain selected subscribers
are authorized direct four-wire access to the
general-purpose network through pushbutton
four-wire telephone sets (fig. 2-2) installed
intheir offices. These subscribersare furnished
up to four classes of priority. Each level of
priority can preempt any lower levels. A four-
wire subscriber may employ any level of prece-
dence he desires up to and including the highest
level he is authorized. Precedence desired by
a four-wire subscriber is selected by pushing
one of four buttons on his set.

50. 15
Figure 2-2. —Type AE-023 four-wire subset.

DCS AUTOMATIC DIGITAL NETWORK

The DCS automatic digital network (AUTODIN)
is afully automatic digital data switching system.
This network provides store-and-forward and
circuit-switching message service to data and
teletype subscriber terminals. It is capable
of handling any type of information in digital
form, including voice and graphics. The system
consists of high-speed, electronic, solid state
switching centers, various types of data and
teletype subscriber terminals, and intercon-
necting transmission media.

The AUTODIN system replaces the 82B1
system inthe continential United States (CONUS).
Eventually it is planned to replace all manual
and electromechanical relays overseas.

Administrative and logistic traffic from afloat
units enter the AUTODIN system at Navy com-
munication stations and units, which are pro-
vided direct access to the nearest AUTODIN
switching center. Primary routes for Navy
command and control traffic will continue to
be through Navy dedicated circuits such as
HiCom, ASC, and the NAVCOMMOPNET.

When fully implemented, AUTODIN will
afford instantaneous, error-free, and secure
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communications around the world to more than
4100 directly connected subscriber terminals.
Automatic preemption will give immediate
servicetocommand and othertop-priorityusers.
Dailycapacity ofthe 19-switch AUTODIN system
is capable of 60 million data cards or an
equivalent of 5 million average -length messages.
Worldwide security is furnished by means of
the link encryption concept.

Interconnection of AUTODIN switching cen-
ters is accomplished through a network of high-
frequency radio channels, submarines cables,
microwave and tropospheric channels, and a
variety of wire lines. These transmission
media are available from existing DCS trans-
mission resources, AUTOVON, and from
commercial communication facilities. At least
one alternate route is held in reserve for each
trunk. Activation of this alternate path is con-
trolled fromthe AUTODIN supervisory position.
All d-c digital signals are converted to suitable
analog signals by modulators -demodulators
(MODEMS) before they are transmitted over
interconnecting trunks.

Backbone of the AUTODIN system is the
automatic electronic switching center (AESC),
which is self-supporting. It included an auto-
matic digital message switch, technical control
facility, power generator anddistributionequip-
ment, a timing source, cryptographic and cryp-
toancillary equipment, and maintenance facil-
ities. Basic functions of the AESC are to
accept, store, -and retransmit digital messages
from one location to another, automatically
detect and correct errors, and accomplish
alternate routing. For locations requiring
real-time service. CONUS switching centers
provide automatic circuit switching (direct user-
to-user) service.

Each switching center has a high degree of
reliability resulting from duplicate major units,
which can be activiated with a minimum of
disrupted service, A standby communication
data processor is supplied at each center and
is automatically tested for on-line use at
regular intervals.

Once a message is accepted in the AESC,
which automatically checks for valid control
characters, probability of a message not being
switched to its proper terminal is 1 in 10
million messages. (Specification for overseas
switching centers specifies 1 in 1 billion.)

Routing information, message formats, and
operating procedures utilized in the AESC are
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in accordance with effective editions of ACP
121, JANAP 128, and other applicable operating
directives and practices.

Traffic classified higher than the security
clearance of its intended destination(s) is not
delivered by the AESC. Such messages are
intercepted automatically at the last center,
and the originator is informed (via service
message) of a nondelivery resulting from a
security mismatch.

Another special feature of the AESC is the
provision of incoming and outgoing journals.
These message journals store and present (on
demand) synoptic information on each message
sufficient to identify it, to record how the
message was received, and to determine where
and when it was sent to an outgoing line. Jour-
nal information is retained for up to 30 days
in inactive storage. Sufficient active storage
is maintained for a period determined by op-
erating requirements. Current status of the
AESC canbe checked at any moment by obtaining
a printout of exactly how many messages, by
precedence and destination, are in the center.

Each overseas AESC is capable of recog-
nizing and routing 3300 single routing indica-
tors for local tributaries terminated in the
center, 200 collective routing indicators, and
routing indicators for 300 other switching cen-
ters. Service is provided to four types of
terminal stations, for example, by CONUS
AUTODIN. These terminal stations, by types,
are (1) low-speed compound terminals (12 cards
or 200 teletype wpm); (2) high-speed compound
terminal (100 cards or 200 teletype wpm); (3)
magnetic tape terminal (2400 baud); and (4)
computer interfaces (21 to 2400 baud).

Teletype subscribers are served by a con-
trolled teletype terminal. It provides the
following functions:

1. Automatic acknowledgment of

message.

2. Automatic

3. Automatic
messages
Automatic
messages.
5. Automatic message numbering.

6. Automatic verification of received mes-
sage numbers.

By reducing manual handling of messages
to a minimum, AUTODIN is revolutionizing
communications. Inthe future, messagedelivery
times and delays anywhere in the world will be

end of

transmission interruption.
resumption of transmission of
without rerun or intervention.

4, rejection and cancellation of
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measured in seconds instead of minutes and
hours.

JOINT COMMUNICATIONS

Need for coordinated and standardized com-
munications among United States military
services was clearly apparent during early
stages of World War II. Because Army and
Navy facilities sometimes were duplicated in
one location, differences in procedures made
for inefficient interservice communications.
Now communication procedures are standardized
throughout the Department of Defense, hence
the handling of interservice messages creates
no special problems. Joint procedures are set
forthinJoint Army-Navy-Air Force Publications
(JANAPs). Radiomen are expected to become
familiar with these publications while studying
naval communications.

ALLIED COMMUNICATIONS

With worldwide cooperation between friendly
nations and the United States, again the need
arose for coordinated and standardized com-
munications on an Allied basis. To meet this
need, Allied Communication Publications (ACPs)
were promulgated. The ACP series provides
communication instructions and procedures
essential to conducting combined military op-
erations and communications in which two or
more Allied Nations are involved. A Radio-
man's work in communications undoubtedly will
require familiarity with many of the ACPs.

NAVY MILITARY AFFILIATE RADIO SYSTEM

The Navy Military Affiliate Radio System
(Navy MARS) was established to train amateur
radio operators in Navy communication pro-
cedures. Through Navy MARS, amateur radio
operators maintain an affiliation with the Navy,
and provide a source of trained operators for
use in local disaster situations or general
emergencies.

Navy MARS is a projection of Navy Depart-
ment policy to encourage and support amateur
radio activity among Regular, Reserve, and
Retired personnel of the Navy, Marine Corps,
and Coast Guard for morale, recreation, train-
ing, international goodwill, and public service.
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SHIPBOARD COMMUNICATION
ORGANIZATION

The complexity of shipboard communication
organization and the number of personnel
assigned vary with the size and mission of a
ship. Large ships, such as.those with a com-
munication mission have a separate communi-~
cation department headed by the communication
officer. In most ships, however, the communi-
cation officer heads a division within the op-
erations department, and is responsible directly
to the operations officer.

Figure 2-3 diagrams the functional arrange-
ment of alarge shipboard communication organ-
ization. It is composed of two divisions—OR
(radio), headed by a radio officer, and OS
(visual signaling), headed by the signal officer.
Also assigned are a custodian of registered
publications, communication watch officers,
cryptographers, and a cryptosecurity officer.

Small ships may have only one division—OC
(communications).

In large ships with sufficient personnel,
specific duties are clearly defined and stand-
ardized. In smaller ships with necessarily
less manpower, individuals must accept more
varied duties and a heavier workload. In the
description of responsibilities that follows,
remember that in a small ship the communi-
cation officer may have no commissioned
assistants, and is himself responsible for duties
that in larger ships would be delegated to other
officers. Further, he has deck as well as com-
munication duties, and spends many hours on
the bridge. Under these conditions, the com-
munication officer relies heavily on his leading
petty officers for assistance.

OFFICER BILLETS

The communication organization is headed
by a communication officer, who is responsible

COMMUNICATION
OFFICER

CENSOR BOARD

CUSTODIAN RADIO OFFICER SIGNAL OFFICER
RADIO SPACES COMMUNICATION CRYPTOCENTER SIGNAL SPACES
CENTER
CWO CRYPTOBOARD
|
REGISTERED COMM CENTER COMMERCIAL
PUBLICATIONS RADIOMEN PERSONNEL TRAFFIC CLERK SIGNALMEN
YEOMAN
COMMUNICAT ION
STRIKERS MESSENGER STRIKERS
76.4

Figure 2-3. —Shipboard communication organization.
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for all external communications sent and re-
ceived by radiotelegraph, radiotelephone, radio-
teletype, facsimile, and visual means. He is
not liable for the ship's interior communications.
The communication officer is responsible also
for (1) care and maintenance of communication
equipment (including landlines and teletype
switchboards on ships equipped with these
facilities); (2) preparation of communication
reports; (3) procurement, custody, correction,
distribution of, and reports on, publications
issued to the ship through the Registered Pub-
lication System; (4) supervision and training of
the cryptoboard; and (5) cleanliness and upkeep
of assigned spaces.

The radio officer, the communication offi-
cer's principal assistant, is liable for the work of
the OR division and for operation and mainte-
nance of assigned equipment. It is his duty
to assure reliable, secure, and rapid handling
of radio communications. Usually his re-
sponsibilities for internal handling routing, and
filing of messages are delegated to communi-
cation watch officers.

The signal officer, heading the OS division,
is charged with operation of a ship's visual
signaling facilities. His duties in handling
visual messages parallel those of the radio
officer for radio messages.

The custodian, sometimes called the regis-
tered publications officer or RPS officer, is
accountable to the commanding officer for
keeping a complete, up-to-date, and corrected
allowance of registered publications issued to
the ship. He handles the drawing, stowage,
correction, destruction reports, and issuance
of these publications aboard his ship.

Communication watch officers (CWOs) in-
clude junior officers and often experienced
Radiomen of the OR division. The CWO on
watch is in active and immediate charge of a
ship's communications. During his watch, he
is the personal representative of the communi-
cation officer. He sees that incoming and
outgoing messages are placed in correct form,
delivered promptly and properly to action and
information addresses, and that all rules gov-
erning the conduct and security of all forms
of communication are observed carefully.
Radiomen assist the CWO by routing messages,
preparing file and routing copies, or serving
as traffic checkers, messengers, or file clerks.
Aboard small ships an experienced Radioman
may himself act as CWO.
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Cryptographers collectively called the
cryptoboard—assist the CWO with encryption
and decryption of messages when the traffic
load is so heavy he cannot handle it by himself,
Members of the cryptoboard aredesignatedin
writing by the commanding officer. All cryp-
toboards have commissioned officers as mem-
bers but may, in addition to them, include
warrant officers and competent and reliable
enlisted personnel.

A cryptosecurity officer is assigned full
time only on the largest ships. He is charged
with the training, assignment, and detailed
performance of the cryptoboard. He alsoserves
as advisor to the communication officer and
the commanding officer in all matters relating
to cryptosecurity and physical security of
cryptomaterials. In most ships the custodian,
a CWO, or some other communicator is given
this responsibility as collateral duty. In small
commands the communication officer usually
serves as cryptosecurity officer. Other col-
lateralcommunication duties to whichan officer
may be assigned include functions of TopSecret
control officer, and membership onthe censoring
board.

SHIPBOARD COMMUNICATION SPACES

The number, size, and arrangement of com-
munication spaces of a ship depend on her size,
type, and mission. Most large warships have
communication spaces located fore, aft, and
amidships. Besides scattering aship's antennas,
thereby helping to reduce interference, this
arrangement minimizes danger of loss of com-
munications in the event of heavy damage to a
portion of the ship. Equipment is sodistributed
that any one space can carry on at least partial
communications.

The most essential communication spaces
aboard are amidships, where, under normal
operating conditions, most radio traffic is
handled. Here are located radio central (also
called main radio or radio I), message center,
and cryptocenter. Communication functions also
are carried out in other radio spaces, in other
battle control locations, and in visual signal
stations.

Radio Central

Radio central is the largest and most com-
pletely equipped radio space on board ship. It
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contains local operating positions for radiotele-

graph, radiotelephone, radioteletype, and
facsimile. Usually, it is where transmitters,
receivers, and remote speakers and keying

positions are selected and tied together to provide
communication channels for remote operating
stations elsewhere in the ship. Radio central
is located close to the message center and
cryptocenter. It is the duty station of the
watch supervisor and of most of the ship's
Radiomen.

Message Center

Convenient to radio central is the message
center, where outgoing traffic is prepared for
transmission, and incoming traffic is readied
for local delivery. It is the duty station of the
CWO and other watch personnel.

An outgoing message is delivered "'in rough"
to the message center, where it is checked for
possible drafting errors. It is then written up
"in smooth" and sent to the releasing officer
for his approval and signature. In some ships
outgoing messages are delivered to the mes-
sage center in the smooth, already signed and
approved by releasing officer. If the message
is classified, and there are no on-line facili-
ties aboard, it is passed to the cryptocenter,
off-line encrypted, then given to radio central
or the signal bridge for transmission. After
incoming messages are received from radio
central or the signal bridge, they are logged,
decrypted if necessary, written up, routed, and
delivered by messenger. All messages must
clear the message center before internal routing
or external transmission. Exceptions to this
arrangement include operational messages re-
ceived and sent direct from the OOD or CIC,
and vice versa.

In ships without space allotted for a message
center, message center functions are carried
out in radio central.

Cryptocenter

Adjoining the message center is the crypto-
center, where outgoing messages are off-line
encrypted and incoming messages are decrypted.
Here are located cipher equipment and crypto-
graphic publications (called cryptoaids), safes
for stowage of classified messages, and desks
and typewriters as necessary. Files kept in
a cryptocenter include a file for classified gen-
eral messages and one for edited plain language
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copies of encrypted messages. Access to a
cryptocenter is strictly controlled. Admittance
is limited to designated cryptographers, and an
authorized entry list is posted on the door.
Thereis only one entrance, and it connects with
the message center. Ordinarily the door is
locked, and traffic is passed in and out through
a window or slot in the bulkhead.

Other Radio Spaces

According to a ship's size, there may be
one or more additional radio spaces contain-
ing special equipment, supplemental equipment,
or duplicate facilities. Depending on their ar-
rangement and intended use, they may be des-
ignated as transmitter room, emergency radio
room, auxiliary radio, or other appropriate
titles.

Most transmitters are located in a ship's
forward radio space, called the transmitter
room or radio II. Usually this space is manned
by a Radioman in charge, assisted by watch
standers. Duties of the watch are to keep
transmitters tuned to prescribed frequencies
and connected or ''patched" to keys, micro-
phones, teletypes in radio central, and to re-
mote operating positions in CIC, on the bridge,
andin other parts of the ship. Receiving equip-
ment includes one or two emergency receivers
and the ship's entertainment receivers.

Originally, larger Navy ships kept their
emergency radio room (radio III) in readiness
for emergency use only. In many vessels in-
creasing demand for radio circuits has turned
this space into an active transmitter room. In
ships where radio III still serves as an emer-
gency radio room, watches are stood only when
the ship is at general quarters.

Other radio spaces are scattered through-
out large combatant ships. Many of these
spaces are small supplementing the three main
stations.

Remote Control Facilities

Remote control stations, consisting of re-
ceiving outlets and transmitter keying positions,
are located on the bridge, in CIC, and other
battle control spaces where need exists for
direct radio communications. Receivers in
radio central and transmitters in radio II and
radio III can be connected to remote control
positions as required. Positions on the bridge
and CIC are often paralleled. A tactical ma-
neuvering net for instance, can be controlled
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from either the bridge or CIC by means of re-
mote control units in these two spaces, which
are connected through radio central to the same
transmitter and receiver.

Visual Signal Spaces

Equipment and spaces for visual communi-
cations are provided in a ship's superstructure.
Signal halyards run from the yardarm to flag
bags at the foot of the mast for flaghoist sig-
naling. Signal searchlights and semaphore plat-
forms are positioned where each one has the
largest arc of vision, and so that their total
coverage is 360°. Remote control keys for
operating yardarm blinkers are placed in con-
venient and protected positions.

ENLISTED OPERATING PERSONNEL

Specific duties of enlisted personnel assigned
to communication duties vary according to ship
size, type, and mission. Principal duties of
Radiomen are to operate radiotelegraph, radio-
telephone, teletype, and facsimile equipment in
accordance with prescribed procedures.

The senior Radioman, as leading petty offi-
cer, is in direct charge of all enlisted men in
the radio division. He prepares watch lists
for Radiomen and makes daily checks of mes-
sage files and logs. Another of his primary
duties is the training program, which he must
organize and conduct so that his operators will
be able to perform efficiently any communica-
tion function they may be assigned. Addition-
ally, the leading petty officer has responsibil-
itiesfor cleanliness and preventive maintenance
of all radio and teletypewriter equipment and
for compartments and deck spaces occupied by
equipment under his cognizance.

The watch supervisor in radio central must
be an experienced Radioman. Proper handling
of traffic is his main responsibility. Equipment
in use and personnel on watch are under his
direct supervision. He assists the CWO and,
in organizations without a communication watch
officer, may be designated to act as CWO in-
sofar as internal routing and delivery of mes-
sages are concerned. His other duties include
monitoring circuits, enforcing proper circuit
discipline, accounting for classified matter in
radio central, taking prompt action to prevent
disruption of communications if equipment fails,
and maintaining a communication status board
listing information relative to radio nets and
circuits in use.
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Operators in radio central are under au-
thority of the supervisor while on watch. They
must know and use correct Operating proce-
dures for radiotelegraph, radiotelephone, ra-
dioteletype, and facsimile circuits; must keep
accurate logs; must know how to tune trans-~
mitters, receivers, and associated equipment;
and must be able to switch receivers and trans-
mitters to remote operating positions. Other
duties include message writeup, internal and
external routing, delivery, and filing.

Radiomen are placed in charge of each ad-
ditional radio space, such as the transmitter
room and emergency radio room. They must
be able to tune and calibrate each transmitter
to every frequency within that equipment's
range, and be familiar with power panels and
switches for both normal and emergency power
distribution systems. Other duties include
switching transmitters and receivers to remote
positions, andkeeping recordsrelating to equip-
ment tests and inspections.

WATCH, QUARTER, AND STATION BILL

When a Radioman—or any other man—reports
aboard, he is assigned by his division officer
to a watch section, duty station, to battle and
other emergency stations, and to a cleaning
station. This information is posted in his work
spaces on the watch, quarter, and station bill
(fig. 2-4).

Normally, watches stood by communication
personnel are based on the master bill of the
ship or station. Watches of communication
personnel, however, cannot always be made to
conform to the hours or watches of other per-
sonnel of the command. Often, peakload mes-
sage traffic occurs when other activities of the
command are at a comparative lull. Hence,
communication personnel often do not stand
customary 4-on—8-off watches.

Aboard many ships, midwatch is from mid-
night to breakfast, Morning watch runs from
breakfast to dinner. Afternoon watch is from
dinner to supper. Thefirstdogwatchrunsfrom
supper to 1800, or until movie call, and the
second dogwatch until 2000, Evening watch is
from 2000 until midnight,

A variation of this system is to have no dog-
watches or perhaps only one. If there are no
dogwatches, evening watch maylast from supper
until midnight, If there is one dogwatch, it
usually is from supper to 2000 and is followed
by evening watch that runs to midnight,
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Figure 2-4. —Watch, quarter, and station bill.

At most shore communication stations the
day, evening, and midwatches are approxi-
mately 8 hours each. Radiomen usually rotate
on a 4-section watch list, and stand a series
of three watches in a row before rotating from
days to evenings, evenings to mids, and mids
to day watches. Certain peakload operators
customarily are assigned to work during the
busiest hours, and rotate watches differently
from the rest of the station.

During general quarters Radiomen are as-
signed to each radio communication space.
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Every circuit or net is manned by a battle-
efficient operator. Standby men maintain dup-
licate facilities in other radio spaces, keeping
duplicate logs of traffic coming into radio cen-
tral. A Radioman is placed in charge of the
cleaning detail in each communication space.
Availablepersonnel are assigned specific areas
for cleaning and upkeep.

Detailed information concerning special sta-
tions (such as fire, fire and rescue, collision,
and abandon ship) is contained in each ship's
organization book.




CHAPTER 3

'COMMUNICATION SECURITY

The security of the United States in general,
and of naval operations in particular, depends in
part upon the success attained in safeguarding
classified information. Every Radioman must
be security conscious to the point that he auto-
matically exercises proper discretionin the dis-
charge of his duties and does not think of security
of information as something separate and apart
from other matters. In this way, security of
classified information becomes a natural ele-
ment of every task and not an additionally im-
posed burden.

In his daily work routine the Radioman learns
information of vital importance to the military
and to the Nation. Much of the vast amount of
intelligence carried in messages handled by naval
communications passes at some point through
hands of Radiomen—data that, if available to an
enemy, would enable him to learn the strength
and intent of U. S. forces, and to gather a wealth
of technical information relating to the proce-
dures and operations of the United States Navy.

Radiomen will use many official documents
and publications that relate to such communica-
tion matters as frequencies, call signs, and pro-
cedures. Their content must be protected also,
because the more an enemy knows about our com-
munications the better arehis chances of deriv-
ing intelligence from them.

CLASSIFICATIONS

Securityis a protected condition that prevents
unauthorized persons from obtaining information
of military value. Suchinformationis afforded a
greater degree of protection than other material
and is given a special designation: classified
matter. This term includes all publications, doc-
uments, cipher keys and aids, code books, let-
ters, equipment, and messages in the three se-
curity classifications of Top Secret, Secret, and
Confidential (including Confidential--Modified
Handling Authorized). Following are examples
and definitions of each category.
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TOP SECRET

The Top Secret classificationis limited to de-
fense information or material requiring the high-
est degree of protection. It is applied only to
information or material the defense aspect of
which is paramount, and the unauthorized dis-
closure of which couldresult in EXCEPTIONAL-
LY GRAVE DAMAGE to the Nation, such as—

1. A war, an armedattack against the United
States or her allies, or a break in diplo-
matic relations that would affect the de-
fense of the United States.

2. Theunauthorizeddisclosure of military or
defense plans, intelligence operations, or
scientific or technological developments
vital to the national defense.

SECRET

The Secret classificationislimited to defense
information or material the unauthorized dis-
closure of which could result in SERIOUS DAM-
AGE to the Nation, such as—

1. Jeopardizing the international relations

of the United States.

2. Endangering the effectiveness of a pro-
gram or policy of vital importance to the
national defense.

3. Compromising important military or de-
fense plans, or scientific developments
important to national defense.

4. Revealing important intelligence opera-
tions.

CONFIDENTIAL

The use of the classification Confidential is
limited to defense information or material the
unauthorized disclosure of which could be PRE-
JUDICIAL TO DEFENSE INTERESTS of the
Nation, such as—

1. Operational and battle reports that con-

tain information of value to the enemy.
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Intelligence reports.

Military radiofrequency and call sign al-

locations that are especially important,

or are changed frequently for security
reasons.

4. Devices and material relating to com-
munication security.

5. Information that reveals strength of land,
air, or naval forces in the United States
and overseas areas, identify and compo-
sition of units, or detailed information
relating to their equipment.

6. Documents and manuals containing tech-
nicalinformation used for training, main-
tenance, and inspection of classified mu-
nitions of war.

7. Operational and tactical doctrine.

8. Research, development, production, and
procurement of munitions of war.

9. Mobilization plans.

10. Personnel security investigations and
other investigations, such as courts of
inquiry, which require protection against
unauthorized disclosure.

11. Matters and documents of a personal or
disciplinary nature, which, if disclosed,
could be prejudicial to the discipline and
morale of the armed forces.

12. Documents used in connection with pro-
curement, selection, or promotion of
military personnel, the disclosure of
which could violate the integrity of the
competitive system.

NOTE: Official information of the type de-
scribed in items 10, 11, and 12 is
classified Confidential only if its un-
authorized disclosurecouldin fact be
prejudicial to the defense interests
of the Nation.
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CONFIDENTIAL-—MODIFIED HANDLING
AUTHORIZED

The Confidential classification has a sub-
division: Confidential-Modified Handling Auth-
orized (CONFMOD). The CONFMOD category
may be authorized for matter the originator
believes will be protected sufficiently by some-
what less strict storage, however, normally
CONFMOD material is stowed inthe same man-
ner as other Confidential material.

Material that may be classified CONFMOD
includes, but is not limited to—

1. Training manuals, field and technical

manuals, and related materials.
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2. Photographs, negatives, photostats, di-
agrams, and the like.

3. Defense procurement plans, including
procurement contracts and related mat-
ters.

4. Communication materials,
and messages.

5. Charts and maps.

6. Information received from or furnished
to foreign nations under international ex-
change of information, agreements, and
policies.

publications,

ADDITIONAL MARKINGS

In addition to the four security labels men-
tioned already, other markings also appear on
documents. Among these markings are such
designations as ''Restricted Data,' NOFORN,
and "For Official Use Only. "

Restricted Data

All data concerned with (1) design, manufac-
ture, or utilization of atomic weapons, (2) pro-
duction of special nuclear material, or (3) use
of special nuclear material in production of
energy bear conspicuous ''Restricted Data"
markings. Restricted data, when declassified
under the Atomic Energy Act of 1954, must be
marked "Formerly Restricted Data, Handle as
Restricted Data in Foreign Dissemination, Sec-
tion 144b, Atomic Energy Act, 1954."

NOFORN Designation

Whenever the handling of classified docu-
ments is such that documents are liable to in-
advertent disclosure to foreign nationals, ori-
ginators should stamp the documents thus:
"Special Handling Required, Not Releasable to
Foreign Nationals.' When this term is used in
a message, it is abbreviated NOFORN.

For Official Use Only

The term '""For Official Use Only" is assign-
ed to official information that requires some
protection for the good of the public interest
but is not safeguarded by classifications used
in the interest of national defense.

CLEARANCES

No one may have access to classified matter
without proper security clearance. A security
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clearance is an administrative determination
that an individual is eligible, from a security
standpoint, for access to classified matter, and
that such access is required in the execution of
his duties. I duties of a Radioman 3 or 2 re-
quire use of classified publications and docu-
ments (and they are virtually sure to), the com-
manding officer is authorized to grant a clear-
ance up to Confidential after ascertaining that
the man is trustworthy, discreet, and of un-
questionable loyalty. Clearance to handle
Secret material can be granted only after an
additional check of BuPers records and an in-
vestigation by the Naval Investigative Service
Headquarters. All clearances are authorized
by the CO of a man's present command, and
only when there is a''need to know. " Notation of
aman's clearance is made in his service record.

COMPROMISE

No one in the Navy is authorized to handle
any classified material except that required in
the performance of duty. All other persons are
unauthorized, regardless of grade, duties, or
clearance.

If it is known—or even suspected—-that clas-
sified material is lost, or is passed into the
hands of some unauthorized person, the ma-
terial is said tobe compromised. The serious-
ness of the compromise depends on the nature
of the material and the extent to which the un-
authorized person may divulge or make use of
what he learns. A Radioman should report any
compromise to his communication officer.

SECURITY AREAS

The shipboard and shore station spaces that
contain classified matter are known as security
areas. These security areas (sometimes called
sensitive areas) have varying degrees of secur-
ity interest, depending upon their purpose and
the nature of the work and information or ma-
terials concerned. Consequently, the restric-
tions, controls, and protective measures re-
quired vary according to the degree of security
importance. Tomeet different levels of security
sensitivity, three types of security areas have
been established: exclusion, limited, and con-
trolled areas.

'EXCLUSION AREA

The cryptocenter, registered publications
issuing office (RPIO) vault, classified

217

conference room, and other spaces requiring the
strictest control of access are designated ex-
clusion areas. They contain classified matter
of such nature that admittance to the area per-
mits, for all practical purposes, access to such
matter.

Exclusion areas are fully enclosed by walls
or bulkheads of solid construction. All en-
trances and exits are guarded, and only persons
whose duties require access and who possess
appropriate security clearances are authorized
to enter, after being positively identified. Nor-
mally, a list of personnel authorized entry,
signed by the CO, is posted in the area.

LIMITED AREA

Radio central, message center, relay sta-
tion, transmitter rooms, and other communi-
cation spaces usually are designated limited
areas.

Operating and maintenance personnel whose
duties require freedom of movement within
limited areas must have proper security clear-
ances. The commanding officer may, however,
authorize entrance of persons who do not have
clearances. In such instances, escorts or at-
tendants and other security precautions must
be used to prevent access to classified infor-
mation located within the area.

Entrances and exits of limited areas are
either guarded or controlled by attendants to
check personnel identification, or they may be
protected by automatic alarm systems.

CONTROLLED AREA

Passageways or spaces surrounding or ad-
jacent to limited or exclusion areas are often
designated controlled areas. Although a con-
trolled area does not contain classified infor-
mation, it serves as a buffer zone of security
restriction. Moreover, it provides greater

‘control, safety, and protection for limited and

exclusion areas.

Controlled areas require personnel identifi-
cation and control systems adequate to limit
admittance to those having bona fide need for
access to the area.

COMMUNICATION SECURITY PHASES

Communication security (COMSEC) is the
protection resulting from all measures design-
ed to deny to unauthorized persons any infor-
mation of value that might be derived from the
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possession and study of telecommunications, or
to mislead unauthorized persons in their inter-
pretation of the results of such a study. The
four phases of communication security are
physical security, cryptosecurity, transmis-
sion security, and censorship.

PHYSICAL SECURITY

The physical security of classified material
depends upon proper handling on the part of
every user, proper stowage when it is not in
use, and complete destruction when necessary.

Handling Precautions

Each individual in the communication or-
ganization must take every precaution to pre-
vent intentional or casual access to classified
information by unauthorized persons. When
classified publications are removed from stow-
age for working purposes, they must be cover-
ed or placed face down when not in use. Un-
authorized visitors must not be permitted in
communication spaces. Never discuss classi-
fied information over the telephone. Rough
drafts, carbon paper, worksheets, and similar
items containing classified information should
be destroyed after they serve their purpose. In
the meantime, they must be handled and safe-
guarded as classified matter.

At the close of each watch or working day,
all classified material that must be passed
from watch to watch is inventoried properly
and that custody is transferred to the reliev-
ing watch supervisor. All other -classified
matter must be locked up. Notes regarding
classified matter must not be left on memo-
randum pads or under desk blotters. Waste-
baskets should be checked to see that they con-
tain no classified material such as notes, car-
bon paper, excess copies, or rough drafts.
These items must be placed in burn bags with
other classified material. Burn bags are prop-
erly stowed until destroyed according to a
schedule promulgated by the communication of -
ficer or custodian.

Vaults, safes, or lockers used for stowage of
classified matter must always be kept locked
when not under the supervision of authorized
personnel. Cryptographic aids and related
classified matter must never be left unguarded
by the user. Habitually rotate the dial of all
combination locks at least three complete turns

28

inthe same direction when securing safes, files,
and cabinets. In most locks, if the dials are
given only a quick twist, it is possible some-
times to open the lock merelyby turningthe dial
in the opposite direction. Always make sure
that all drawers of safes and file cabinets are
held firmly in the locked position.

If interrupted by afire alarm or other emer-
gency, when working with classified material,
stow the material in the same manner as at the
end of a working day. It is a Radioman's per-
sonal responsibility to safeguard all classified
material in his possession.

Stowage

All classified matter not in actual use must
be stowed in a manner that will guarantee its
protection. The degree of protection necessary
depends on the classification, quantity, and
scope of the material.

A numerical evaluation system has been de-
veloped for determiningthe relationshipbetween
the security interest and the level of protection
required. The more secure the stowage facil-
ities, the higher the numerical values assigned.

Figure 3-1 shows the numerical values re-
quired for quantity and type of documents of
each classification. Table 3-1 is a guide for
evaluating stowage facilities. Both the table
and illustration must be used together.

Assume that a ship stows plain language
translations of encrypted messages in a metal
container with attached keylock in the crypto-
center. Visitors are not allowed in any of the
communication spaces. Only cryptographers
may enter the cryptocenter itself or remove
anything from its safe. The cryptographer on
watch acts as a guard in attendance at the con-
tainer. From table 3-1 a numerical value may
be assigned to these facilities as follows:

Value
Sheltered aboard a commissioned ship.... 25
Stowed in metal container with attached
keylocK .. vvviiiiin it iiiiiiiie e 5
Military guard in attendance at container... 60
Total...oovtiiinnnnnnneennnns 90

From the graph in figure 3-1 it can be seen
that stowage facilities with a numerical value
of 90 are secure enough for everythingbut large
quantities of Top Secret equipment and large
quantities of Top Secret documents covering a
broad scope.
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*Documents and material designated Confidential-Modified Handling Authorized will normally be stored in the same manner as other Con-
fidential material. When this is not feasible, such documents and material will be stored in a container equipped with a secure locking
device or in any other manner determined by competent authority which will afford adequate protection. This does not preclude a more

secure means of storage if desired.

Figure 3-1. —Numerical values required for quantity and type of documents of each classification.
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Table 3-1.~Table of Numerical Equivalents

Element of Security Value

1. Stowage Areas
a. Security fences
(1) Classified area surrounded by a security fence with all gates secured or

controlled 5
b. Protective lighting
(1) Security areas lighted by protective lighting 5
c. Building or ship*

(1) Conventional frame or good quality temporary structure 5
(a) Conirolled areas within 15
(b) Limited areas within 25
(c) Exclusion areas within 35

(2) Masonry or steel structure with substantial partitions, floors, and ceilings
(included magazines) 10
(a) Conirolled areas within. 20
(b) Limited areas within 30
(c) Exclusion areas within 40

(8) Aboard a commissioned ship 25
(a) Controlled area 35
(b) Limited area 40
(c) Exclusion area 50

(4) "In service' or MSTS chartered vessel 10
(a) Controlled areas within. 20
(b) Limited areas within 30
(c) Exclusion areas within —_— 40

2. Stowage Containers**

a. Portable, any type 0
b. Wood, any type 0
c. Metal, keylock (built-in) 2
d. Metal, keylock (attached) 5
e. Metal, combination bar-lock (attached) 10
f. Metal, combination lock (built-in) 15
g. Light room vault 15
h. Heavy room vault 35
i. Class 3 security filing cabinet, GSA Federal supply schedule 50
j. Class 2 security filing cabinet, GSA Federal supply schedule 60
k. Class 4 security filing cabinet, GSA Federal supply schedule 60
1. Class 5 security filing cabinet, GSA Federal supvly schedule 70
m, Class 5 map and plan filing cabinet, GSA Federal supply schedule ============c=au- 70
n. Class 6 map and plan filing cabinet, GSA Federal supply schedule ==-=====c-ccceaa- 55
o. Class 8 security filing cabinet, GSA Federal supply schedule 100

3. Guarding
a. Support guard force

(1) Civilian supporting guard force 10
(2) Military supporting guard force 15
b. Guards
(1) Civilian guards
(a) Civilian guard in general area 10
(b) Civilian guard check of container each hour 15
(c) Civilian guard check of container each ¥, hour 20
(d) Civilian guard in attendance at container 30
(2) Military guards
(a) Military guard in general area 15
(b) Military guard check of container each hour 20
(c) Military guard check of container each % hour 25
(d) Military guard in attendance at container 60
c. Sentry dog accompanying military or civilian guard 10

4. Protective Alarm Systems
a. Area alarm system

(1) Make or break (electromechanical) alarm to detect entry into immediate area -- 5
(2) Other alarm system to detect entry into immediate area 10
(3) Alarm system to detect entry or attempted entry into immediate area ---=------ 15
(4) Alarm system to detect entry or attempted entry and approach to immediate 2
area 5
b. Coniainer alarm systems
(1) Make or break (electromechanical) alarm to detect opening of container ==------ 10
(2) Other alarm system to detect opening of container 1 15
(3) Alarm system to detect opening or tampering with container---==-====-eccee-- 20
(4) Alarm system to detect opening or tampering with and approach to container === 25

*Buildings must be under U.S, Government control or if not under U.S. Government control the space
occupied within the building must be at least a controlled area.
**Evaluate as indicated provided other elements in the security program are available to minimize the
possibility of unauthorized access to the container. 31.3
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Keys or combinations to safes and lockers
containing classified material are made avail-
able only to persons whose duties require ac-
cess to them. At least every 12 months keys
or combinations must be changed. They also
must be changed whenever any person having
knowledge of them is transferred from the or-
ganization, and at any time the keys or combi-
nations are suspected of being compromised.

Any time discovery is made of an unlocked
and unattended safe or cabinet that contains
classified material, report the condition im-
mediately to the senior duty officer. Do not
touch the container or contents, but guard them
until the duty officer arrives. The duty officer
then assumes responsibility for such further
actions as locking the safe, recalling the re-
sponsible persons, and reporting the security
violation to the commanding officer. The cus-
todian must hold an immediate inventory of the
contents of the safe and report any loss to the
CO.

For further details on stowage of classified
matter, consult chapter 6 of the Department of
the Navy Security Manual for Classified Infor-

maftion, OpNavInst. 5510. 1C.
Destruction

Destruction of classified matter falls into
two categories: routine and emergency. De-
struction, when authorized or ordered, must
be complete.

e Routinedestruction: Destruction of super-
seded and obsolete classified materials that have
served their purpose is termed routine de-
struction. Routine destruction of publications,
message files, and certain cryptomaterials is
carried out when authorized by specific direc-
tives. These directives are found in the letter
of promulgation of the publication itself, in
cryptographic instructions and manuals, and in
U.S. Naval Communication Instructions (DNC 5
series). Other materials, such as classified
rough drafts, worksheets, and similar items,
are destroyed, as necessary, to prevent their
excessive accumulation.

The most efficient method of destroying
combustible material is by burning. It is likely
that a Radioman 3 or 2 will be called upon to
assist in burning classified material. Every
member of the burn detail should know exactly
what is to be burned and should doublecheck
each item before it is burned. To facilitate
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complete destruction of bound publications, tear
them apart, crumple the pages, and feed the
pages to the fire a few at a time. If burn ma-
terial is carried in a bag that is not to be burn-
ed, turn the bag inside outtomakecertainevery
piece of paper is removed and burned. Allma-
terial must be watched until it is completely
consumed. The ashes must be broken up and
scattered so that no scraps escape destruction.

When no incinerator isavailable, which often
is true aboard ship, classified material may be
burned in a perforated metal drum or container
with a cover of wire netting.

e Emergency destruction: Emergency de-
struction of classified material is authorized
any time it is necessary to prevent its capture
by an enemy. On board ship, classified ma-
terial is not subjected to the same risks as on
land. K a ship is in danger of sinking or is
severely disabled, however, action is taken in
accordance with the ship's emergency destruc-
tion bill (fig. 3-2), the execution of which is an
all-hands evolution from communication officer
to striker. This bill details the method and the
order of destruction of classified matter. Each
man in the communication division is assigned
responsibilities by duty and watch instead of by
name. The bill provides alternates for each
billet to ensure effective action despite person-
nel casualties.

Destruction plans call for the highest degree
of individual initiative in preparing for and in
actually commencing the required destruction.
It is extremely important for all Radiomen to
understand that, in emergencies subjecting
classified material to compromise through cap-
ture, they must start necessary destruction
under the plan without waiting for specific or-
ders.

Cryptographic materialhas the highest prior-
ity for emergency destruction. Insofar as
humanly possible, it must not be permitted to
fall into enemy hands. After cryptomaterial
is destroyed, other classified communication
material is destroyed in the order of classi-
fication—highest classified material first. Next
in importance in the destruction plan is classi-
fied (noncryptographic) communication equip-
ment, followed (if time permits) by destruction
of unclassified material and equipment.

Destruction by fire is the preferred method
for allcombustible materials. Oil or chemicals
may be used to facilitate burning. If the ship
is in deep water, and time does not permit
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are effective this date:

DE-1030

USS JOSEPH K. TAUSSIG

EMERGENCY DESTRUCTION BILL

The following Emergency Destruction Procedures for Classified Material held by this command

10 October 19..

Space Person Alternate Priority of Destruction
Responsible
Registered RPS Alternate 1. Emergency keying data.
publications custodian custodian 2. TOP SECRET cryptomaterial.
safe 3. Superseded Key lists,
4, Reserve rotors,
5. Effective and strips.
6. Reg. cipher equipment.
Cryptocenter General Crypto- 7. Maintenance documents.
quarters security 8. Operating instructions.
cryptomember officer 9. Remaining cryptomaterial.
10. Registered publications.
11. Nonregistered classified publications.
Radio 1 Supervisor Circuit 1. Aircraft codes; authentication sys-
operator tems; call sign ciphers; recogni-
tion signals.
Radio II Circuit Radio I 2. Registered publications.
operator JX talker 3. Classified records; files.
4. Classified electronic equipment.
Signal bridge Supervisor Assistant 5. Classified nonregistered publications.
navigator 6. Unclassified publications and
CIC Supervisor JOOD electronic equipment.

1. Method of destruction

a. Deep water (over 100 fathoms)

(1) Jettison publications in weighted perforated bags.

(2) Smash crypto equipment beyond recognition if possible and jettison.

b. Shallow water (less than 100 fathoms)

(1) Burn publications completely, break up and scatter ashes.

(2) Smash crypto equipment beyond recognition or reconstruction, taking care to remove all
wiring, and scatter componentpartsover a widearea. Smash remaining electronic equip-

ments so as to render them useless.

2. Record of destruction

a. All personnel assisting in the execution of this bill will report in writing to the RPS custodian
the degree of completion of such destruction. (Use the last watch-to-watch inventory.)

3. Execution of emergency destruction bill

a. Emergency destruction will be ordered by the Commanding Officer, or, in his absence, by the
next senior line officer present. In the event of an emergency, it may be necessary for the
personnel designated above to carry out the provisions of this bill without further orders, if
their estimate of the situation admits possibility of the loss of the ship.

4. Location of destruction equipment

a. Sledges,

wire cutters,

communication space.

Approved:

Tolis Lewie, LCDR USN
Commanding Officer

screwdrivers,

Submitted:

and weighted perforated bags are located in each

H. T. Crowley, LTJG USN
Classified Material Control Officer

Figure 3-2. —Typical emergency destruction bill.
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burning classified publications, messages, files,
and logs, they may be placed in weighted per-
forated canvas bags and thrown overboard (jet-
tisoned). Classified equipment may also be
jettisoned in water deep enough to preclude any
possibility of recovery. Water over 100 fathoms
is usually considered deep enough to prevent an
enemy from conducting successful salvage op-
erations.

If the ship is in shallow water, combustible
classified material must be burned; it may be
jettisoned only as a last resort. Classified
communication equipment must be smashed
beyond recognition before jettisoning in shallow
water. Unclassified communication equipment
should be demolished beyond repair.

A sufficient number of perforated canvas
bags and tools—including sledge hammers,
screwdrivers, and wire cutters —are always kept
in communication spaces for use in emergency
destruction.

CRYPTOGRAPHIC SECURITY

Cryptography is the science of cloaking in-
formation in codes and ciphers. A code is a
system in which arbitrary groups of symbols
represent units of plain text of varying length—
usually syllables, words, phrases, and sen-
tences. A cipher is a system in which indi-
vidual letters of a message are replaced (letter
for letter) by other letters instead of complete
words, phrases, or numbers. Cipher texts us-
ually are transmitted in five-letter groups.

A cryptoboard, under the direction of the
communication officer, is responsible for prop-
er encryption and decryption of messages.
Along with officers, reliable enlisted personnel
may be appointed to this board. Members of
the board, known as cryptographers, must be
proficient in the use of all codes and ciphers
held by the command.

Loss of a cryptographic publication or the
transmission of faultily encrypted messages en-
dangers the security of the cryptosystem. Such
occurrences frequently require the immediate
replacement of the key list used, because sub-
sequent transmissions with the same key list
might be little better than plain language. Though
great, the work and expense of superseding a
key list are insignificant compared with the con-
sequences of compromise.

The enemy constantly and painstakingly
studies U.S. codes and ciphers in an attempt to
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discover the keys to our many cryptographic
systems. This technique is known as cryptana-
lysis. The best defense against this type of
enemy intelligence is cryptosecurity—the care-
ful use of technically sound cryptosystems.

TRANSMISSION SECURITY

Transmission security is that component of
communication security that results from all
measures designed to protect transmissions
from unauthorized interceptions, traffic ana-
lysis, and imitative deception.

Some methods of transmission are more se-
cure than others. In general, the means and
types of transmission, in their order of se-
curity, are as follows:

1. Messenger;

2. Registered mail (guard mail, U.S. postal

system, or diplomatic pouch);

3. Approved wire circuits;

4. Ordinary mail;

5. Nonapproved wire circuits;

6. Visual (semaphore, flaghoist, flashing
light);

7. Sound systems (whistles, sirens, bells);

8. Radio.

Messenger

Classified matter is transmitted by mes-
senger when security—not speed—is the para-
mount objective. The principal messenger
agency for the Department of Defense is the
Armed Forces CourierService (ARFCOS). This
agency is responsible for the safe transmittal
of highly classified matterto military addresses
and certain civilian agencies throughout the
world. The ARFCOS courier transfer stations
are located in designated areas. Every item of
classified material sent via ARFCOS is in phy-
sical custody and control of a military courier
from the time of entry into system until the ad-
dressee or his authorized representative re-
ceipts for it. Classified material that may go
by registered United States mail is not trans-
mitted by ARFCOS.

Guard mail is another type of messenger
service for transmitting classified material,
although unclassified material is also delivered
by this means. Reliable petty officers as well
as commissioned officers are appointed as
guard mail messengers. Guard mail is used,
for instance, in a naval district for delivering
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mail to other military or Government activities
located in the same area, and also in conjunc-
tion with ordinary mail service to and from
ships in port.

Mail

In addition to transmitting unclassified ma-
terial, the United States postal system is used
to transmit classified material except TopSecret
matter and cryptographic aids and devices.
Secret and Confidential matter must be sent by
registered mail instead of by ordinary mail, and
must not enter a foreign postal system. The
single exception to this is that material ad-
dressed to Canadian Government activities is
permitted to pass through the Canadian postal
system. Material classified CONFMOD may be
sent by ordinary first class mail through both
United States and Canadian postal systems. The
great bulk of the Navy's administrative traffic
is sent by mail, thus reserving radio circuits
for operational traffic insofar as possible.

Mailable Secret and Confidential matter is
double-wrapped, as shown in figure 3-3. Top
Secret matter is prepared similarly, but does
not, of course, go through the mails. Use of
the inner envelope is not required for CONF -
MOD material.

Wire Circuits

When available, wire circuits invariably are
used in preference to radio, because they are
less susceptible to interception. Wire systems
are of two types: approved and nonapproved.

An approved circuit is specified by proper
authority for transmission of classified infor-
mation in the clear. Messages classified Se-
cret and below may be transmitted on such
circuits. Approved telephone circuits are
equipped with security devices to minimize the
possibility of wiretapping.

A nonapproved circuit is not designated for
transmission of classified information in the
clear. Telephone circuits normally are con-
sidered nonapproved and are not used to dis-
cuss classified data unless specifically desig-
nated as approved.

Often, wiretapping may be discovered by
physical examination or by transmission irreg-
ularities. Interception by induction, however,
can escape detection completely. Supersensi-
tive devices placed near the wire circuit pick
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up sounds through a 2-foot wall. Tiny micro-
phones, hidden in telephone receivers, pick up
not only telephone conversations but voices any-
where in the room.

Underwater cables also are liable to unauth-
orized interception, although they are more
difficult to tap than landlines. Submarines are
able to make successful interceptions through
induction. The point where the cable emerges
into shallow water is the most vulnerable.

Visual Communications

Visual communication systems are used in
preference to radio except at night, when there
is a possibility of divulging a ship's position.
They are more secure than radio because re-
ception is limited to units in the immediate vi-
cinity of the sender.

In order of security, visual communication
methods rank according to the distance from
which signals can be seen. In daylight the rela-
tive order is semaphore, directional flashing
light, panels, flaghoist, pyrotechnics, and non-
directional flashing light. At night the order is
infrared, directional flashing light, pyrotech-
nics, and nondirectional flashing light.

Utmost care must betakento ensure that sig-
nal lights are used only when necessary, and
that minimum light is employed. An exception
is for recognition signals; which must be sent
on a light sufficiently brilliant to be seen.

Transmission of plain language messages is
kept to a minimum because many persons are
adept at reading lights and flags.

Sound Systems

Whistles, sirens, foghorns, bells, and under-
water sound devices are common types of sound
systems. They are utilized by vessels to trans-
mit emergency warning signals (air raid alerts,
mine sighting, etc.) and for signals prescribed
by the Rules of the Road. Sound systems have
the same range limitations as visual methods
and also are less secure. Their use, for the
most part, is restricted to maneuvering and
emergency situations.

Radio

Radio is potentially the least secure means
of communication. A message sent by radio is
open to interception by anyone who has the nec-
essary equipment and is within reception range.
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1. STAMP CLASSIFICATION ON A PLAIN ENVELOPE.

DEPARTMENT OF THE NAVY

U. S. Naval Security Group Acrivity
c/o Fleet Post Office
San Francisco, California 96630

OfFICIAL BUSINESS

POSTAGR AND FEES PAID
NAVY DEPARTMENT

REGISTERED MAIL

Director, Naval Security Group
3801 Nebraska Avenue, N. W.
Washington, D. C. 20390

A

2. ADDRESS A LLARGER ENVELOPE INTO WHICH THE SMALLER ONE CAN BE INSERTED.
DO NOT SHOW CLASSIFICATION ON OUTER ENVELOPE.

6.1

Figure 3-3. —How mailable classified matter is prepared.

Thus, in addition to obtaining intelligence, an
enemy may be able to fix the location of oper-
ating forces by means of direction finding. By
employing deceptive techniques, he could con-
fuse and hamper own communications and, by
traffic analysis, forecast the intentions of own
forces.

Uses of radio in the ultrahigh frequency
(UHF), superhigh frequency (SHF), and ex-
tremely high frequency (EHF) ranges normally
have security approaching visual means. Ex-
perience has proven, however, that transmis-
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sions of these frequencies beyond line-of -sight
distances have occurred frequently. It is im-
portant, therefore, that all users recognize the
possibility of interception at distances far be-
yond the normal usable ranges.

Despite its shortcomings, though, radio still
is the primary means of communication. It is
fast, reliable, and often the only method of
maintaining contact between distant and highly
mobile units. A satisfactory degree of security
can be obtained only by using it properly and
intelligently.
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The following five topics describe the ways
by which radio communications may be sabotaged
by an enemy, and countermeasures that may be
applied.

e Interception and direction finding: Strict
radio silence is the best defense against enemy
intelligence efforts by interception and direc-
tion finding. It is apparent that an enemy can-
not gain intelligence from radio transmissions
if none are sent. Radio silence is placed in ef-
fect when it is reasonable to assume that an
enemy is unaware of the location or impending
movements of a ship or force. If it is imprac-
tical to maintain radio silence, the following
defensive measures make interception and di-
rection finding more difficult.

1. Avoid unauthorized transmissions andun-

necessary testing.

2. Use combinations of transmitter, anten-
nas, and power to produce minimum wave
propagation and emission intensity con-
sistent with reliable communications.

3. Use the broadcast method of transmitting
traffic in preference tothe receipt method.

4. Conceal instructions to shift frequency by
using an encrypted message inthe absence
of a prearranged plan.

5. Adjust transmitters accurately and adhere
to frequency tolerances, thereby prevent -
ing the need for repeating messages or
parts of messages.

6. Maintain strict circuit discipline.

e Traffic analysis: By traffic analysis an
enemy may gain valuable information from his
study of U.S. communications. Traffic analysis
includes studying message headings, receipts,
acknowledgments, relays, routing instructions,
and service messages; tabulating the volume,
types, and directional flow at each point; and
correlating information taken from unclassified
messages, noting departures from normality.

Assume that within a short time a radio
message is transmitted from point Bravo to Ro-
meo, another to Victor, another to a unit of the
fleet operating off Whiskey, and a fourth to a
unit off Oscar. Enemy traffic records show that
messages rarely are transmitted to these four
addressees simultaneously. They also reveal
that previous transmissions of this type were
followed by arrival of a convoy at point Romeo.
An enemy logically may conclude that a convoy
from Bravo to Romeo is planned, and that these
transmissions probably are arranging for an
escort.
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Some measures that can be taken to render
traffic analysis by an enemy more difficult and
less reliable include—

Minimum use of radio.

Maintenance of strict circuit discipline.

Rotation of frequencies.

Rotation of call signs and address groups

for encryption.

5. Minimum use of service messages, cor-
rection requests, and repetitions.

6. Concealment of originator and addressees
in the text of an encrypted message.

7. Avoidance of long, easily associated mes-
sages of a recurrent nature.

8. Control of the timing and volume of test
transmissions to avoid revealing infor-
mation about pending operations.

9. Keeping external routing instructions to a

minimum.

Use of Encrypt for Transmission Only

(EFTO) procedure. (See OpNav Instruc-

tion 2220. 3 for complete details. )

e Imitative deception: An enemy may at-
tempt to enter communication nets used by the
Navy in order to confuse and deceive U.S. for-
ces. This practice is known as imitative decep-
tion. There are many deceptive techniques an
enemy might use to obstruct radio communica-
tions. He may, for example—

1. Remove a message from one circuit and
introduce it on another circuit to waste
time, create confusion, and produce serv-
ice messages.

2. Intentionally garble the text of a genuine
message and combine it with the heading
of another, then introduce it on a differ-
ent radio net.

3. Originate and transmit false plain lan-
guage messages.

4. Call a unit in the hope of taking bearings
on the answering transmission.

5. Partly obliterate a false message to con-
ceal lack of knowledge of authenticators
or call signs. )

Proper authentication is the best defense
against imitative deception. This security
measure is intended to protect communication
systems against fraudulent transmissions. An
authenticator is a group of characters (usually
two randomly selected letters) inserted in a
message to prove its authenticity. Any authen-
tication system has accompanying instructions
specifying the method of use and transmission
procedures. By its correct use, an operator

W

10.
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can distinguish between genuine and fraudulent
stations or transmissions. A station may in-
clude authentication in a transmitted message.
This security measure is called transmission
authentication. Another use is known as chal-
lenge and reply authentication. In this method
the sending station transmits a challenge from
which the receiving operator must ascertain the
correct reply authenticator. A challenging sta-
tion must determine the reply to be correct be-
fore any exchange of message commences.

e Authentication is mandatory when-

1. Suspecting imitative deception on a cir-
cuit.

2. Challenging or requesting any station to
authenticate.

3. Directing radio silence or requiring a
station tobreak an imposed radio silence.

4. Transmitting a plain language cancellation
of an encrypted message by radio or by
other methods when sending stations can-
not be recognized.

5. Transmitting to a station that is under
radio silence.

e Authentication is advisable when—

1. Making contact and amplifying reports in
plain language or brevity code.

2. Transmittinga plain language cancellation
by radio or visual means whenthe sending
station cannot be recognized.

3. Transmitting operating instruction af-
fecting the militarysituation;for example,
closing down a station or shifting fre-
quency.

4, Making initial radio contact or resuming
contact after prolonged interruption. Au-
thentication should be exchanged to pre-
vent an unauthorized station from opening
a circuit by asking a legitimate station to
authenticate.

5. A station, having for any reason failed to
obtain an answer to its calls, is forced to
transmit its messages blind;that is, with-
out getting a receipt from the intended re-
ceiving station.

Good judgment sometimes dictates that an
operator accept a message instead of arguing
over authentication, even though he may doubt
its genuineness. Such a message should be de-
livered promptly to the addressee with the op-
erator's notation that it was not authenticated
properly. A decision regarding its authen-
ticity is made by the addressee.

e Other effective defenses against imitative
deception are—

1. Thorough training in operating procedures.

2. Alertness of operators to recognize ir-
regularities in procedure and the minor
implausibilities that often characterize
enemy deceptive efforts.

3. Direction finding on transmissions of
questionable origin.

4, Minimum use of plain language and proce-
dure messages.

Maintaining a high degree of circuit discipline
on the part of operators also lessens chances
of enemy deception. Circuit discipline can be
attained only through net control, monitoring,
and training. It includes adherence to pre-
scribed frequencies and operating procedure.
Negligence, inaccuracy, and laxity—-as well as
lack of circuit discipline and operator training-
are some of the common causes of violations
that endanger radio transmission security.

e Jamming: Jamming is another method an
enemy may use in his efforts to disrupt com-
munications. It isaccomplished bytransmitting
a strong signal on the victim frequency. A
Radioman 3 or 2 must be able to recognize jam-
ming, cope with it, and simultaneously prevent
an enemy from knowing the effectiveness of his
efforts. Common forms of jamming are-

1. Several carriers adjusted to the victim
frequency, each carrier modulated by an
audiofrequency.

2. Simulated traffic handling on the victim
frequency.

3. Random noise amplitude-modulated car-
riers.

4. Continuous-wave carrier (keyed or
steady).

5. Several audio tones in rapid sequence,
modulating a carrier (called bagpipe,
from its characteristic sound).

6. Electrical spark, consisting of numerous
jagged peaks of noise of short duration
having high intensity and a high repetition
rate. Sparkjamming is encountered more
frequently than any other type because it
is fairly easy to generate, and its broad
radiofrequency characteristics enable an
enemy to cover a number of communica-
tion channels with one jammer.

Many measures can be used to counter and
minimize the effects of jamming. Some of
these measures are to—

1. Route messages via alternate circuits,
meanwhile continuing live traffic on the
jammed circuit to create the impression
that jamming is ineffective.
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2. Use different receivers to take advantage
of differences in selectivity. Selectivity
is the ability of a receiverto discriminate
between signals close together.

3. Make maximum use of directional effects
of available antennas.

4. Request sending stationto increase power
or to shift frequency.

5. Take advantage of split-phone reception
by copying signals keyed simultaneously
on two frequencies.

6. Keep receiver volume at a low level when
copying through jamming. One's hearing
is better abletodiscriminate between sig-
nals that aren't too loud.

Each occurrence of jamming must be report-
ed promptly to cognizant authorities. Informa-
tion concerning these reports is found in NWP 33.

e Security of radiotelephone: Radiotelephone
transmissions are the least secure method of
radio communication. Anyone within range,
who speaks the language used, can understand
the transmissions. Circuit discipline and pro-
cedure often are poor onradiotelephone circuits
because the equipment can be, and often is, op-
erated by someone besides trained radio per-
sonnel. Poor circuit discipline and improper
procedure slow communications, cause con-
fusion, and may divulge informationto an enemy.

Probably the best defense against enemy in-
telligence efforts is strict adherence to pre-
scribed radiotelephone procedures. With this
knowledge in mind, here are a few precautions
to observe when communicating by radiotele-
phone:

1. Use each circuit for its intended purpose

only.

2. Keep number of transmissions to a min-
imum.

3. Write message before transmission, if
possible.

4. Keep transmissions brief, concise, and
clear.

5. Transmit noclassified information in plain
language.

6. Avoid linkage between radiotelephone call
signs and other types of call signs.

CENSORSHIP

Censorshipis an essential form of protecting
military information. It includes censorship of
personal communications as well as official
communications. Personal censorship should
be cultivated until it becomes second nature.
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In the course of his duties, a Radioman 3 or
2 may possess highly classified information,
the knowledge of which is shared oftentimes
only by the commanding officer, communica-
tion officer, and himself. Always be alert
against a slip of the tongue that might reveal
this information to someone not authorized to
know. The Navy Security Manual states that
"indiscreet conversation and personal letters
constitute great menaces to security." The
only safe policy to pursue, concerning classi-
fied information, is: Keep your MOUTH SHUT
and your PEN DRY. When on duty, discuss
classified subjects only as necessary to ac-
complish a job. When off duty, don't discuss
classified matters with anyone—not even family
or close friend. Usually the desire to impress
others with the importance of one's job is quite
strong. Divulging classified information is
an unwise way of trying to impress anyone,
particularly when by doing so a man may be
endangering his country and many lives.

Loose talk in public places is even more
dangerous. Conversation in restaurants, hotel
lobbies, railroad stations, elevators, taverns,
and other public places can be overheard easily.
Foreign agents are trained scientifically to col-
lect from such conversations particles of seem-
ingly harmless information. Once pieced to-
gether and analyzed, these "innocent' bits of
talk sometimes reveal military information of
incalculable value.

Mail likewise is subjectto interception by an
enemy. The following topics must not be men-
tioned in personal correspondence:

e Location, identity, or movement of ships

or aircraft.

e Forces, weapons, military installations,

or plans of the United States or her allies.
¢ Casualties to personnel or material by
enemy action.

e Employment of any naval or military unit

of the United States or her allies.

e Criticism of equipment or morale of the

United States or her allies.

Personal censorshipalso extends to telephone
conversations. To repeat, telephone wires can
be tapped, and conversations can be overheard
at the switchboard and other points along the
circuit. Never discuss classified information
over a nonapproved telephone line.

Diaries can be fruitful sources of information
for an enemy. They sometimes reveal secrets
the enemy laboriously is attempting to extract
through cryptanalysis. Even in peacetime,
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lostand stolendiaries cancause serious damage
to the prestige of the United States.

CALL SIGN ENCRYPTION

Call signs and address designators are en-
crypted to conceal the identity of the originator
and addressees of certain types of messages.
Encryption and decryption of these call signs is
part of a Radioman's job, hence RMs must be-
come proficient in usingthe callsign cipher de-
vice. Operating instructions for the device may
be 'obtained from the registered publications
custodian. More likely, though, a supervisor
will know how to operate the device, and can
instruct in its use.

An operator must exercise extreme care
whentransmitting a message containing encrypt -
ed call signs. From force of habit he may use
the unencrypted international call sign in estab-
lishing communications, then send the encrypted
version in the message. This blunder results
in a compromise of the call sign, and gives
enemy intelligence a lever with which to break
the entire system.

EMISSION CONTROL (EMCON)

Emission control (from which EMCON is de-
rived) is the regulation or restriction of equip-
ment capable of emitting radio waves to reduce
likelihood of interception by an enemy. In-
cluded in EMCON are radio communication
equipment, radar, navigational aids (beacons),
identification devices (IFF), and aerological
devices (radiosonde).

The EMCON program, which encompasses
control of electromagnetic radiation, is Navy-
wide in scope. In peacetime, EMCON restric-
tions are imposed only if required for opera-
tional purposes or for training. The various
degrees of restriction are found in NWP 16.

39

SECURITY VERSUS SPEED

A variable relationship exists between se-
curity and speed in communications. In the
planning stages of an operation, for example,
when only a few should know what is planned,
security considerations are paramount. As
time of execution approaches, additional per-
sons must know the plan, and preparations
cannot be concealedso effectively. Then, speed
is increasingly important. In actual combat,
plain language transmission of classified in-
formation may be authorized, although eventhen
security cannot be totally disregarded.

ADDITIONAL SECURITY INFORMATION

Security precautions mentioned in this Navy
Training Course do not guaranteecomplete pro-
tection. Nor do theyattempt to meetevery con-
ceivable situation. Anyone who adopts a com-
monsense outlook can, however, solve most
security problems, in addition to gaining a
knowledge of basic security regulations. For
information on local security rules, study ship
or station security regulations. Effective edi-
tions of the following publications contain addi-
tional information on security.

Department of the Navy Security Manual for

Classified Information, OpNavInst 55610.1C
U.S. Navy Physical Security Manual, Op-
NavInst 5510. 45

Security, Armed Forces Censorship, Op-
Navinst 5530. 6

U.S. Navy Regulations, 1948, chapter 15

Naval Communications Bulletin, published
quarterly by DNC (with classified supple-
ment)

Navy directives in the 2200-2260 series

(communication security) and in the 5500-
5599 series (administrative security)

DNC 5, ACP 122, NWP 16, and RPS 4 (the

last three are classified)




CHAPTER 4

INTERNATIONAL MORSE CODE

The international Morse code is a telegraphic
alphabet, with letters and numbers represented
by sound patterns.

If you are a graduate of a Class A Radioman
School, you were taught the Morse code, con-
sequently much of this chapter may be of little
interest to you. But, if this is your first ac-
quaintance with the code—if you are striking for
Radioman from the deck force, or changing to
Radioman from another rating—you have many
hours of hard work ahead. Donot be discouraged
on this account. Many fine Radiomen learn the
code for themselves.

The letters in Morse code are represented
by dots and dashes; radio operators, however,
substitute the expressions ''dits' and ''dahs,"
which closely resemble the sounds of the tele-
graphic hand key. The groups of dits and dahs
representing each letter must be made as one
unit, with a clear break between each dit and
each dah, and a much more distinct break be-
tween the letters. A dit is one-third the length
of a dah.

You must never try to count the dits and dahs.
Do not let yourself get in the habit of doing so.
It is a temptation at first, but you won't be able
to count fast enough when the code speed picks
up. Learn sound patterns instead. To under-
stand what a sound pattern is, rap out the pat-
tern beginning '"Shave and a haircut. " You rec-
ognize this from its characteristic rhythm, not
because it has a certain number of beats in it.
You must learn the code the same way. There
are 36 Morse sound patterns for the letters and
numbers, plus a few others representing pro-
signs and punctuation marks. With study and
drill you can learn to recognize each pattern as
fastas younowrecognize ""Shaveand a haircut, "
The accent always falls on dahs, and you should
pronounce eachrhythmical combination with that
emphasis in mind.

Go through the alphabet several times to get
the sound "feel" of the dit and dah combinations.
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MORSE ALPHABET

Inthe pronunciation guide for sounds of letters
that follows, sounds are written as phonetically
aspossible. In the middle of a group, the short
sound ''dit"' actually takes on the sound 'di."
The phonetic alphabet is included in parentheses
after the letters. Acquire the habit of referring
to the letters phonetically.

Letter Pronunciation

A (ALFA) -------- di-DAH

B (BRAVO)------- DAH-di-di-dit

C (CHARLIE)----- DAH-di- DAH-dit
D (DELTA)------- Dah-di-dit

E (ECHO) -------- dit

F (FOXTROT) ----di-di-DAH-dit

G (GOLF) --—--—-- DAH-DAH-dit

H (HOTEL)------- di-di-di-dit

I (INDIA) -------- di-dit

J (JULIETT) ----- di-DAH-DAH-DAH
K (KILO)--------- DAH-di-DAH

L (LIMA) ---——--- di-DAH-di-dit
M(MIKE) -------- DAH-DAH

N (NOVEMBER)--- DAH-dit
O (OSCAR) ------- DAH-DAH-DAH

P (PAPA) ---———-- di- DAH-DAH-dit

Q (QUEBEC) ----- DAH-DAH-di-DAH
R (ROMEO) ------ di- DAH-dit

S (SIERRA) ------ di-di-dit

T (TANGO)------- DAH

U (UNIFORM)----- di-di- DAH

V (VICTOR) ------ di-di-di- DAH

W (WHISKEY)----- di-DAH-DAH

X (XRAY) -------- DAH-di-di-DAH

Y (YANKEE) ----- DAH-di-DAH-DAH
Z (ZULU) -~--=---- DAH-DAH-di-dit
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Number Pronunciation
) [ di-DAH-DAH-DAH-DAH
S di-di- DAH- DAH-DAH
L J . di-di-di- DAH-DAH
4 ccmmmmeee - di-di-di-di-DAH
B e mmmmeme- di-di-di-di-dit
[ S DAH-di-di-di-dit
. DAH-DAH-di-di-dit
< S, DAH-DAH-DAH-di-dit
Q ccmmcceememm—mmm DAH-DAH-DAH-DAH-dit
[/ R DAH-DAH-DAH-DAH-DAH
Punctuation Mark Pronunciation
Hyphen (dash) ---- DAH-di-di-di-di-DAH
Parenthesis {1 ---- DAH-di-DAH-DAH-di-DAH

r---- DAH-di-DAH- DAH-dit
point----------- di-DAH-di- DAH-di- DAH

Slant ------------ DAH-di-di- DAH-dit
Apostrophe------- di-DAH-DAH-DAH-DAH-dit
Colon----=-------- DAH-DAH-DAH-di-di-dit
Comma---------- DAH-DAH-di-di-DAH-DAH

Question mark---- di-di- DAH-DAH-di-dit
STUDYING CODE

If you have any trouble learning Morse code,
the following method may be helpful. Go through
the three groupings of short, medium and long
sounds with their accompanying practice words.
Make up words of your own if you wish to give
yourself further practice. Speak the practice
words in code. Say ''tee: DAH dit dit;"" ''mine:
DAH-DAH di-dit DAH-dit dit.

If you can speak words in code rapidly and
distinctly, you will have an easier time when
you learn to receive code on the receiver. The
sounds are very similar.

You probably have noticed by now how nu-
merals slow your speech in oral transmission.
That is understandable—they also slow the speed
of radiotransmission. Headings containing pro-
cedure signs, calls, and numerals are trans-
mitted at a slower rate of speed than straight
alphabetical characters.

Short sounds Practice words

E dit TEE ATE EAT TEAMEAT

T dah MEET MINE TIME MAINE

A di-DAH TEAM AIM NITE TAME
TEA

I di-dit MATE TAME NAME MITE

M DAH-DAH MIAMI MAMA MEAN
MAN MAT

N DAH-dit EMIT MINT MANE TAN
ITEM TINT

41

Medium length sounds Practice words

D DAH-di-dit MUST SAME MAMA SUIT
AUTO

G DAH-DAH-dit MUSS OUST MUSE MUTE
ATOM

K DAH-di-DAH TAUT MAST MASS SUET
SAM

O DAH-DAH-DAH WINDSEA TUM SAW OAT

R di-DAH-dit SUE SAT WED SUM MUD
IoU

S di-di-dit USE SEAM WOOD DARK

U di-di-DAH GEORGE DOWN KIND
SORT

W di-DAH-DAH DOOR MASK WORK GROW

WOMAN EDGE GAGE
WIGS WORM WAGER
WAKE KEG

Practice words
VAT VET VIM HAM SIX

Long sounds
B DAH-di-di-dit

C DAH-di-DAH-dit SAY

F di-di-DAH-dit HAS HAT EVE CUT
H di-di-di-dit CAM VEST

J di-DAH-DAH-DAH HEAT HAVE MUCH
L di-DAH-di-dit THAT EACH

P di-DAH-DAH-dit COAT ACHE SAVE HUSH
Q DAH-DAH-di-DAH ACME

V di-di-di-DAH CUTE BAKER CHARLIE

FIVE
HOW JIMMY LIKE
PAPA QUICK QUILL
VICTORY XRAY YOUNG
ZERO BUZZ GARGLE
FIZZLE LYNX OXYGEN
WAX QUAY JERKY WHIP
QUEBEC

X DAH-di-di-DAH
Y DAH-di-DAH-DAH
Z DAH-DAH-di-dit

Figure sounds

di-DAH-DAH-DAH-DAH
di-di-DAH-DAH-DAH
di-di-di- DAH-DAH
di-di-di-di-DAH
di-di-di-di-dit
DAH-di-di-di-dit
DAH-DAH-di-di-dit
DAH-DAH-DAH-di-dit
DAH-DAH-DAH-DAH-dit
DAH-DAH-DAH-DAH-DAH

VOO0 b wn =

RECEIVING

If you have carried out the recommendations
made up to this point, you are ready to receive
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code transmitted to you on an oscillator. The
ship or station to which you are attached is al-
most certain to have practice oscillators for
your use.

An experienced Radioman will key code groups
to you for your training. The sound produced
by an oscillator closely resembles the sound of
code from the radio receiver. The operator
keying to you for practice should transmit each
individual character at the standard rate of 20
words per minute. He should maintain a fairly
long interval between characters. As you pro-
gress, you gain speed by shortening spaces be-
tween characters.

The standard character speed is shown in
figure 4-1. Notethat the characters themselves
may be keyed at 20 words per minute, but that
the longer intervals between characters and
words materially decrease the beginner's overall
speed. Note alsothatthe code, compared against
time in the 20-words-per-minute transmission,
isin the proper form of having the dit as a unit.
There is one unit between each element of a
character, three units between each character,
and seven units between each group or word.

After learning the sound of each character
at this rate of speed, it is not difficult to re-
duce the time between characters and to copy
code at a much faster speed.

As you advance in rating, you will be re-
quired to increase your transmission and re-
ception speed. If you learn the fundamentals
well, it will be fairly easy for you to increase
your speed. When copying code, if you miss
a character, don't stop to worry about it; get
the next character and let the one missed go
by. Beacompetent operator. Make every trans-
mission and every reception accurately. Do not
place speed before accuracy.

PRINTING CLEARLY

Learntoprint clearly and rapidly. The mes-
sages you handle are important, and someone
must read what you have written without puzzling
over it. Examine figure 4-2 and compare the
printed letters with your own. Notice that the
sequence of strokes for some letters may be

——

r
E |
:—-o
2 'IZ

-—- - - e —e

’/-\‘ N -— . ,\\ Y
1/ A B N V. /8RL 0 \W, |
) o 2 ‘ g2 AN 4 1
\ 2 i - | ' |1 H \ ] |

A, t 38 YN 3N :---- l ¢

- -— .—2
a, ¢ P N =\ AR N1
/ | / \
N uo\. P QR S T
| \ ] --1 . 5) |
) A\ " S SOk > ARX
1 ) 49 AN N
R f \\ / \\ lf A\ /I \\ ,/ -
' AL\ V¥ A [ nfe? >
\ OB\ A\ | B
\\_1/ \\’/ \/ 9 )\ (G

-

g
v
V
\]

O, .-gh
1Y 2,
' /4 N - S
s (b, \\,/, '
2
] ARV y \Q ! )
\\ /) ’, " \ '/,
Nyt =
LETTERS MAY BE SLANTED
IF DESIRED
45. 207(76)

Figure 4-2. —How to form printed characters.
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Figure 4-1--Correct keying of Morse characters.
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different from the way you customarily form
them. As an aid to rapid printing, the more
of the letter you can form with a single stroke,
the better. Use this illustration as a guide to
avoid confusions between printed letters and
printed numerals. Especially watch the letter
Z and the numeral 2. If you wish, write Z with
aline through the stem (%). Even more impor-
tant is the distinction between the capital letter
O and the figure zero. In communication work,
zero is always written with a slant through it
(#). Exercise care to avoid confusion between
letter I and figure 1, and also letter S and
figure 5.

As your code speed increases, you will find
itimpossible to print rapidly enough to keep up;
therefore, typewriting isa skill also required of
all Radiomen. Use of a good commercial text
can help you master touch-typing. A typing
course for beginners also is offered by USAFI.

SENDING

Your abilityto send well depends mainly upon
two capabilities. First, you must know the cor-
rect sound of the character you are attempting
to transmit. Second, you must know the proper
method for keying with perfect control. Prac-
ticing the code aloud, as well as receiving it
by oscillator, has given you a good knowledge
of code sound. The proper method for keying
is your next concern.

HAND KEY

The first key you will use is the hand key.
The hand key is widely used on radiotelegraph
circuits and with practice oscillators. It must
be adjusted properly before you can send clear-
cut characters. Figure 4-3 shows a hand key,
with parts labeled.

KEY ADJUSTMENT

The spring tension screw, behind the key
button, controls the amount of upward tension
on the key. The tension desired varies with
operators. Too much tension forces the key
buttonup before the dahs are completely formed,
spacing between characters is irregular, and
dits are not clearly defined. If the spring ten-
sion is very weak, characters run together and
the space between characters is too short.

The gap between the contacts, regulated by
the space adjusting screw at the back of the key,
should be set at one-sixteenth inch for beginners.
This measurement does not apply to every key
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and operator; it is a matter of personal prefer-
ence. Some operators like a closed key, others
an open key. ''Closed'" and "open'' are terms
for a short and a long gap. As the student pro-
gresses, further gap adjustment may be made
to suit his sending speed. Contacts that are
too close have an effect similar to weak spring
tension. Contacts that are spaced too far have
the same effect as too much spring tension.

The final adjustment of the key is the sidewise
alignment of the contact points. This alignment
is controlled by the trunnion screws at either
side of the key. If they are too tight, the key
lever binds. If they are too loose, the contacts
have sidewise play. Usually, when the sidewise
alignment is correct, no further adjustment is
required.

Figure 4-3. —Hand key.

POSITION OF HAND ON KEY;
WRIST MOVEMENT

Learn from the beginning the correct way to
grasp the key. Do not hold the key tightly, but
let your fingers rest lightly on the key knob.
Your thumb rests against the side, your fore-
fingerrestsontop of the key, your other fingers
are bent slightly in a relaxed position. Check
figures 4-4 and 4-5 for the correct method of
keying. To ensure correct movement of your
wrist and forearm, your arm should lie on the
operating desk. The muscle of your forearm—
not your elbow—should support the weight of your
arm. Your elbow should not extend over the edge
of the table, because the pressure of the under-
side of your forearm will partly block circulation
and tire you. Sit upright, with your arm in line
with the key.
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76.8C
Figure 4-5. —Your thumb rests against the side.

Your ability to transmit depends to a great
extent on acquiring the proper movements of your
wrist and hand while operating the key. To close
the key, your wrist moves upward and your hand
rocks downward toward your fingertips. To open
the key, these two movements are reversed—
your wrist comes down and your hand rocks back.

Make your wrist flexible. Limber itup. Cor-
" rect wrist action may be developed by moving
your wrist up and down like a hinge. Another
exercise is rotating your hand in clockwise
circles, with your wrist held in a stationary
position. These exercises will relieve any un-
due tension you may experience when first be-
ginning to transmit.

SEMIAUTOMATIC KEY

The semiautomatic key, also known as the
bug or speed key, is used chiefly when opera-
tors are required to send for relatively long
periods of time. It is designed to make sending
easy instead of fast. Hence, perfect control of
the key is far more important than speed.

OPERATION

In sending with the bug, the thumb presses
the dit paddle (fig. 4-6) to the right, and the
index finger forms dahs by pressing the knob
to the left. The key sends successive dits when
the paddle is held to the right. One dit or a
series may be sent, depending on how long the
thumb pressure is maintained against the paddle.
One dahis formed every time the knob is pressed
to the left. Dahs must be sent individually.
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While sending, the hand pivots at the wrist; the
hand and arm motion is horizontal.

KEY ADJUSTMENT

Best operation of the semiautomatic key is
obtained when it is adjusted to send dits and
spaces of equal length. Adjust the key as fol-
lows, locating the parts in figure 4-6 when
adjusting the key:

1. Adjust the back stop screw until the reed
lightly touches the deadener. Tighten the
locknut.

2. Adjust the front stop screw until the sep-
aration between the end of the screw and
the reed is approximately .015 inch.
Tighten the locknut.

3. Operate the dit paddle to the right. Hold
the lever in this position and stop the vi-
bration of the reed. Adjust the dit con-
tact adjusting screw until the dit contacts
barely touch. Tighten the locknut. This
adjustment determines whether the dits
will be too heavy, too light, or perfect.
The adjustment must be made without
flexing the contact spring.

4. If the dits are too fast, move the weights,
located on the reed, in the direction of the
deadener. If the dits are too slow, move
the same weights in the opposite direction.

5. Adjust the dah contact adjusting screw to
a clearance of approximately .030 inch.

6. Adjust the dit retractive and dah tension
springs for the most comfortable
operation.

If the adjustment instructions are followed
carefully, the bug makes 25 or more dits be-
fore stopping. The first 12 to 15 dits will be
practically perfect, with the dits and spaces
equal.

SENDING EXERCISES

Good operators have sending rhythm, and you
can acquire it in just one way: by practice.

It may be difficult for you to key correctly
at first, because your wrist is unfamiliar with
the type of movement required for sending tele-
graphic code. Your wrist will be stiff, and
you'll have to get rid of that stiffness by a lot
of practice. Don't favor the stiffness of your
wrist. If you do, your sending will be choppy.

The following exercises have been prepared
carefully. Use them as an instruction guide.
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Figure 4-6. —Semiautomatic key.

e Character E: The dit characters require
a "goodfist. " They must be transmitted quickly
and rhythmically. Make a series of Es (dits).
They are made with a pronounced movement of
your wrist upward, returning tothe normal posi-
tion after each dit. At first, maintain a fairly
long interval between dits. To assist you in
limbering your wrist, exaggerate the movement
upward. To prevent tenseness and tiredness of
your wrist, remove your hand from the key pe-
riodically and flex your wrist. After practicing
Es for 15 or 20 minutes, decrease the interval
between dits until you are making them rather
rapidly. Each sound should continue to be a
definite dit, however. Keep at it until you can
control each dit.

45

e Character I: When youfeel that your wrist is
limbering up, make the character I(di-dit). Start
with your wrist in the normal relaxed position,
raiseitfor thefirst dit, lower it quickly halfway
back, and make the second dit with another quick
movement of your wrist upward. Your trans-
mission, made slowly, produces the sound di-dit.
As you practice and develop more rhythm, this
character acquires the sound of di-dit.

e Character T: Send a series of Ts (DAH)
with a good interval between them. Instead of
a quick movement of your wrist upward, make
aslower, more definite movement of your wrist
and exert more pressure on the key. Senddahs
for a few minutes, gradually shortening the in-
terval between characters.
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® Character M: Now try sending strings of
Ms (DAH-DAH). As with the character I, you
don't return your wrist to the beginning position
at the end of the first dah, but bring it to the
halfway point and then make the last dah. With
practice, you'll soon change the hesitant DAH
DAH sound to the snappy DAH-DAH. Don't for-
get the correct wrist movements. If you find
that your sending requires exertion of forearm
muscles or that your shoulder is moving, stop
and recheck your wrist motions.

Try these practice groups several times,
backward and forward. Make them clearly and
distinctly, spending more time on characters
that cause you any trouble.

MEET EMIT MITE ITEM

e Character A: The character A (di-DAH)
gives you practice in making a dit and a dah to-
gether. Sending motions, in their proper order,
are (1) slight pressure of your fingers alongside
the key, (2)a quick surge upward of your wrist,
(3) a slight relaxing of your wrist to the halfway
point, and (4) a final definite upward movement
of your wrist. Thistechnique producesthe sound
dit DAH when you begin to practice it. But keep
at it—you'll soon have the proper di-DAH sound.
Avoid tenseness; relax your forearm muscles
when sending.

® Character U: You're now ready for the
character U (di-di-DAH). Start slowly, sending
dit dit DAH. Practice it until you get a di-di-
DAH sound.

® Character N: The character N (DAH-dit)
requires only slight pressure on the sides of the
key, a strong wrist movement upward, a half
return, and a quick, short, upward motion for
the dit. Practice for several minutes until you
are able to send DAH-dit easily and with com-
plete relaxation.

® Character D: Try the letter D (DAH-di-
dit). At first, with the correct wrist movement,
it will be DAH dit dit. But the sound you want
to hear is DAH-di-dit—with a swing. Send Ds
untilyou cantransmit them with perfect control.
Check yourself on the following groups. You
should have less difficulty than you did with the
first groups.
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e Character S: Go back to the dits for S
(di-di-dit). Get a good position on the key and
put your wrist to work. See how quickly you
can change the ditditdit sound to di-di-dit. Re-
lax your forearm.

® Character V: The letter V is di-di-di-
DAH, so you'd better learn how to send it that
way. Relax. If your wrist is tied up in a knot,
you'll be sending dit dit dit DAH. Move your
wrist up and down easily until you are sending
di-di-di-DAH with perfect control. Practice
this letter carefully. It is used in every radio
test.

e Character O: Correctly sent, character O
is DAH-DAH-DAH. Keep at it until it stops
sounding like three Ts. Test your skill with
these words:

DOOM MOST ROAD MOTOR WORST MOTION
WOKE ANCHOR DOMO

¢ Character H: Character H is di-di-di-dit.
Send one. If it sounds similar to four Es, your
wrististoo stiff. Developthe di-di-di-dit sound.

e Character B: Send DAH-di-di-dit. It is
the Morse code equivalent of B. Practice for
perfect control, then try these groups:

SOB BASSINET BIND BESTED BEAUTY
SNOB BABBITT BURST

e Character K: At this point you should be
prepared to tackle the other characters. They
are mostly combinations of the letters you have
practiced. Eachonehasadistinct overall sound.
For instance, K should not have the sound DAH-
dit-DAH. - It should be DAH-di-DAH. Think of
the tune "Over There." You will realize that
DAH-di-DAH has the same rhythm as OH-ver
THERE—DAH-di-DAH.

e Character Q: The letter Q (DAH-DAH-
di-DAH) has the same rhythm as the words
"Payday today.' Say in a monotone ''payday
today, " then say DAH-DAH-di-DAH. When
transmitted, the same swingis given these com-
binations as when speaking or chanting them.

o Remaining lettersandnumerals: The pre-
ceding 15 characters have taught you proper wrist
movement. You know the remaining 11 letters
and 10figures. Following are 14 practice exer-
cises. Use these exercises for self-drill.
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PRACTICE EXERCISES 9. NDT EGH RTS LYB FCC ZEX PIH CWE
LKJ QIE NUG CVT EPL SZW QAU SH
GBT VRT (AK GYO DCM XSD ZAU YER
DLN URG HNB VDX ZWS QTA GHI PT
MBY PLK RDC ESX IUP PKJ NYH GHT
DFR VED SWN VBT XFZ RDA SEN FU
GBC YRF DSE WNJ GVA SWQ QIX ZOT

Practice the remainingletters of the alphabet
and the numerals. When you think you're ready
for it, practice the code exercises that follow.

1. EEETTTAAANNNIIISSSHHH

MMMOOOEEETTTAAANNN

MEH GKD BGV CFI ATA RUR SAC LT

ITISSSHHHM MMOOOEEETTT NVR DAB BLM INY EGB LKO MWD SK7Z
IIIMMMAAANNNSSSOOOHHH QLD YGB NDT EGH RRS FLM FCC ME
EEETTTEEETTTIIIMMMIII 10. OVLH MYBL URXO HIZO VICT
MMMAAANNN AAANNNSSS FINX SCXS HTYV IQNT UBML
000S8SSsSs ABLB EJLN CYZB ZWCN JNDZ
.UUUVVV DDDBBBKKKCCC UTLZ KLAB DEFZ VNUW KFRE
WWWJJJPPPUUUVVVDDD 11. JICOY TXSTY 38695 RDIHA
BBBKKK CCCWWWJJJPPP JXTDZ OXYDW XPZSY RSPHD
WWWJJJPPP UUUVVYV KKK 897@6 CUSPIRNBRJ 65289 ZONIG
CCCBBBDDDUUUDDDVVYV FYEQU ARQNV RNLPT KAKOZ
BBBPPPJJJ CCCKKKWWW 87840 BVGAN WKOQT SRQMT
DDDBBB VVVUUUWWWJJJ UJVWN 45872 YXBCX AFKOZ
.RRRLLL FFF GGG ZZZXXX OGLCT NIHGP 12349 ATUSK
YYYQQQ RRRLLL FFF GGG SLEWQ
ZZZXXXYYYQQRQGGGZZZ 12. OLMX MVNH UWQR NVUT KUXF
FFFLLL RRRYYYQQQRRR CDEH LYHE DIPA ZQWI AYSK
XXX ZZZRRR FFFLLLQQQ QIQA WMNW ZIHZ CAKD BTGW
YYYGGGQQRQ YYYRRR WNLI PWBU OXAD XFRJ IQCA
.111222333444555666777888 13. ZMJXI URYNC 93478 PQAZM
9990@@1112223334445556686 DEGVM NCBVG HUGHY 13267
7778889990099 11122334455 PHRAN QUECC 12898 MCNDH
667788990061122334455661717 EUIRY WQAZX IRSVZ MCURI
88990P1234567890F12345671 72439 OYTRW PIQAW CNJWO
89123456 OWQAJ OISKM 108766 DGFHG
.VUIYQZCXGRSLKJPQXZRI KSBOU
FCVBWFKDSHQZALKFBVR 14. UTHA VNCB RFDS EDCD CXVD
STUOTMEGYZXVEGNIWSLH RWQI MNJF STRO TNBL UJHK
MUAEVUAEWQGHVCIXZLN NIOQ JUYR GBNX VCXT RJTU
RYUKVU BCDV CGFH 5781 JGVX HGJD
.E8YTB6X1W@Z2A3C5S41I2F '

Ul F5D8Q4T6U9Q2E@GS5U1Y PRACTICE MAKES PERFECT
G2J4S3ES5TT7TZ8K6MI9R1 A2R

STWB8E9R2A3Z3X6U8BT7C6T Continue sending toyourself with the practice
. MIANSYNL TY CE DO PS CX ZW QA PK key and oscillator. If you can operate with

LNHUWCVNBM ZS CD QA IU SD LM UH
GYTRDC VT AR YU FD SA IG WQ XT ZI
NYOT EDBM LP YU GH BY RE DF LS
WQXS ZI TY BG NHJV KL. MD MI AN SY
NL TY CE DO PS

8. EFTS1629 83 ZJ 45 7 WR ND KW IC UX
91@2IBLO FG 84 63 XW AC TM SU 5@ 72
XRRJ ZM 4365 VH 97 LM 12 46 7@ FC FE
EY 34 56 27 FT FY JUIT 98 76 15 52 DE
WEQT 13 36 57T KF RI YT 19 93 35 41 FK
YU 96 g1 MC AR TH 19 25 3¢ UR BO UL
32 @5 21

another striker, so much the better. Sit down
at anunused operating position and tune in some
slow code. It is not hard to find, especially on
amateur frequencies. Copy as best you can.
Don't worry too much about missing letters.
Get what you can, no matter how little it is. As
your speed picks up, tune in faster code. If you
findyou are copying a certain speed solidly, the
code is too slow. Keep it faster than you can
copy comfortably.

You will need lots of practice. Class A
Radioman Schools ashore run a full day, and for
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months a man copies code several hours daily.
Make the transition from pencil copying to the
typewriter as soon as possible.

As you gain skill, try copying the 18-wpm to
20-wpm fleet broadcasts. Devote as much time
as possible—15 or 20 hours per week—not just
an hour now and then. Do not be afraid to use
some of your off-duty time. Simultaneously, be-
gin to learn how to hold down a circuit. One of
the best ways to do this is to spend several
watches logging circuits that other operators are
manning. At the end of every watch, compare
your log with that of the regular operator, and
question him about anything you do not under-
stand. That way you see procedure in use and
gain practice in copying many fists.

Learn to copy behind. If you are recording
Bas D, Sas I, J as W, and so on, you are
copying too close. The farther behind the better.
At first, listen to one character while setting
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down the previous one. Try to fall back one
letter more. Listen for the character while
carrying one in your head and setting down the
one before that. Once you have the knack, you
will find copying behind is easier, faster, and
more accurate. Thefaster the code, the farther
you must stay behind. Watch an oldtimer copy
press at 35 or 40 wpm. You will find he is
carrying anywhere from 5 words to a sentence
in his head.

One further word of advice: It is common
for a student learning code to hita plateau. The
regular progress to higher speeds stops, and
for a time the student finds himself unable to
copy faster than a certain speed. If this happens
to you, just stay with it until your speed picks
up. Never lose confidence in the knowledge that
any may of ordinary ability can learn the code
if he puts in the necessary time and work.



CHAPTER 5

THE MESSAGE

A message is a thought or idea expressed
briefly in plain or cryptic language, and pre-
pared in a form suitable for transmission by
any means of communication.

CLASSES OF MESSAGES

Messages are of five classes: A, B, C, D,
and E. Classes A, B, and C are Government
messages, and D and E are non-Government
(or private) messages. The purpose of this
classification system is to aid administration
and accounting.

By far the largest volume of message traffic
handled by the Navy is class A. Class A mes-
sages consist of official messages and replies
thereto, originated by the Department of De-
fense (including the U.S. Coast Guard when op-
erating as part of the Navy).

Class B is made up of official messages of
U.S. Government departments and agencies
other than the Department of Defense. (The
U.S. Coast Guard is included under class B
except when operating as a part of the Navy. )

Class C messages consist of broadcast traf-
fic in special forms, available to ships of all
nationalities. Class C messages are concern-
ed with special services, such as hydrographic
data, weather, and time.

ClassDis composed of private messages for
which the Navy collects tolls. This group in-
cludes radiotelegrams and press messages
sent by correspondents aboard ship.

Class E messages are personal messages to
and from navalpersonnel, handled free of charge
over naval circuits. Charges are collected
from the sender only when a commercial com-
munication company, such as Western Union,
handles the message over part of its route.
Suppose your ship is in the Atlantic and has a
class E message addressed to a man at the
Naval Air Station, Guantanamo Bay. Your ship
transmits the message to Radio Washington,
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which relays it via San Juan, P.R., to a station
at Guantanamo Bay, from which point delivery
is made to the Naval Air Station. The message
never leaves Navy channels, and the originator
pays nothing. If the message were addressed to
Louisville, Ky., Western Union would handle
it out of Washington, and the ship would collect
tolls from the originator for the distance be-
tween Washington and Louisville. Your ship
would forward the money to the Navy Finance
Center, Washington, D.C., for payment to
Western Union in accordance with instructions
found in the effective edition of DNC 26.

The class E message privilege is mainly
for purposes of morale. It affords naval per-
sonnel at sea a means of communication of ur-
gent personal matters without incurring pro-
hibitive expense. It is unavailable between
points on shore within the United States. In
general, the privilege is used sparingly. Sub-
jects ordinarily acceptable for transmittal or
delivery are matters of grave personal concern,
such as serious illness of a close relative,
birth announcements, important nonrecurring
business communications, matters of life and
death, and occasional greetings on important an-
niversaries. Not acceptable are trivial or friv-
olous messages, those of unnecessary length,
and ordinary congratulations.

ORIGINATOR; DRAFTER,;
RELEASING OFFICER

An originator of a message is the command
by whose authority the message is sent. The
drafter —usually a department head —is the per-
son who actually composes the message for re-
lease. Areleasing officer authorizes transmis-
sion of the message for and in the name of the
originator. Ordinarily the commanding officer
is releasing officer, but he may delegate re-
leasing authority.
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A Radioman charged with accepting locally
originated messages must know who has re-
leasing authority. He also should check every
message for the releasing officer's signature.

ADDRESSEES

Most messages have at least one addressee
responsible for taking action on the contents and
for originating any necessary reply. Other ad-
dressees with an official concern in the subject
of a message, but who do not have primary re-
sponsibility for acting on it, receive the mes-
sage for information. Do not be confused by
the term "information addressee. ' Even though
an information addressee usually is concerned
only indirectly with a message, frequently he
must take action of some nature within his own
command. Some messages have only informa-
tion addressees.

Messages may be divided into types, ac-
cording to the way they are addressed, as (1)
single-address, (2) multiple-address, (3) book,
and (4) general.

A single-address message is sent to one ad-
dressee only.

A multiple-address message is sent to two
or more addressees, each of whom is informed
of the others. Each addressee must be desig-
nated either as action or information.

A book message is sent to two or more ad-
dressees. It is of such a nature that no ad-
dressee needs to know who the others are—al-
though each addressee is informed whether he
receives the message for action or for informa-
tion. Any station sending a book message di-
vides addressees into groups accordingto relay
stations serving them. A separate message is
prepared and transmitted to each relay station;
the message is changed onlyto drop addressees
that arethe concern of some other station. Upon
receiving a book message, a relay station may
further reduce the number of addressees by re-
peating the process or by making up single-
address messages for each of its tributaries
addressed. Because many book messages are
intended for dozens of addressees, and because
some addressees may require delivery by
Western Union or other commercial teletype-
writer services, substantial time and expense
are saved by shortened headings.

General messages are of sufficient impor-
tance that they are discussed fully in the next
topic.
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GENERAL MESSAGES

A general message has a wide standard dis-
tribution. General messages are of many types.
Each type carries an identifying title and is in-
tended for a certain standard set of addressees.
(See table 5-1.) All messages of a given gen-
eralmessagetitle are numberedseriallythrough
a calendar year. The first general message of
the year usually provides information on effec-
tive and canceled or superseded general mes-
sages of the same type of the previous year.

You will see other general messages with
titles not listed in table 5-1. These messages
are originated by sea frontier commanders,
commandants of navaldistricts, andfleet, force,
and ship type commanders for the purpose of
publishing information within their respective
commands.

Maintenance of general message files is often
part of a Radioman's duties. General messages
are grouped according to type, and are filed in
order of serial numbers. Copies of general
messages are kept in a general message file
until canceled or superseded.

RED CROSS MESSAGES

The American Red Cross is permitted free
use of naval communication facilities for send-
ing and receiving messages regarding emergen-
cy welfare in the interest of armed forces per-

sonnel. Red Cross messages are handled as
class B messages. They normally are in plain
text.

The RedCross messages you are most likely
to see concern personal hardship, or death or
serious illness of relatives of naval personnel.
You will copy from the fleet broadcast many
such messages addressed to ships at sea.

When emergencies or disasters occur in-
volving Red Cross relief work, RedCross mes-
sages maybe handled over navalcircuits whether
they are inthe interest of armed forces person-
nel or not.

Red Cross messages normally are not ac-
cepted for transmission unless delivery can be
effected entirely by naval communications.

SPECIAL-PURPOSE MESSAGES
A number of messages are named for the

purpose they serve. They usually contain re-
ports or information of a recurring nature and
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Table 5-1.~General Messages

Originator Title of Series Description
Messages intended for wide distribution throughout the entire Naval
ALNAV Establishment, including the Marine Corps. They deal with administrative
matters, such as fiscal policies, changes in personnel allowances,
legislation affecting the Navy, promotions of officers, etc.
NAVACT Similar in content to ALNAV, but of no interest to the Marine Corps.
SECNAV Administrative information requiring wide dissemination to the shore
ALNAVSTA establishment of the Navy — including shore-based elements of the operating
forces —and to the Marine Corps.
ALsgrﬁiCON Similar to the above but of interest, respectively, to activities inside and
ALSTAOUT activities outside the continental United States.
NAVOP Similar in content to ALNAV but distribution list does not include attaches,
missions, observers, or minor shore activities.
ALCOM Usually used for, but not restricted to, promulgation of communication
information throughout the Navy.
CNO ALC%I;/IL_ILANT Subdivisions of the ALCOM series for, respectively, Atlantic-Mediterranean
ALCOMPAC areas and Pacific area.
The merchant ship equivalent to an ALNAV. Distribution includes ships
MERCAST guarding MERCAST (merchant ship broadcast) schedules, naval port control
and naval control of shipping officers, and MSTS commands.
CINCPAC JANAFPAC Messages pertaining to the Pacific commands on matters of joint interest.
May be originated by CINCPACFLT when coordination unnecessary with
ALCOMPAC(P) CNO. Numbered sequentially and suffixed by letter P.
CINCPACFLT ALPACFLT Messages for general distribution to commands under CINCPACFLT.
MERCASTPAC The merchant ship equivalent to an ALPACFLT.
COMMANDANT, ALMAR Messages for general dissemination to all Marine Corps activities.
MARINE CORPS ALMARCON Messages for Marine Corps activities within the continental United States..
May be originated by CINCLANTFLT when coordination with CNO is
ALCOMLANT(A) unnecessary. Numbered sequentially and suffixed by letter A.
ALLANTFLT Messages for general distribution to commands under CINCLANTFLT.
CINCIANTFLT MERCASTLANT The merchant sl{ip equivalent to an ALLANTFLT.
Designates general messages concerning fleet units and their operational
LANTFLTOPS commanders within commands under CINCLANTFLT.
JCS (MCEB) JAFPUB Designates general messages that promulgate information pertaining to all
branches of the Armed Forces.
ALCOAST Messages for general dissemination within the Coast Guard. The Coast
COMMANDANT, Guard equivalent of ALNAV.
COAST GUARD ALDIST Provide Coast Guard district commanders with policy instructions and
other information.
COM%&%DER’ ALMSTS Messages for all MSTS commands and offices.
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may follow a specific format. A few of the more
common types of special-purpose messages
are explained in ensuing topics.

CONTACT AND AMPLIFYING REPORTS

A contact report is a message reporting the
first contact with an enemy force. Speed of
handling such a message is of the utmost impor-
tance. Contact reports have priority over every
other type of traffic handled by naval communi-
cations.

An amplifying report follows upa contact re-
port. It contains further data about an enemy
force, such as number, type, position, course,
speed, and distribution. A contact report may
be followed by many amplifying reports as in-
formation becomes available and the enemy
shows his intentions. Often it is possible to
transmit some amplifying data with the contact
report.

MOVEMENT REPORTS

The Navy has hundreds of fleet units al-
ways on the move. It is necessary, for com-
mand purposes and for efficient administration,
to have an up-to-the-hour knowledge of the lo-
cation of every vessel. Dissemination of move-
ment information is a function of the movement
report system.

The controlling agency of the entire move-
ment report system is the Movement Report
Control Center at Washington, D. C. (MRCC
WASHDC). For reporting purposes the world
is divided into five zones, of which only four
presently are assigned. Each zone is control-
led by a movement report center (MRC). Each
zone is further subdivided into areas controlled
by movement report offices (MROs). An MRC
may receive information on movements allover
the world, but MROs have information only on
movements in their own areas of responsibility.

Before getting underway, a ship sends a
movement report message stating the time of
departure, destination, route, speed of ad-
vance, and any other information the ship may
be directed to furnish. The message enters the
movement report system through the MRO or
MRC controlling the area the ship is in. It then
is the responsibility of the MRO or MRC to re-
lay the information to military and civilian ac-
tivities that have an official interest in the lo-
cation of the vessel. Included are such activ-
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ities as supply centers, fleet post offices, fleet
broadcast stations, and customs authorities.

Movement report messages are prepared in
accordance with the movement report supplement
to NWIP 10-1.

HYDRO MESSAGES

The U. S. Navy Oceanographic Office ori-
ginates notices or messages concerning navi-
gation warnings. These messages are given
wide distribution on specialhydrographicbroad-
casts (hydro messages), of which there are two
subdivisions. Hydrolants contain navigational
information relating to the Atlantic, Mediter-
ranean, and Indian Oceans. Hydropacs furnish
like information for the Pacific Ocean areas.

NOTICES TO AIRMEN

Notices to airmen (NOTAMs) are originated
by military activities and civil agencies con-
cerned with safety of aircraft. The NOTAMs
are composed of data relating to aerological
facilities, services, and hazards.

Q MESSAGES

The classified portions of the navigational
warning systems of Allied Nations are known as
Q messages. They contain information affect-
ing navigation that an enemy would find difficult
to obtain on his own. Do not confuse Q messages
withQ signals, which are explained later in this
chapter.

ALL SHIPS PRESENT MESSAGES

All ships present messages are originated
by the senior officer present afloat (SOPA), and
relate to such matters as storms, port secur-
ity regulations, and local liberty policy. The
SOPA prescribes local instructions governing
initiation, transmission, and relay of all ships
present messages.

MINIMIZE MESSAGES

In anemergency—either actual or simulated —
it maybe necessaryto reduce message and tele-
phone traffic to prevent delay in handling vital
messages. This reduction in traffic is accom-
plished by promulgation (usually by message) of
the word MINIMIZE, which has the following
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meaning: "It is now mandatorythat normalmes-
sage andtelephonetraffic be reduced drastically
in order that vital messages connected with the
situation indicated shall not be delayed.'" A mes-
sage ordering minimize consists of the word
minimize followed by scope (area affected),
reason, and duration of its imposition (when
known). Messages imposing minimize must be
brought to the immediate attention of the com-
munication officer.

STATION AND ADDRESS DESIGNATORS

Station and address designators are formed
of combinations of characters or pronounceable
words for use in message headings to identify
originators and addressees. Station and ad-
dress designators are of four kinds: call signs,
address groups, routing indicators, and plain
language address designators.

CALL SIGNS

Call signs are letters, letter-number com-
binations, or one or more pronounceable words,
used chieflyto identify communication activities
and for establishing and maintaining communi-
cations. They are applicable in both civil and
military communications. Call signs are of
several categories, with some calls belonging
to more than one category. They are described
in the ensuing eight topics.

International Call Signs

International call signs are assigned radio
stations of all countries—civil and military,
afloat and ashore—according to international
agreement. The first letter or first two letters
of an international call indicate the nationality
of the station. The United States has the first
half of the A block (through ALZ) and all of the
K, W, and N blocks. The United States reserves
A calls for the Army and Air Force. The K and
W blocks are assigned to commercial and pri-
vate stations, merchant ships, and others. The
N block is only for use by the Navy, Marine
Corps, and Coast Guard.

Naval shore communication stations have
three-letter N calls. If necessary, these calls
may be expanded by adding numerical suffixes.
Thus, additional call signs are provided for
radio transmitting and receiving facilities lo-
cated remotely from the parent station. Ex-
amples:
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NAM.......... NAVCOMMSTA Norfolk.

NAM1......... Headquarters, CINC -
LANTFLT, Norfolk.

NAM2......... Naval Shipyard, Norfolk.

Call signs for fixed and land radio stations
are listed in ACP 100 (Allied Call Sign and Ad-
dress Group System —Instructions and Assign-
ments) and U.S. Supplement 1 thereto.

International call signs assigned to U. S.
naval vessels are four-letter N calls, which are
to be used unencrypted only. They have no se-
curity value, hence theyare utilized for allnon-
military international communications. Ex-
ample:

......... USS Renshaw (DD 499).

International call signs for USN, USMC, and
USCGaircraft are composed of the service des-
ignator N, NM, or NC, respectively, followed
by the last four digits of the serial or bureau
number of the aircraft.

Military Call Signs

Most ships of the Allied Nations are assign-
ed military call signs in addition to their inter-
national call signs. From these military call
signs are derived encrypted call signs for CW
and RATT communications. Likewise, military
call signs form the basis forboth encrypted and
unencrypted call signs for voice communica-
tions. They are never used in their basic form
to address messages, consequently military
call signs are assigned only to ships capable
of encrypting call signs. Both international and
military call signs are listed in ACP 113 (Call
Sign Book for Ships).

Indefinite Call Signs

Indefinite call signs represent no specified
facility, command, authority, or unit. They
may, however, represent any one or any group
of the four activities. Examples:

NERK......... (To) any or all U.S. Navy
ship(s).

NA through NZ . (From) any U.S. Navy
-ship.

NQO.......... Any or all U.S. Navy

shore radio station(s).

Indefinite call signs are usedin codress mes-
sage headings to conceal identity of originators
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and addressees. In such instances this infor-
mation is placed in the encrypted text.

The call NQO might be sent by a ship unable
to raise a particular shore station. Any Navy
shore station hearing the transmission would
answer and accept the traffic.

Collective Call Signs

Collective call signs pertain to two or more

facilities, commands, or units. Examples:

NATA....... All U. S. Navy ships
copying this broadcast.

NIMK....... All U. S. submarines

copying this broadcast.
Net Call Signs

Net call signs represent all stations within a
net. (Anet is a group of stations in direct com-
munication with each other on a common chan-
nel. ) Examples:

All U. S. Navy radio
stations in the Pacific
guarding the ship-shore
high-frequency calling
series.

OVERWORK . . All U. S. Navy stations

on this (radiotelephone)

circuit.

Tactical Call Signs

Tacticalcall signs, with the exception of task
organization and aircraft call signs, are limited
in application. They normally are used in tac-
tical communications only, to identify tactical
commands or communicationfacilities. Tactical
call signs are composed of four-letters, which
are letter-number combinations. They are listed
in ACP 110, Tactical Call Sign Book with supple-
ments, and ACP 112, Task Organization Call
Sign Book.

Voice Call Signs

Voice call signs are words or combinations
of words—such as SUNSHINE or HIGH HAT-
limited toradiotelephone communications. Call
signs in JANAP 119, Joint Voice Call Sign Book
and in ACP 119, Allied Tactical Voice Call Sign
Book are only for tactical circuits. On ship-
shore administrative circuits, phonetically spel-
led international call signs are given as ships'’
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voice calls. Under certain conditions, ships'
names are usedas voice callsigns onlocal har-
bor circuits. All the various types of voice call
signs and the rules for their application in
radiotelephone communications are treated in
detail in chapter 7.

Visual Call Signs

Visual call signs are groups of letters, nu-
merals, special flags and pennants, or any of
these combinations, for use in visual commu-~
nications. They are listed in ACP 118.

ADDRESS GROUPS

Address groups are four-letter groups as-
signed to represent a command, activity, or
unit. They are used mainly in the message ad-~
dress. In military communications, though,
they can be used in the same manner as call
signsto establish and maintain communications.
In general, call signs and address groups are
used by the Navy in exactly the same way. Ad-
dress groups neverstart withthe letter N, hence
they are easily distinguished from naval radio
call signs. Unlike international call signs, ad-
dress groups follow no distinctive pattern. For
example, youlearnedthe difference in call signs
for naval ships and shore radio stations. In ad-
dress groups, however, arrangement of the four
letters conveys no significance whatsoever.

All commands afloat (except individual ships)
are assignedaddress groups. They are assign-
ed also to shore-based commands, authorities,
or activities not served by their own communi-
cation facilities. For example, (1) senior com-
mands and commanders ashore, such as the
Secretaries of Defense and of the Navy, bureaus,
system commands, and offices of the Navy De-
partment, and district commandants; (2) fleet,
type, or force commanders ashore; (3) ele-
ments of operating forces permanently ashore
who are in frequent communication with forces
afloat; and (4) elements of the shore establish-
ment (such as weather centrals) having a need
for direct addressing and receipt of the mes-
sages.

Among other uses, address groups facilitate
delivery of messages when a communication
center serves so many activities that its own
callsign is insufficient toidentify the addressee.
Address groups are contained in ACP 100 and
its U.S. Supplement 1.
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Address groups, like call signs, are di-
vided into types. They are individual activity,
collective, conjunctive and geographic address
groups, address indicating groups, and special
operating groups.

Individual Activity Address Groups

Individual activity address groups are rep-
resentative of a single command or unit, either
afloat or ashore. Examples: DTCI, COM-
PHIBLANT; SSMW, CNO.

Collective Address Groups

Collective address groups represent two or
more commands, authorities, activities, units,
or combinations of these four. Included in the
group are the commander and his subordinate
commanders. Examples: DSWN, DESRON 16;
AMGK, SIXTHFLT.

Conjunctive Address Groups

Conjunctive address groups, remember,
have incomplete meanings. It is always neces-
sary to complete the meaning by adding other
addiess groups denoting a specific command or
location. It is for this reason that conjunctive
address groups are used only with one or more
other address groups. The conjunctive address
group XZKW, for example, means '"All ships
present at " To complete the mean-
ing, this particular group must be followed by
a geographic address group.

Geographic Address Groups

Geographic address groups arethe equivalent
of geographical locations or areas. They are
always preceded by conjunctive address groups.
Assuming the geographic address group for
Newport, R. L., to be DEXL, all ships present
at Newport would be addressed XZKW DEXL.

Address Indicating Groups

Address indicating groups (AIGs) represent a
specific set of action and/or information addres-
sees. The originator mayor may not be includ-
ed. The purpose of AIGs is to increase the
speed of traffic handling. They shorten the mes-
sage address by providing a single address
groupto represent a number of addressees, thus
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eliminating individual designators for each ad-
dressee. For example, BIOQ is an AIG used
to address air defense messages originated by
COMEASTSEAFRON to 24 action addressees
and 37 information addressees. By using a sin-
gle AIG in this example, 61 call signs and ad-
dress groups are eliminated from the heading
of the message.

Special Operating Groups

Special operating groups (SOGs) are utilized
for passing special instructions in message
headings. They are four-letter groups that are
identical in appearance to address groups.
Special operating groups are not used by the
Navy unless specifically authorized by CNQ.
When they are authorized, they must always be
encrypted. A list of SOGs, together with their
meanings, is in ACP 100.

ROUTING INDICATORS

Routing indicators are groups of letters
whose purpose is to identify stations in a tele-
typewriter tape relay network. Depending on
the type of station, routing indicators vary in
length from four to seven letters. It is easy to
distinguish routing indicators from call signs
on address groups because routing indicators
always begin with either letter R or U. Routing
indicators are never encrypted. A complete
discussion of routing indicators and their usage
in teletypewriter tape relay operation is in-
cluded in chapter 11.

PLAIN LANGUAGE ADDRESS DESIGNATORS

Plain language address designators are the
official, abbreviated, or short titles of com-
mands or activities, used instead of call signs
or address groups in headings of messages.
Some abbreviated titles are written as single
words. Others have conjunctive titles and geo-
graphicallocations. Examples: CNO; NAVCOM -
MSTA GUAM.

Plainlanguage addressdesignators have wide
applicationin messages originated and addressed
within the shore establishment. They also are
used in communications with the Army, Air
Force, and the armed forces of Allied Nations.
They are not used in headings of codress mes-
sages, nor in radiotelegraph messages origi-
nated by U. S. naval forces afloat.
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TIME IN MESSAGES

For reckoning time, the surface of the earth
is divided into 24 zones, each extending through
15° longitude. Each zone differs by 1 hour
from the zone next to it.

The initial time zone lies between 7-1/2°E.
and 7-1/2°W. of zero meridian, which passes
through the town of Greenwich, England. The
time inthis zone —zone zero-is called Greenwich
mean time (GMT). You may hear some old-
timers call it Greenwich civil time (GCT); both
names mean the same. Each zone, inturn, is
indicated bythe number that represents the dif-
ference between local zone time and Greenwich
mean time.

Zones lying in east longitude from zone zero
are numbered from 1 to 12 and are designated
minus, because for each of them the zone num-
ber must be subtracted from local time to ob-
tainGreenwich mean time. Zones lying in west
longitude from zero zone are numbered from 1
to 12 also, but are specified plus, because the
zone number must be added to local zone time
to obtain GMT. In addition to the time zone
number, each zone is further designated by let-
ter. Letters A through M (J omitted) indicate
minus zones; N through Y, plus zones. (See
fig. 5-1.) The designating letter for GMT is Z.

The 12th zone is divided by the 180th meri-
dian, the minus half lying in east longitude and
the plus half in west longitude. This meridian
isthe internationaldate line, where each world-
wide day begins and ends. A westbound ship
crossing the line loses a day, whereas an east-
bound ship gains a day.

The number of a zone, prefixed by a plus or
a minus sign, constitutes the zone description.
Often zones crossing land areas are modified
to agree with boundaries of countries or regions
using corresponding time.

The approved method of expressing time in
the 24-hour system is with hours and minutes
expressed as a four-digit group. The first two
figures of a group denote the hour; the second
two, minutes. Thus, 6:3@ a. m. becomes @630;
noon is 12@@; and 6:3¢ p. m. is 183@. Midnight
is expressed as g@@g@—-never as 24@@d-and 1 min-
ute past midnight becomes @@@l. The time des-
ignation 1327Z shows that it is 27 minutes past
1:04 p. m., GMT. Numbers are prefixed to the
time to indicate the day of the month; in other
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words, to form a date-time group (DTG). The
DTG 171327Z Nov 67 means the 17th day of No-
vember plus the time in GMT. Dates from the
1st to the 9th of the month are preceded by the
numeral @.

A date-time group is assigned to a message
by the message center at the time a message is
prepared for transmission. For standardiza-
tion, time expressed by a date-time group nor-
mally is GMT. The date-time group is a mes-
sage heading serves two purposes: It indicates
time of origin of the message, and it provides
an easy means of referring to the message.

In addition to the external DTG, an encryp-
ted message has a DTG buried within the text.
This time is called the true date-time group
(TDTG), and it is inserted by the cryptocenter.
The TDTG is used when referring to a mes-
sage that has been encrypted.

The DTG assigned to a general message al-
ways has a slant sign (/) and additional digits
added to the DTG. Additional digits represent
the general message sequential serial number.
Example: 182347Z/35 Nov 67.

Local time is used sometimes to indicate
date and time in thetext of a message, but must
be accompanied by the zone designating letter-
as in 17¢812Q. When local time is referred to
frequently in the text, the suffix may be omitted
if a covering expression is used, such as ALL
TIMES QUEBEC.

TIME CONVERSION TABLE

Thetime conversion table (table 5-2) is use-
ful for converting time in one zone to time in
any other zone. Vertical columns indicate time
zones. Zone Z is GMT. Time in each succes-
sive zone to the right of zone Z is 1 hour later,
andto the left ofzone Z is 1 hour earlier. Time
in each successive shaded area to the right is 1
day (24 hours) later; to the left it is 1 day (24
hours) earlier.

To calculate time in zone U when it is g50¢@
hours in zone I, for example, proceed as fol-
lows: Find #5@¢ in column I and locate the time
(12¢@) in the corresponding line in column U.
Inasmuch as 12@@ is not in the shaded area,
the time is 12@@ hours yesterday.

PRECEDENCE

Precedence is an important concept in naval
communications. To communication personnel,
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Table 5-2.— Time Conversion Table
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it indicates the relative order in which a mes-
sage must be handled and delivered. To the
addressees, precedence shows the relative order
in which the contents are to be noted. Prec-
edence is assigned by the originator onthe basis
of message content and how soon the addressee
must have it. No message is assigned a prec-
edence higher than that required to ensure that
it reaches all addressees on time.

Multiple-address messages having both ac-
tion and information addressees are often as-
signed two precedences, called dual precedence.
One precedence is for the action addressees,
and a lower precedence is for information ad-
dressees.

Use of higher precedences is limited to cer-
tain types of urgent traffic, and standards for
handling each precedence are prescribed by
the Director of Naval Communications (DNC).
The rules governing precedence are set forth
in table 5-3.

PROSIGNS

Procedure signs, or prosigns, are letters
or combinations of letters that convey in short,
standard form certain frequently sent orders,
instructions, requests, reports, and the like
relating tocommunications. In radiotelegraphy,
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an overscore means that the prosign is sent as
one character, that is, without a normal pause
between letters. Overscores are ignored in
teletypewriter work.

Although some prosigns seemto be abbrevia-
tions of their assigned meanings, prosigns are
never referred to as abbreviations.

Following is a complete list of authorized
prosigns. Memorize them now. It may be help-
ful to prepare a number of small cards, with
the prosign on the front and its meaning on the

back. Use the cards for self-drill.

1. Precedence prosigns:
Z...........FLASH.
O...........IMMEDIATE.
P...........PRIORITY.
R..........ROUTINE.

2. Prosignsthat identify portions of a trans-
mission:
AA.......... Al after.
AB..........All before.
WA .........Word after.
WB .........Word before.

Ending prosigns:

K...........Goahead;or, this is the
end of my transmission
toyou and a response is
necessary.
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RADIOMAN 3 & 2

AR ......... End of transmission; no
receipt required.
. Pause prosigns:

AS.......... I must pause for a few

. seconds.

ASAR ....... Imust pauselonger than
a few seconds; will call
you back.

. Separation prosigns:
BT.......... Break. (Separates text

of message from heading
and ending. )

II (written in

messages as a

short dash) . . . . Separative sign. (Used
to separate parts of
message heading. Not
tobe usedas punctuation
to represent a hyphen
or dash in message
texts. )

. Prosigns always followed by one or more

call signs and/or address groups:

DE.......... From (in call).
FM......... Originator's sign.
TO. . ........ The addressee desig-

nations immediately fol -
lowing are addressed
for action.

INFO ....... The addressee designa-
tions immediately fol-
lowing are addressed
for information.

XMT ........ Exempt. (Used to ex-
empt addressees from
a collective call or ad-
dress. )

. Prosigns used in transmission instruc-

tions of a message:

A Transmit this message
to all addressees or to
the addressee designa-
tions immediately fol-
lowing.

L Repeat this entiretrans-
mission back to me ex-
actly as received.

F.o.......... Do not answer.
. Group count prosigns:
GR plus num-
erals........ Group count.
GRNC........ The groups in this mes-
sage have not been
counted.

9. Prosigns used with the executive method:
X.o'eieeennn Action on the message
or signal that follows is
to be carried out upon
receipt of "Execute. "'
IX plus 5-
second dash . .. "Execute'—carryoutthe
purport of the message
or signal to which this

applies.
10. General:
AA. . ........ Unknown station.
B........... More to follow.
Ce vt i e it e Correct.
EEEEEEEE ... Error

EEEEEEEE AR . This transmission is in

error. Disregard it.

HM HM HM. . .. Emergencysilence sign.

MI......... Repeat.

INT......... Interrogative.

N Verify with originator
and repeat.

NR.......... Station serial number.

Ro.......... I received your last
transmission satisfac-
torily.

OPERATING SIGNALS

Radio and teletype operators frequently ex-
change routine advice and operating information.
They occasionally relay emergency communi-
cation instructions or reportsto other ships and.
stations and to aircraft. Traffic of this nature
is transmitted in condensed standard form by
means of operating signals consisting of three-
letter groups beginning with Q or Z. These
signals—of which there are several hundred-
represent words, phrases, or complete sen-
tences. In effect, they are a form of short-
hand, eliminating time-consuming plain lan-
guage transmissions. The Q signals are em-
ployed in both military and civil communica-
tions, and are understood by ships and shore
stations of any nationality. The Z signals are
for use only in the United States and Allied
military communications, and represent mean-
ings not found in the Q code. Both Q and Z sig-
nals can be used together, when necessary, in
military communications. Operating signals
are published in ACP 131. It has decode sec-
tions for both Q and Z signals, indexed alpha-
betically, and an encode section tabbed by sub-
ject matter.
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USE OF OPERATING SIGNAILS

Operating signals are prescribed for every
form of electrical telecommunication except
radiotelephone. Instead of using customary op-
erating signals, aradiotelephone operator
transmits operating information in brief spoken
phrases. An exceptiontothis rule is made when
a message containing an operating signal is re-
layed by radiotelephone; thenthe operator trans-
mits the group phonetically.

Many operating signals may be used in
either of two ways—as a question or as a state-
ment. The prosign INT before a signal places
it in the form of a question. Example: USS
Epperson (DD 719) asks USS Renshaw (DD 499):
NWBJ DE NTGT INT QRU K, meaning '"Have
you anything for me?'* Renshaw replies: NTGT
DE NWBJ QRU AR, meaning "I have nothing for
you. "

When communicating with nonmilitary sta-
tions, the prosign IMI, after the Q signal, is
employed instead of INT ahead of the Q sig-
nal to give an interrogatory meaning.

Some signals must be accompanied by a
numeral suffix that completes, amplifies, or
varies the basic meaning. Example: A tele-
type operator checks circuit operation with the
query INT ZBK, meaning "Are you receiving
my traffic clear?" The receiving station has a
choice of replies: ZBK1 means "I am receiving
your traffic clear,'" or ZBK2, "I am receiving
your traffic garbled. "

Many operating signals contain blank por-
tions in their meanings that are filled in to con-
vey specific information. To illustrate, INT
ZRE means ""On what frequency do you hear me
best?" In ACP 131 the declaratory meaning
listed for ZRE is "I hear youbest on______kc
(mc). " The operator fills in the necessary in-
formation thus: NTGT DE NWBJ ZRE A2C,
which means 'I hear you best on A2C.'" The
circuit designator from JANAP 195 is used in-
stead of the frequency.

Other signals, intheir meanings, have blanks
enclosed in parentheses. Filling in such a
blank is optional. Forexample, INT ZHA means
"Shall I decrease frequency very slightly (or
ke) to clear interference?' The operator
receiving the signal INT ZHA without the fre-
quency added knows it means ''Shall I decrease
frequency very slightly?"

During wartime, operating signals often are
encrypted, especially those revealing-
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1. Specific frequencies.

Cryptographic data.

The organization of networks.

Ship movements (estimated times of ar-
rival, departure, and kindred data).

Unless they are encrypted, operating signals
possess no security and must be regarded as
the equivalent of plain language.

Some of the most commonly used operating
signals are listed in table 5-4. Remember that
the Q code is used internationally, and speaks
of "telegrams' where a U. S. Navy com-
municator would say "messages. "

2.
3.
4,

BASIC MESSAGE FORMAT

With a few exceptions, military messages
sent by electrical telecommunications are ar-
rangedaccording to a standard joint form called
the basic message format. The form is sub-
stantially the same whether the message goes
by radiotelegraph, radiotelephone, manual tele-
type, or by automatic tape equipment. The for-
mat exists in four versions, one of which is
adapted to special requirements of each of these
primary transmission media. The radiotele-
graph message format is studied here. You
will read about the other formats in later chap-
ters, but if you learn the one given here you will
have little trouble understanding any message.

All messages in joint form have three parts:
heading, text, and ending. (Of the three parts,
the most complex is the heading, which often
uses as many as 10 of the format's 16 lines. )
Heading, text, and ending are divided into
components. Each component, in turn, contains
one or more elements. From left to right, in
table 5-5, the message is divided into its parts,
components, and elements. The heading for
example, consists of the following compon-
ents: beginning procedure, preamble, address,
and prefix. Elements of the beginning proce-
dure (see "Elements' column) consist of the
call, transmission identification, and transmis-
sion instructions. Contents of the call are sta-
tion(s) called, prosign XMT and exempted calls
(if required), and the prosign DE and designa-
tion of calling station.

It is well to consider each item in the head-
ing separately. Each has a special meaning,
and its relative position is significant. Pro-
signs, call signs, address groups, and other
contents that make up a typical heading must
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Tabl?&l—Operuﬁng Signals

Signal Question Answer, Advice, or Order
QRK What is the readability of my signals (or those The readability of your signals (or those of yis__
of )y? (1to 5).

QRM Are you being interfered with ? I am being interfered with.

QRO Shall I increase power ? Increase power.

QRP Shall I decrease power ? Decrease power.

QRU Have you anything for me? I have nothing for you,

QSA What is the strength of my signals (or those The strength of your signals (or those of __ ___)is___

of )2 (1 to 5).
QSV Shall I send a series of Vs on this frequency Send a series of Vs on this frequency [or ke (or
or. __ke (or me)]? mc) L.

QSY Shall I change to transmission on another Change to transmission on another frequency [or on____

frequency ? __xke (or me)].

ZAR e b s e s s e e e e s e e e e e et e This is my_ request (or reply). [(1) First, (2) second,
(3) third, etc.]

ZBK Are you receiving my traffic clear ? I am receiving your traffic [(1) clear; (2) garbled].

ZDK Will you repeat message __(or portion Following repetition (of__ ) is mad= in accordance

____)? Or, rerun No, _? with your request.

ZEC Have you received message _? Message _______[(1) not received, (2) unidentified,
give better identification data].

ZEN T T, This message has been delivered by other means or bya
separate transmission to the addressee(s) immediately
following this operating signal.

ZEX © e e s e e s e e s s s e s s et e e This is a book message and may be delivered as a single
address message to addressees for whom you are
responsible.

ZFH f ot e et e et s e e e e e This message (or message ) is being (or has been)
passed to you (or, yfor______ [(1) action,

(2) information, (3) comment].

ZF1 Is there any reply to message__ _ _? There is no reply to message - .

ZIA e e s e e s e e s e e e s e s b e e e This message (or message ) is being (or has been)
passed out of proper sequence of station serial
numbers.

Z1I What was of your (or 's) number_____? My (or____'s) number _had following _[@) date-

[(1) date-time group, (2) filing time]. time group, (2) filing time].
ZKP Are you (or is ) radio guard for Iam (or is) radio guard for __[on _ke
[on __ke (or me)]? or mc)].
ZNB What is authentication of ___ [(1) message__ Authentication (of ) is_ __ [(1) message ,
, (2) last transmission, (3) _J? (2) last transmission, (3) ______ 1.

Z0C e b e e s e e b e e e s e e e e Station(s) called relay this message to addressees for
whom you are responsible.

ZON e e e s e et e e e e e e e e e Place this message (or message ___) on broadcast
indicated by numerals following_____ (numeral may
be followed by specific broadcast designator) [(1) NSS;
(2) NPG; (3) NPM; (4) NBA; (5) NPN; (6) NPO; (7) NHY;
(8) NAM; (9) NAF; (10) NPL; (11) NDTJ.

20V e e e e e e e s e e e st e e e e e Station designation preceding this operating signal is the

correct routing for this message rerouted by .

ZUE Affirmative (Yes).

ZUG Negative (No).

ZUl e e r e v e s e e e e e Your attention is invited to ____ . .

zuJ T T T T Standby.

76.42
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Table 5-5.-Radiotelegraph Message Format

Format

Parts Components Elements Line Contents
Handling instructions 1 Not used in radiotelephone and radiotelegraph.
H 2 Station(s) called; prosign XMT (exempt) and
exempted calls.
a. Call Prosi ; : .
3 rosign DE (from) and designation of station
Beginning calling,
E procedure Station serial number.
b. Transmission identification . . s
: 4 Prosign T (relay); G (repeat this transmission
¢. Transmission instructions back to me exactly as received); F (do not
: answer); operating signals; call signs, address
groups, plain language.
A
; Precedence prosign; date-time group and zone
a. Precedence; date-time group; o . o N 3
Preamble message instructions 5 iufﬁx, operating signals; prosign IX (execute to
ollow).
D Prosign FM (orignator of this message is);
a, Originator's sign; origniator 6 originator's designation expressed as call sign,
address group, or plain language.
b. Actionaddressee siga; action Prosign TO; action .addressee designation(s)
| addressee(s) 7 expressed as call signs, address groups,
address indicating groups, or plain language.
Addcess Prosign INFO (this message addressed for
c. Information addressee sign; 8 information to); information addressee
N information addressee designation(s) expressed as call signs, address
groups, or plain language.
. Prosign XMT; exempted addressee
d. Exempted addressee sign; ; : :
exempted addressee(s) 9 designation(s) ~expressed as call signs, address
groups, or plain language.
G
Prefix a. Accounting information; group 10 Accounting symbol; group count; SVC (this is a
count; SVC service message).
S
E
P
A
: 11 Prosign BT (break).
T
|
(]
N
T
)E( Text a. Subject matter 12 Internal instructions; basic idea of originator.
T
S
E
P
A
R L=
A 13 Prosign BT.
T
|
(]
N
. Hours and minutes expressed in digits and zone
E a. Time group 14 suffix, when appropriate.
N Prosign