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NAVELEX 0101,106

FOREWORD

This handbook presents engineering material concerning electromagnetic compatibility (EMC) and electromagnetic
radiation hazards (RADHAZ) to be used as a guide during the planning of a new installation or in the addition
of equipments to existing facilities. Its purpose is to acquaint the reader with the effects of the interactions of
electromagnetic radiation (EMR) with materiel and personnel from both an interference and a hazards viewpoint,
to provide means of predicting such effects, and to enable the reader to plan for the elimination or protection of
such potential interactions where necessary. To achieve this purpose, the book describes NAVELEX programs
dealing with EMC and RADHAZ, provides basic background material, prediction techniques, evaluation and
measurement techniques, and design and installation practices to achieve equipment compatibility and a
hazards-free environment for naval shore installations.

AUGUST 1971 Foreword
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CHAPTER 1
INTRODUCTION

1.1 PURPOSE

This document (one of a series of Naval Shore Electronics Criteria Handbooks ) contains technical data related to
the fields of Electromagnetic Compatibility (EMC) and Radiation Hazards (RADHAZ). The purpose of the
handbook is to provide technical guidance to system planners, engineers, and other personnel concerned with the
planning, design, and installation of base electronic equipment and systems. Therefore, data and information in
this handbook is organized and structured to achieve overall system compatibility by minimizing equipment
interplay (cross-coupling), and to provide a RADHAZ-free environment for both personnel and materiel. To
accomplish these goals, the handbook contains informative material and general design criteria covering the
nature of Electromagnetic Radiation (EMR) and its effects upon biological systems (personnel) and materiel
(electronic equipment, fuels, ordnance), interference reduction techniques, measurements and instrumentation,
controlling the effects of EMR from a systems viewpoint, prediction and modeling techniques, and methodology
for protection of materiel and personnel from radiation hazards. The handbook may be used both in new-site
planning and in existing-site expansion efforts for the following purposes:

o Identify potentially interfering systems and potentially hazardous areas.
o Establish a control program slanted towards the elimination or minimization of such areas.
o Implement the control program by means of standardized techniques.

o Provide safety precautions based on the given criteria in those cases where hazardous areas cannot be
eliminated.

1.2 IMPORTANCE AND SIGNIFICANCE OF EMC AND RADHAZ
The importance of EMC and RADHAZ becomes apparent when one considers the possible effects of
electromagnetic energy upon people and materiel in light of the development and use of unprecedented high
radiated power outputs, increase in equipment complexity and siting density, and the critical over-crowding of
the electromagnetic frequency spectrum. Some of the known effects include:

o Total or partial destruction of electronic equipment.

o Inadvertent fuel explosions.

o Inadvertent ordnance triggering.

o Physiological damage to the human body.

o Degradation of equipment functions.
Thus, it appears appropriate that a uniform, coordinated body of knowledge be applied toward the study and
reduction of the effects of electromagnetic energy in its interactions with functional systems and components. In

this regard, people may be thought of as biological functional systems, with the RADHAZ problem then
considered simply as the incompatibility between radiation-producing equipment and personnel.
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1.3 BACKGROUND

1.3.1  Electromagnetic Compatibility

Prior to World War II, reports of interference problems were infrequent mainly because of the limited types of
equipment in use during that period: radar and communications sets operating at relatively low power outputs
and spaced far apart formed the major classes of electronic equipment then in general use.

World War II fathered the technological explosion resulting in more complex radar, sonar. communication
systems, navigation, and countermeasures equipment. Increasing transmitter powers and receiver sensitivities
brought increasing reports of “radio frequency” (as it was then called) interference at shore activities. including
reports of interference from “new” sources such as fluorescent lights, rotating machinery, etc.

The problems created, spurred work during the 1940’s aimed at determining the nature of radio frequency
interference and achieving “after-the-fact fixes” by trial and error methods.

In the 1950’s, studies of a more theoretical nature were undertaken, leading to experimental work on such
interference reduction techniques as grounding, shielding, and filtering. New test equipment was developed at an
accelerated pace. The interference problem became more acute with the appearance of megawatt systems and the
problem of radiation hazards to personnel, ordnance and fuels greatly increased, as well.

The late 1950’s and the 1960’s brought a new phase, which may be called the beginning of Electromagnetic
Compatibility, in which there was an awareness that the problem should be attacked at the planning and design
stages of both sites and equipment, rather than after installation of the equipment. Initiation of attempts to
predict potential interference and hazard problems during the planning stages began at this time, e.g. the
Department of Defense Electromagnetic Compatibility Program, and its focal point, the Electromagnetic
Compatibility Analysis Center (ECAC) were established to help coordinate efforts in these areas for the military
services. Other groups concerned with EMC were formed, such as the IEEE EMC Group, the Electronic Industries
Association, and the Society of Automotive Engineers (SAE) EMC Groups.

Current activity in EMC is centered on the use of modern computer analyses for modelling and prediction,
management of the frequency spectrum, and control of electromagnetic radiation and conduction from an overall
systems viewpoint.

132 RADHAZ

The radiation hazards problem has gone hand-in-hand with the trend towards higher output power and increasing
equipment siting densities. Average radiated power has increased from about ten watts in 1940 to today’s
megawatt powers.

Early workers in the field of microwaves first noticed the heating effects on people by microwave radiation.
Experiments with animals exposed to radiation subsequently demonstrated the insidious effects on tissue; some
of the more pronounced effects being the formation of cataracts and testicular deterioration. As a result of these
findings, attempts were made by many researchers to determine and establish safe hazard levels.

By 1958 a general agreement was reached establishing a power density level of ten milliwatts per square
centimeter as the upper limit for constant exposure to microwave radiation, independent of the radiated wave-
length. Further research (and experience) revealed that electromagnetic fields could cause inadvertent detonation
of explosive devices, explosion of fuels, and damage to electronic equipment.

To control these hazards, programs were established within the Department of the Navy to define potential
hazards, determine the degree of equipment susceptibility, and provide protection criteria and techniques.
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Today, a new awareness exists that EMR is a national problem concerning commercial enterprise and the public
at large, as well as the Military. This is emphasized by the recent establishment of a new Federal Agency, the
Environmental Protection Agency. Of its many responsibilities, one will be to monitor and apply standards to
define and control the inadvertent emissions by microwave devices used by the U.S. public.

14 DEPARTMENT OF DEFENSE ELECTROMAGNETIC COMPATIBILITY PROGRAM

The DOD Electromagnetic Compatibility Program (EMCP) was established to ensure EMC of all military
Communication-Electronic (C-E) equipments, subsystems, and systems from conception and design through
acquisition and operational phases. The program is an integrated DOD effort that assigns specific and joint
responsibilities to DOD components in each of the program areas of standards and specifications, measurement
techniques and instrumentation, education for EMC, data base and analysis capability, design, concepts and
doctrines, operational problems, and test and validation capability. DOD DIRECTIVE 3222.3, OPNAVINST
241031, NAVMATINST 2410.1, and NAVELEXINST 2410.1 describe the various Navy programs which
implement and support the DOD program, state Navy policy, and assign responsibilities for accomplishing the
program objectives.

1.5 ELECTROMAGNETIC COMPATIBILITY ANALYSIS CENTER (ECAC)

This joint DOD activity, managed and operated by the Air Force, maintains the data bases and mathematical and
computer analysis techniques for investigation of DOD and interservice EMC problems. It provides DOD
components convenient and rapid access to the data bases and analysis techniques and assists in intraservice
problems. As the DOD focal point of joint analysis for the EMCP, this facility analyzes C-E equipment and
equipment under development, or proposed for development, to determine its EMC with other equipments in
present and projected environments.

1.5.1  Data Base Files

The data base is a compilation of environmental information regarding both military and non-military fixed and
mobile C-E equipments, selected technical characteristics of such equipments, and selected terrain elevation
information,

a. Environmental File. This file represents a large part of the data base and contains technical information,
operating characteristics, and site information related to government and non-government fixed site C-E
equipments. The ﬁleé.is developed from military and non-military field surveys and from data provided by such
agencies as the Federal Communications Commission (FCC) and the Interdepartment Radio Advisory Committee
(IRAC). It contains the geographical location of the equipment, the operating agency to which it is assigned,
operating frequency, operational duty cycle, antenna orientation, carrier modulation characteristics, and items of
a similar nature.

b. Equipment Characteristics File. This file contains general technical performance and nominal
characteristics data on specific equipments in both the military and non-military inventory. It is compiled by the
ECAC from technical manuals, technical orders, test reports, and other sources, and includes such information as
transmitter power output,“receiver sensitivity, transmitter and receiver modulation and bandwidth capabilities,
tuning ranges, etc.

¢. Terrain Data File. Effective analysis of certain types of EMC problems requires the availability of digitized
topographic data, that is, topographic data in a digital data format for computer accessibility. This information is
stored at ECAC on magnetic tapes in the form of rectangular arrays representing elevations recorded at spacings
varying from approximately 100 to 3000 feet.
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1.5.2 Data Base Services

a. Environmental File Summary Listings. Listings of environmental file data for the Continental United
States (CONUS) and Alaska are updated and published approximately once a year. In addition, special listings
can be provided for any area where ECAC has data. These can be provided either as computer printouts, on
punched cards, or on magnetic tape.

b. Equipment Characteristics Summary Listings. Equipment characteristics listings are published periodically
in multiple-volume directories. Listings of such information as military C-E equipment, military electronics
(including navigational) equipment, and commercial C-E equipment are available. Magnetic tape copies and punch
cards of this file can be provided upon request, on a need-to-know basis.

c. Special Computer Output Listings. In addition to the listings, there are other ways in which the
environmental file data may be selected and sorted to provide special listings as to the amount, type, and order
of information, and may also contain selectable file information beyond that contained in the standard listings.

1.5.3  Analytical Services

The availability of an extensive data base at ECAC and the development of expertise and specialized analysis
techniques enable ECAC to provide a unique service in studying and investigating EMC problems.

a. The Center provides assistance primarily in system-to-environment and environment-to-system
compatibility situations, with some capability for intersystem analysis.

NOTE
Intersystem compatibility for this purpose refers to inter-
actions between several systems in a restricted area. System-
to-environment and environment-to-system compatibility in-
volves the mutual interactions between all users of the elec-
tromagnetic spectrum over large physical areas.

b. The following are examples of analyses provided by ECAC:

o Development of a list of equipments possibly causing interference to, or experiencing interference
from, equipments proposed for development, acquisition, modification, and installation.

o Guidance to selecting locations for satellite communications system ground station terminals.

o Evaluations and implications of various advanced system design parameters on operational performance
in the system’s intended environment.

o Guidelines for making frequency assignments to various communications and radar mobile/tactical
systems, and guidance for interference-free deployment and use.

o Determination of expected in-band and out-of-band performance characteristics of planned transmitters
and receivers.

o Map overlays showing the power density contours in a geographic area containing one or more
transmitters.

o Map overlays showing the areas in which an airplane cannot be detected by a ground-based radar
because of shielding by topographic features.
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o Spectrum occupancy displays (computer printouts) showing the number of C-E equipments assigned to
specified frequency bands and channel increments. The information is obtained from the ECAC environmental
data base.

c. Since each compatibility analysis task has its own special objectives and requirements, it is not practical to
specify “Standard” outputs or formats which ECAC would provide as a result of a study. Outputs can range
from narrative discussion of interference effects and possible remedial techniques, to tabulations of expected
performance levels, to graphs and curves suitable for use in further analysis of the situation.

1.54  Procedures for Requesting Summary Listings

Documents such as C-E directories and environmental file listings are available at the National Technical
Information Service, Department of Commerce, Springfield, Virginia 22151. Also available are ECAC publications
relating to analytical techniques. When requesting these documents, the user will complete DDC Form 55 and
send it through the necessary approval channels to ECAC. If approved by CNO ( OP-941F/N64 ), ECAC, as the
releasing agency, will certify and return the form to the user who, in turn, must submit the form according to
established procedures.

1.5.5 Requests for ECAC Services

Requests for analytical services or data base information as outlined in OPNAVINST 2410.29, should be
addressed through military channels to include CNO(OP-941F/N64) in the routing chain to:

Navy Deputy Director ECAC
North Severn, Annapolis, Maryland 21402

The following information should be included with the request:
o The agencies and organizations that will use the outputs.
o An explanation of the information desired with as much detail as possible.
o An indication of the application for which the information is desired.

o A complete and clear justification of the need to know, and authority for access to classified information.
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CHAPTER 2

SYSTEM CONSIDERATIONS

2.1  SYSTEM VIEWPOINT

Although many specifications and standards exist which may be applied against individual electronic equipments
for the purpose of interference control, these documents do not necessarily insure electromagnetic compatibility
when a multiplicity of equipments are located in a common electromagnetic environment. Many cases have been
recorded where a well-designed piece of equipment failed to perform its intended function because of
electromagnetic incompatibility with another equipment at the intended location. A classic example is the case of
the prime contractor who developed, at great expense to himself, a very sensitive, high-frequency
communications receiver for a missile system. Special tubes had been developed, waveguides and antennas had
been designed, and packaging configurations were complete. Unfortunately, this system was to be collocated with
a doppler navigation radar working at exactly the same frequency. Design changes necessitated by a shift in
frequency proved to be an expensive lesson. The application of interference control measures to individual
equipment, without regard for those measures already applied at interfacing equipment, can also result in
redundancy, with associated increased cost, weight, and design time.

The system design approach avoids these problems because system design for EMC/RADHAZ means approaching
the problem at the very beginning of project activity, wherein a detailed functional design study is made of the
overall system, its constituent subsystems and equipments, and the intended operational environment. At that
time, the EMC/RADHAZ problem is defined, possible contributory factors are analyzed, and necessary goals are
established. In general, the four desired goals in the achievement of optimum compatibility are:

o Minimization of electromagnetic emissions which may affect other equipment (effects of the system upon
external elements - inter-system).

o Minimization of susceptibility to emissions (e.g., effects of external elements upon the system -
inter-system).

o Minimization of emissions and susceptibility between equipments within a system (internal
effects - intra-system).

o Elimination of potential radiation hazards to both personnel and materiel.
System designs also mean that EMC must be integrated into all project activities throughout the project life to
assure the accomplishment of these goals from a preventive-measures approach rather than the use of inefficient,
costly, after-the-fact remedies.
The implementation of EMC/RADHAZ, therefore, calls for the establishment, by both government and industry
management, of a formal program having well-defined objectives and controls. Such a program is discussed in the
following paragraphs.

2.2 EMC/RADHAZ PROGRAM OBJECTIVES

EMC programs and their objectives have been described in detail in the literature. A summary of the salient
features follows.
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The establishment of an EMC/RADHAZ program within the framework of an overall project must include a clear
statement of the objectives of such a program. In general, a formal program will have the following objectives:

o Gathering of information and data, including spectrum signature measurement data on the equipment or
system and on the intended operational electromagnetic environment.

o Selection, interpretation and application of EMC/RADHAZ specifications and standards, engineering
methods, and testing procedures which may be applied toward the selection or design of equipments.

o Selection and application of methods of prediction of both interference and radiation hazards in the
intended environment, based on information gathered.

o Dissemination of gathered information to all personnel concerned with the planning, design, or installation
of the equipment or system.

o Generation of an EMC/RADHAZ program plan when required, which states the specific practices,
procedures, design criteria, etc., to be used (and to be avoided) to achieve EMC/RADHAZ throughout all phases
of a program. Details of such a plan are presented in Appendix A.

o Establishment of an EMC/RADHAZ educational program.

A well-conceived and executed EMC/RADHAZ program will preclude difficult after-the-fact field fixes or crises
which may arise at the installation and checkout phases and which, while costly in terms of time and dollars,
usually are not amenable to satisfactory solution. Cases have been recorded where entire systems had to be
redesigned to meet the mission requirements. Since the EMC/RADHAZ program forms one facet of an overall
project, the EMC/RADHAZ program plan will be integrated with and become a part of the main project plan,
the Base Electronics System Engineering Plan (BESEP). The general requirements of the BESEP for systems
compatibility and radiation hazards, as outlined in NAVELEXINST 11000 series, will thus be met.

2.3 EMC/RADHAZ FUNCTIONS

The EMC/RADHAZ program plan is the heart of the program and establishes the philosphy for the project.
From it comes the detailed documentation for electromagnetic interference control, grounding, bonding,
shielding, wiring and cable routing, suppression and filtering, and criteria for protection from EMR hazards. In
addition, the plan outlines the approach to meet the EMC/RADHAZ requirements and the test program required
to meet specified limits. The program plan is a dynamic document, changing as information from the EMC
reviews is fed back, and as it receives updated information from the prediction function.

2.3.1 Input Functions
a. Environmental Data and Siting Criteria. The electromagnetic environment in which the equipments are to

function should be defined by the field activity in order to achieve a realistic EMC/RADHAZ program plan.
Attention should be paid to:

(1) Site survey for determination of ambient levels.
(2) Collocated systems/equipments.
(3) Possible sources of interference, such as power lines and industrial activity.
(4) Site layouts.
b. Specifications and Standards. Documents which may have been selected and incorporated for the specific

system/equipments provided for installation include: MIL-STD461 and MIL-STD469 for equipments,
MIL-E-6051 for systems, and other applicable documents. These are discussed further in Chapter 3.
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¢. Preliminary Design and Prediction Data. Preliminary design includes the gathering of technical data for
planning purposes, defining of the overall system performance characteristics, including selection frequencies and
waveshapes, and analysis of interference and RADHAZ possibilities, both within the system and contributed to
the external environment by the system (Prediction Process). Technical data may be acquired from:

(1) Technical manuals

(2) Technical orders

(3) Handbooks and other publications

(4) Reports to military agencies for similar or identical equipments used in other systems
(5) ECAC

(6) Equipment qualification reports.

Information acquired or produced from gathered data should include:

23.2

(1) Co-channel and adjacent channel interference
(2) Harmonics

(3) Spurious radiation

(4) Equipment susceptibility

(5) Transients

(6) Circuit impedances and coupling

(7) Frequency responses

(8) Propagation data

(9) Potentially hazardous areas or conditions.

Test Plans

A test plan should be prepared to outline those tests required to demonstrate system compatibility and the
presence of potential RADHAZ. It is a written plan which may include equipment tests, subsystem tests, and
finally, tests at the system level. Techniques and measuring equipment to be employed may be based upon the
pertinent military standards described in Chapter 3.

233

Engineering Functions

a. System Concepts.

b. Selection and interpretation of specifications and the gathering of technical data.

¢. Analysis, prediction, and modelling.

d. Equipment considerations.
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e. Equipment and system testing.
f. Packaging, bonding, grounding, shielding, and supression techniques.

2.3.4 Installation Functions

a. Location and orientation of equipments.

o

. Equipment interfacing.

e

Cable routing, ground connections, bonding, and shielding implementation.
d. Equipment configuration (e.g., consoles, panels, etc.).

2.3.5 Hazards Functions

a. Prediction of potential hazards to personnel and materiel.

b. Site measurements of antenna patterns, power densities.

c. Implementation of protective measures as required, e.g., installation of radar fences, warning signs,
interlocks, etc.

24 SUMMARY OF EMC/RADHAZ CONTROLS

In order to achieve the objective of compatible, hazard-free operation of equipment within an overall project
program, controls must be applied at each of the major functional activities.

2.4.1 Management Controls

a. Establishment of a group or individuals responsible for EMC/RADHAZ program within the project team.
b. Preparation of formal program plan.

c. Designation of applicable documents.

d. Designation of authority in all EMC/RADHAZ matters.

e. Analysis of skills and abilities required for each project phase.

f. Documentation and dissemination of all activities accumulated and generated data.

g. Design and test reﬁew, with approvals, at each project phase.

h. Establishment of training programs for the various job categories involved in the project.

i. Integrate data into the ECAC and other data centers to receive, compile, and analyze.

j. Prepare significant summaries of EMC/RADHAZ data, such as EMC/RADHAZ trends, spectrum signatures,
and possible troublesome areas.

k. Provide for interchange of pertinent information with government agencies.
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24.2  Design and Engineering Controls

a. Requirements

(1) Establish system requirements.

(2) Provide information on operational compatibility, mission and time compatibility, and minimum
acceptable degradation for the mission, when requested.
P g q

(3) Perform spectrum studies to evaluate the validity of frequency assignments and submit
recommendations.

(4) Develop alternate methods to perform the same function.

(5) Develop the necessary information studies and guidelines for achieving Vcompatibility and stability,
(6) Perform tradeoff studies.

(7) Translate EMC/RADHAZ requirements into optimum installation.

(8) Prepare installation specifications for contractors.

(9) Prepare lists of equipments to be installed with their equipment characteristics.

(10) Promulgate and maintain environmental criteria on handling, storage, ground operations, and the
definitions of environmental test limits.

b. Analyses

(1) Conduct analyses to determine criticality, system identification of potential interference,
susceptibility, and hazards.

(2) Analyze operating procedures and instructions to ensure that interference and susceptibility modes
are not introduced.

c. Controls for Improvement Studies

(1) Initiate and prepare recommendations for improvement when information indicates the allocated
requirements will not be attained.

(2) Conduct improvement studies to predict the compatibility of potential interference, susceptibility
modes, and potential hazards.

(3) Provide results of EMC/RADHAZ studies for use in other programs/projects.

24.3  Prediction and Testing Controls

a. Observe out-of-tolerance effects of potential emission generators.
b. Provide information that would allow logical test procedures.

c. Formulate an EMC/RADHAZ test plan.
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d. Evaluate prototype demonstration tests.
e. Use test results to determine EMC and presence of EMR hazards.

244 Installation Controls

a. Utilize established siting criteria for equipment installation.
b. Provide rules for grounding, bonding, shielding, cable runs, and equipment mounting and interfacing.

c. Use manuals, technical orders, etc., which fully describe the proper methods and procedures for setting up,
checking, adjusting, aligning, calibrating, and operating the equipment.

d. Inspect and approve installation to assure that the desired emission, susceptibility, and hazard modes are
not introduced.

2.4.5  Hazard Controls
a. Apply RADHAZ prediction methods.
b. Apply appropriate protective methods for personnel and materiel.
c. Implement medical surveillance program, as required.
d. Conduct measurements of field patterns and power densities at the intended environment.

24.6  System Test and Operation Practices and Standards

a. Make available field manuals and technical orders which fully describe the proper methods and procedures
for setting up, checking, adjusting, aligning, calibrating, and operating equipment prior to test or operational use.

b. Implement policies and procedures to ensure adherence to prescribed safety measures for the repair and
maintenance of equipment.

c. Apply testing procedures to determine equipment/system performance degradation from storage or use.
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CHAPTER 3

SPECIFICATIONS, STANDARDS, AND DOCUMENTS

3.1 EMISSIONS AND SUSCEPTIBILITY

Since the issuance of MIL-I-6181 in 1950 many EMC/EMI specifications have appeared, most of them
outgrowths of MIL-I-6181 adapted or modified to fit a specific service requirement. Each of the military services
has issued different standards and specifications covering emission and susceptibility characteristics,
measurements, and requirements for systems and equipments. Because of the problems created by the numerous
documents and their interpretation, the Department of Defense initiated a program for the consolidation of
documentation in the EMC field. The outgrowth of this effort was the issuance of the DOD documents
MIL-STD-461, 462, and 463 providing for the standardization and simplification of EMI requirements for
equipments. This three-part document supersedes many of the older specifications in common use, e.g.,
MIL-1-6181, MIL-I-16910, MIL-STD-826 and others. Table 3-1 is a listing of latest issue military and commercial
EMC/RADHAZ specifications, standards, and documents. Superseded documents have been listed because many
of these “earlier” documents, while in the process of being phased out, are still encountered. So long as
technology provides improved procedures, and as electronic systems and equipment grow in complexity and
density, it is certain that continual revision of these specifications will be mandatory.

To have meaningful use, standards and specifications should be applied at the inception of a project. Selection -
and tailoring of the requirements in applicable specifications and standards for the project should occur at this
phase.

3.2 DOCUMENT SYNOPSES

The more comprehensive of those listed documents in Table 3-1 are MIL-STD-449, 461, 462, 463, 469, 1310,
and Military Specification MIL-E-6051; a brief description of each follows.

o MIL-E-6051, Electrical-Electronic System Compatibility and Interference Control Requirements for
Aecronautical Weapon Systems, Associated Subsystems and Aircraft. Of all the listed documents, MIL-E-6051 is
the only one to approach the EMC problem from a systems viewpoint, i.e., it requires total system compatibility,
including test, checkout, and support equipment where such equipment is capable of contributing to the
electromagnetic , environment. No specific test procedures or equipment are outlined. Instead, MIL-E-6051
requires the preparation by the contractor of a detailed test plan wherein it is demonstrated that all elements of
a system operate properly, both individually and collectively, and that there is at least a 6 dB margin between
the susceptibility level of each equipment and the electromagnetic interference environment resulting from the
operation of the total system.

o MIL-STD-449, Measurement of Radio Frequency Spectrum Characteristics, is 2 DOD document established
to provide standard techniques for the measurement of radio-frequency spectrum characteristics of electronic
equipment. The data obtained may be used to predict equipment and systems performance in an operational
electromagnetic environment, predict the effect of a particular equipment or systems on the electromagnetic
environment of other equipment or systems, to establish the characteristics required of new equipment for
compatible operation in present and future environments. The document sets forth specific requirements such as
accuracy of frequency measurements, number of points for antenna pattern data, dynamic range of
measurements, standard test frequencies, and format for data. The emission and susceptibility characteristics of

AUGUST 1971 31



NAVELEX 0101,106

transmitters and receivers obtained by use of MIL-STD-449 are maintained in a Spectrum Signatures Library by
the DOD Electromagnetic Compatibility Analysis Center and are available for use by all naval activities involved
in EMC problems, as discussed earlier in paragraph 1.5.

o MIL-STD-469, Radar Engineering Design Requirements, Electromagnetic Compatibility, represents an initial
attempt by the military departments to control the spectral characteristics of new radar systems by establishing
minimum engineering design criteria. The document specifies limits and tolerances for frequencies, emission and
acceptance bandwidths, spurious radiation, stability and other parameters. It also specifies test procedures and
instrumentation for obtaining these parameters.

o MIL-STD-1310, Shipboard Bonding and Grounding Methods for Electromagnetic Compatibility outlines
equipment installation requirements, and shipboard construction and bonding methods for the minimization of
EMI aboard Naval Ships and Submarines. Particular emphasis 4s placed on bonding and grounding techniques to
ensure, as nearly as possible, that the topside area be made a single RF conducting structure.

o MIL-STD-461, Electromagnetic Interference Characteristics Requirements for Equipments, MIL-STD-462,
Electromagnetic Interference Characteristics, Measurement of, and MIL-STD-463, Definitions and Systems of
Units, Electromagnetic Interference Technology. These three standards taken together form a coordinated
document which establishes requirements, test limits and techniques for the measurement of the EMI
characteristics of electronic, electrical, and electromechanical equipment. The requirements are set forth to ensure
that interference control is considered and incorporated into the design of equipment, and that compatible
operation of the equipment in a complex electromagnetic environment is achieved. A number of tests, covering
both conducted and radiated, emission and susceptibility characteristics are outlined, making these documents the
most comprehensive of the interference standards. The equipment class, use, and intended installation as defined
in MIL-STD-461, determines which of the MIL-STD-462 tests are applicable.
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Table 3-1.  EMC/RADHAZ Specifications, Standards, And Documents

SPECIFICATIONS TITLE DATE AGENCY
AFSC DH 1-4 Electromagnetic Compatibility Current USAF
issue
AFSCM 100-31 Frequency Management and Electromagnetic 13 March USAF
Compatibility 1970
ANSI STD Cé63.2 American Standard Specifications for Radio 28 March ANSI
Noise and Field Strength Meters 0.015 to 30 MHz 1963
ANSI STD Cé63.4 Methods of Measurement of Radio-Noise Voltage 1963 ANSI

and Radio-Noise Field Strength, 0.015 to 25 MHz,
Low Voltage Electric Equipment, and Nonelectric

Equipment
BSD Exhibit 67-87 Electro-interference Control Requirements for 12 June USAF, BSD
Minuteman (WS-133B) 1962 Note (5)
D65/9371 General Requirements for Electrical British Standards
Equipment and Indicating Instruments for Institute

Aircraft; RFI

DO 138 Environmental Conditions and Test Procedures RTCA
for Airborne Electronic/Electrical Equipment Note (6)
and Instruments

FCC Part 15 Rules and Regulations, Radio May FCC
Frequency Devices 1966

FCC Part 18 Rules and Regulations, Industrial May FCC
Scientific, and Medical Equipment 1966

JAN-I1-225 Radio Interference Control and Test 14 June USAF

Note (4) Requirements - 1945

MIL-B-5087 Electrical Bonding and Lightning 16 Oct. USN, USAF
Protection for Aerospace Systems 1964

MIL-C-11693 General Specification for Radio Frequency 8 Feb. USA, USN, USAF
Interference Reduction Capacitor, AC and 1962

DC, Hermetically Sealed in Metal Cases

MIL-E-4957 Electromagnetic Shielding Demountable 17 Nov. USN, USAF
Note (4) Enclosure, Prefabricated for Electronic 1954
Test Purposes

MIL-E-6051 Electrical-Electronic System Compatibility 7 Sept. USA, USN, USAF
and Interference Control Requirements for 1967
Aeronautical Weapon Systems, Associated
Subsystems and Aircraft

MIL-E-55301 (EL) Electromagnetic Compatibility 1 March USA
Note (1) 1966
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Table 3-1.

EMC/RADHAZ Specifications, Standards, And Documents (Con’t).

SPECIFICATIONS TITLE DATE AGENCY
MIL-F-15733 Radio Interference Filters 15 Aug. USA, USN, USAF
1966
MIL-F-18327 General Specification for Filters; High 25 May USA, USN, USAF
Pass, Low Pass, Band Pass, Band 1966
Suppression and Dual Functioning
MIL-F-25880 Band Pass, Band Suppression Filter 29 Jan. USAF
1960
MIL-I-6181 Aircraft Equipment Interference 1 June USA, USN, USAF
Note (1) Control Requirements 1962
MIL-I-11683 Requirements for Engine Generators and 19 Jan. USA, USN, USAF
Note (2) Miscellaneous Engines Radio Interference 1953
Suppression
MIL-I-11748 Interference Reduction for Electrical and 4 Nov. USA
Note (2) Electronic Equipment 1958
MIL-1-16165 Engine Electrical Systems Interference 12 Aug. USN
1961
MIL-1-16910 Electromagnetic Interference Measurement, 26 Oct. USN
Note (1) Methods and Limits 1964
MIL-1-17623 Electromagnetic Interference Measurement 19 April USN
Note {1) Methods and Limits, for Electric Office 1965
Machines, Printing and Lithographic Equipment
MIL-I-26600 Interference Control Requirements 9 May USAF
Note(3) Aeronautical Equipment 1960
MIL-1-43121 Interference Reduction for Electric 30 Aug. USA, USN, USAF
Note (1) Hand Tools 1965
MIL-P-24014 Preclusion of Hazards from Electromagnetic 30 Jan. USN
Radiation to Ordnance, General Requirements 1965
for
MIL-R-9673 Radiation Limits, Microwave and X-Radiation 13 Feb. USAF
Generated by Ground Electronic Equipment 1961
(As Related to Personnel Safety)
MIL-S-10379 General Requirements for Vehicles and 23 July USA, USN, USAF
Note (1) Vehicular Subassembly Radio Interference 1952
Suppression
MIL-S-12348 General Requirement, Radio Interference 6 Aug. USA, USN, USAF
Note (1) Suppression 1958

34
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Table 3-1. EMC/RADHAZ Specifications, Standards, And Documents (Con’t).
SPECIFICATIONS TITLE DATE AGENCY
MIL-S-13237 Radio Interference Suppression Requirements USA
Note (2) for Watercraft
MIL-S-13715 Transients on Vehicles USA
MIL-STD-220 Method of Insertion-Loss Measurement 15 Dec. USA, USN, USAF
1959
MIL-STD-285 Method of Attenuation Measurements for 25 June USA, USN, USAF
Electromagnetic Shielding Enclosures for 1956
Electronic Test Purposes
MIL-STD-449 Measurement of Radio Frequency Spectrum 1 March USA, USN, USAF
Characteristics 1965
MIL-STD-461 Electromagnetic Interference Characteristics 1 Aug. USA, USN, USAF
Requirements for Equipment 1968
MIL-STD-462 Measurement of Electromagnetic Interference 31 July USA, USN, USAF
Characteristics 1967
MIL-STD-463 Definition and System of Units, Electromagnetic 9 June USA, USN, USAF
Interference Technology 1966
MIL-STD-469 Radar Engineering Design Requirements I Dec. USA, USN, USAF
Electromagnetic Compatibility 1966
MIL-STD-826 Electromagnetic Interference Test 30 June USAF
Note (1) Requirements and Test Methods 1966
MIL-STD-833 Minimization of Hazards of Electromagnetic 31 July USAF
Radiation to Electroexplosive Devices 1963
MIL-STD-1310 Shipboard Bonding and Grounding Methods 27 Dec. USN
for EMC 1967
MOL 64-4 General EMC Specification for Systems April USAF
1965
MSC, Houston Interference Control Requirements for NASA
IESD-19-3 Spacecraft Equipment
MSC, Houston Performance Specification for Equipment NASA
PACE-S/C, Grounding Requirements on Preflight
Project Office Spec. Acceptance Checkout Equipment Spacecraft
53, Revlto (PACE S/C) Program
MIL-1-26600
MSFC-SPEC-279 Electromagnetic Compatibility 1June NASA
1964
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Table 3-1. EMC/RADHAZ Specifications, Standards, And Documents (Con’t).
SPECIFICATIONS TITLE DATE AGENCY
NAVFAC 50-YA Overhead Power Lines Operating at April USN
Note (1) Voltages from Zero to 1000 kV, 1966
14 kHz to 1 GHz
NAVMAT P-5100 Safety Precautions for Shore Activities March USN
1970
NAVMED P-5052-35 Control of Hazards to Health From 24 Feb. USN
Laser Radiation 1969
NAVMED P-5055 Radiation Health Protection Manual 6 Nov. USN
1968
NAVORD OP 3565/ Technical Manual - Radio Frequency USN
NAVAIR 16-1-529 Hazards to Ordnance, Personnel, and
Fuels
NAVSHIPS 0900- Technical Manual for Radio-Frequency 15 July USN
005-8000 Radiation Hazards 1966
SAE-J551 Measurement of Vehicle Radio SAE
Interference (30-400 MHz) Note (7)
SAE ARP-936 10 Microfarad Capacitor for EMI Measurements SAE
SAE ARP-958 Measurement of Antenna Factors SAE
STANAG 3516 EMC Test Methods for Aerospace Electrical NATO
and Electronic Equipment
T.0.31Z-10-4 Electromagnetic Radiation Hazards 10 May USAF
1967
Notes:
(1) Superseded by MIL-STD -461/462, inactive for new designs
(2) Superseded by MIL-E-55301 (EL)
(3) Superseded by MIL-STD-826
(4) Cancelled
(5) USAF Ballistic Systems Division
(6) Radio Technical Committee for Aeronautics
(7) Society of Automotive Engineers
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CHAPTER 4

UTILIZATION OF THE FREQUENCY SPECTRUM

4.1 BACKGROUND

The rapid growth in the quantity and complexity of communication-electronics equipments and the increased
international requirements for radio frequencies have placed unprecedented demands upon the radio frequency
spectrum. These demands include such service applications as communications (fixed, mobile, broadcast, space);
location and ranging (radar, beacons, radionavigation); identification; standard time and frequency transmissions;
and industrial, medical, and other scientific uses.

The usable radio frequency spectrum, however, is a limited resource, recognized by international treaty. The
Space World Administrative Radio Conference (WARC) convenes periodically to consider allocation of the
spectrum. Portions of the spectrum are already critically congested, making it extremely difficult to obtain new
frequencies or to increase bandwidth on presently assigned frequencies. To satisfy the demands on the spectrum
in an orderly manner, a frequency management function is necessary, which incorporates solid engineering and
administrative practices towards control of the spectrum supply and demand. -

4.2 FREQUENCY MANAGEMENT ORGANIZATION AND RESPONSIBILITIES
Frequency management may be defined as the function whereby:

o Requirements for use of the radio frequency spectrum are presented, reviewed, and satisfied; initially, and
on a continuing basis.

o Control of the use of the spectrum is exercised. The primary objective of frequency management is the
satisfaction of all frequency requirements without causing degradation to communication-electronics service.
Another important objective is the conservation of the radio spectrum. The organization and responsibilities of
the various existing frequency management levels are described in detail in DNC-15(A), “U.S. Navy Frequency
Management Handbook.” Descriptions of these levels follow.

43 INTERNATIONAL FREQUENCY MANAGEMENT

The International Telecommunications Union (ITU) is an international body wherein the nations of the world
cooperate toward improved and effective use of telecommunications and the radio frequency spectrum resource.
Created in 1865, as the International Telegraph Union with 20 member nations, the ITU is now an organ of the
United Nations. The major material output of the ITU results from the joint efforts of the member nations,
usually in the form of Radio Regulations which have treaty status and thus, upon adoption by a country,
become the law of the land. ITU headquarters are in Geneva, Switzerland, where a permanent secretariat is
supported by member nations.

The ITU establishes and promulgates the international allocation of, and regulations for the use of, the radio
frequency spectrum. It also promotes the development of technical facilities and establishes doctrine for
international telecommunications, including the aforementioned Radio Regulations. The ITU Secretariat serves as
a focal point for disseminating to all member nations such information as stations. call signs, radio service
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schedules, and recommended technical standards and tolerances. An international monitoring effort is also
maintained under ITU auspices for the purpose of determining spectrum occupancy.

There are several international technical bodies within the ITU. They strengthen and support the parent
organization and contribute directly to improved telecommunications by such means as technical papers and

recommended standards.

43.1 Basic Rules for Assignment and Use of Frequencies

a. ITU member nations have agreed that, in assigning frequencies to stations capable of causing harmful
interference to the services rendered by stations of another nation, such assignments must be made in accordance
with the Table of Frequency Allocations and other provisions of the Radio Regulations.

b. Any new or revised assignment shall be made in such a way as to avoid causing harmful interference to
services rendered by assignments made in accordance with the Table of Frequency Allocations and recorded in
the Master International Frequency Register.

c. The frequency assigned to a station of a given service shall be separated from the limits of the band
allocated to this service in such a way that, taking into account the bandwidth assigned, no harmful interference
is caused to services to which frequency bands immediately adjoining are allocated.

d. Where a band of frequencies is allocated to different radio services in adjacent geographic regions, the
basic principle is the equality of right to operate. Accordingly, the stations of each service in one region or
sub-region must operate so as not to cause harmful interference to services in the other regions or sub-regions.

44 NATIONAL FREQUENCY MANAGEMENT

The basis for U.S. National Frequency Management is derived principally from the Communications Act of 1934,
as amended. This Act provides for a bilateral arrangement; the Federal Communications Commission (FCC) is
responsible to the Congress for the regulation of United States non-government activities; the President is
responsible for the operations of federal government agencies consisting of the following:

o The President, by Executive Order, has delegated the task and authority for assignment and control of
radio frequency resources used by government agencies to the Office of Telecommunications Policy (OTP) under
the Executive Office of the President. The OTP is responsible for formulating policies and standards pertaining to
the operation of telecommunications systems by government activities, subject to the authority and control of
the President.

o The Interdepartment Radio Advisory Committee (IRAC), established in 1922, and composed of frequency
management representatives of principal government agencies engaged in use of the frequency spectrum, serves in
advisory capacity to the OTP. The Departments of the Army, Air Force, and Navy each has representation on
the IRAC.

o Functions of the Interdepartment Radio Advisory Committee, acting for the OTP, are to approve, in
collaboration with the FCC, the allocation of frequency bands to radio services in the United States and
Possessions (US&P) within the provisions of the international allocation table, to authorize the assignment of
frequencies to government radio stations, to assist and advise appropriate national authorities on related technical
problems, and to serve as an advisory body to the Department of State in the formation of U.S. positions for
international conferences.
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o The actual assignment authority for the radio frequency use by the U.S. government agencies is vested in
the Frequency Assignment Subcommittee (FAS) of the IRAC, which is composed of the representatives of the
following government agencies with liaison representation from the FCC:

Department of Agriculture
Department of the Air Force
Department of the Army
Department of Commerce

Federal Aviation Agency
Department of Interior
Department of Justice

National Aeronautics and Space Administration
Department of the Navy
Department of Transportation
Department of Treasury

United States Postal Service
United States Information Agency
Veterans Administration

Atomic Energy Commission
National Communications System

0 Among government agencies not participating in the FAS, but served by it are: Department of Health,
Education, and Welfare; Tennessee Valley Authority; and the Federal Reserve System.

o Prior to use of any radio frequency within the US&P, except certain military low power tactical and
training operations, and ECM operations which do not fall within a restricted frequency band, U.S. government
agencies are required to obtain authorization in the FAS for the specific frequency and parameters of use. The
procedure for coordination and use of certain non-government allocated frequencies for military tactical and
training purposes is set forth in the OPNAVINST 2410.19 series, and JANAP 195.

o Listings of all assignments approved for government agencies by the FAS are contained in the volumes of
the “Frequency Assignments to Government Radio Stations,” commonly known as the “IRAC Station List.” The
list for which revisions are regularly printed, is promulgated by the IRAC on behalf of the OTP. The IRAC also
publishes the U.S. National Table of Frequency Allocations. This table amplifies the ITU allocations in the form
of subdivisions of basic radio services plus delineation as to whether government and/or non-government
operations are authorized in each allocation.

44.1  Department of Defense Frequency Management

The Department of Defense, as an entity under the Secretary of Defense (as well as the three military
departments individually) is an integral component of the U.S. National Frequency Spectrum Management
structure.

The prime focal points, however, are the principals of the communications-electronics staffs of the military
departments who respond through the Joint Staff or intradepartmental chain according to the joint or
intradepartmental nature of a matter under consideration. The flow of authority on frequency matters may be
multilateral through the Secretary of Defense. Coordination on a single Navy frequency problem may go through
both chains. Policy and assignment of responsibilities within the Department of Defense are established by DOD
Directive 4650.1 series,‘Management and Use of the Radio Frequency Spectrum.”
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Levels of Department of Defense frequency management responsibility are briefly described in the remainder of
this chapter.

a. Military Communications-Electronics Board (MCEB)

(1) The mission of the MCEB is to:
o Achieve coordination on military communications-electronics matters among DOD components, by
the DOD and other governmental departments and agencies, and between DOD and representative of foreign

nations.

o Provide DOD guidance and direction in those functional areas of military communications-
electronics for which the MCEB is assigned responsibility.

o Furnish advice and assistance, as requested, on military communications-electronics matters to the
Secretary of Defense, the Joint Chiefs of Staff, the military departments and other DOD components.

(2) The MCEB is composed of:

o The Director, Defense Communications Agency (DCA), chairman

o The Chief, Communications-Electronics, U.S. Army

o The Director, Naval Communications (COMNAVCOMM)

o The Director of Command, Control and Communications, U.S. Air Force

o The Chief, Communications-Electronics, U.S. Marine Corps

o The Director for Communications-Electronics (J6), Joint Staff

0 A representative of the Director, National Security Agency

b. Joint Frequency Panel (JFP). The Joint Frequency Panel is responsible to the Military

Communications-Electronics Board in the accomplishment of its mission in the areas of radio propagation and
frequency allocation, coordination and assignment. The JFP consists of a minimum of one member and an
alternate from each service or Agency within the composition of the MCEB who has an interest in the activities

of the Panel plus one representative and an alternate from the U.S. Coast Guard. The present membership
consists of Army, Navy, Air Force, Joint Staff (J6), USMC, Coast Guard, DCA, and NSA.

The mission of the JFP is to:
(1) Review, develop, and coordinate studies.

(2) Report DOD positions and recommendations for the MCEB on frequency management and
engineering, radio wave propagation, and electromagnetic compatibility (EMC).

(3) Implement for MCEB the provisions of DOD Directive 4650.1, “Management and Use of the
Radio Frequency Spectrum.”

(4) Coordinate frequencies to meet joint, national, and allied requirements.
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(5) Coordinate and assign frequencies to meet U.S. military requirements (other than those of an
individual service nature).

(6) Coordinate and assign unified command frequencies.

c. Unified and Specified Commands. The commanders, under the Joint Chiefs of Staff have overall
management and control responsibility of all U.S. military use of radio frequencies within their zones of
operations; this has significant impact upon the Navy frequency planning form for worldwide fleet and shore
establishment operations.

The JFP coordinates with a Commander in Chief (CINC) all JFP frequency assignments made to that CINC’s area
of jurisdiction. Under certain conditions (U.S. Supp. 1A, ACP*190), the unified commander can assign
frequencies for low powered local operations (under 500 watts) without reference to the JFP. All assignments
(including those under 500 watts) within U.S. possessions must have IRAC approval. The unified commander
submits to the JFP all frequency requirements for low power operation for which no authority exists in the
IRAC publication.

d. Defense Communications Agency (DCA). The DCA was established in 1961 with the mission of ensuring
that the Defense Communications System (DCS) would be so established, improved, and operated as to meet the
long-haul, point-to-point, requirements of the Department of Defense and other associated government agencies
as directed. The DCA is a management agency with no operational functions as such. The system with which
they are concerned is basically the network of long-haul, point-to-point circuits operated by Army, Navy and Air
Force communications organizations. Certain responsibilities are also assigned to DCA in connection with satellite
communications. The Director of the DCA is selected by the Secretary of Defense.

The agency consists of a headquarters staff in Washington, D.C. and such other worldwide facilities as the
Director, DCA feels justified for accomplishing the assigned mission. Staffing is effected from military personnel
of the different departments, in accordance with directed demands upon the departments to support the DCS.
The Director, DCA,is the Chairman of the MCEB. Detailed amplification of DCS definitions for the purpose of
their mission is contained in DOD Directive 5205 series.

e. Area Frequency Coordinators (AFC). An inter-service area frequency coordination system was established
by the JFP to ensure minimum interference to the C-E systems employed and tested on the national ranges.
Specified areas of geographical cognizance are given in DNC-15(A). Frequencies intended for use in these areas
are coordinated with the applicable AFC before assignment. The JFP has assigned the following responsibilities to
the AFC (nothing in these functions is intended to usurp services’ or commanders’ prerogatives or responsibilities
in frequency management):

o AFCs review and evaluate assignment requests proposed for use within their area. The review and
evaluation establishes the compatibility of proposed frequencies with test range operations and other activities in
the area. Requests in the Continental United States are forwarded to the departmental headquarters of the
requesting military activity with supporting technical comment.

o AFCs assist, when requested, in the elimination of real-time harmful interference to in-being ranges
and test site operations. In performing this function, the AFCs are authorized to request temporary radio
silence, on a frequency or band of frequencies, of the interfering activity for the period of time necessary to
complete operations in progress.

o AFCs may arrange, by mutual agreement among military activities within their geographical area, for
time sharing and technical adjustments (emission, power output, etc.) on frequency assignments, as required, to
minimize harmful interference.

* Allied Communication Publication
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o AFC s maintain records of frequencies which have been coordinated and assigned for use in their areas.
These records include frequencies assigned to military activities, military contractors, and those government and
non-government assignments being shared with test range frequency assignments. Records of AFCs are made
available to military activities for frequency planning.

442 U.S. Navy Frequency Management

Allocation for Navy Electronics Equipment. An office under the Chief of Naval Operations (CNO) has the
responsibility for the Department of the Navy to secure joint approval of the frequency allocation provision for
all Navy electronic equipments or systems purposely designed to emit or receive electromagnetic energy.

Such provision is effected prior to the development, procurement, or adoption of such equipments or systems.
Unlike frequency assignments, authority to approve frequency allocation is always at the level of the office of
CNO. Furthermore, CNO does not respond to an originating Navy Command or other development activity’s
request for allocation without having first secured joint approval, be it an experimental, developmental, or
operational frequency allocation.

a. The Commander, Naval Communications (COMNAVCOMM) obtains authority for the use of radio
frequencies within US&P in the following instances:

o For USN/USMC Communication-Electronics (C-E) operations which are physically located on board
USN/USMC installations.

o For USN/USMC C-E operations on installations of other military departments.

o For C-E operations required to support jointly operated (e.g. USN/FAA) facilities on board
USN/USMC installations.

o For the ECM type equipments which fall within restricted bands, OPNAVINST 3430.9 series pertains.
b. COMNAVCOMM does not normally obtain authority for the following type of operations:

o Facilities of military and nonmilitary agency tenant activities aboard a USN/USMC shore based
installation not jointly operated with those agencies.

o Temporary operations by elements of other agencies on board USN/USMC shore based installations
where those agencies have adequate frequency authorization.

The importance of the allocation provision process in the sequence of furnishing systems to the Fleet is
supported by the policy of the Chief of Naval Material (CNM) which serves as a checkpoint in preventing
expenditures for electronic equipments which lack required radio frequency allocation. This guidance to potential
Navy procurement activities is set forth in NAVMAT Instruction 10550.11 series.

In order to be better prepared for consideration of spectrum allocation policy and engineering matters, the
cognizant office of CNO reviews operation requirements papers generated within the Navy; continues such
reviews through the development of Specific Operational Requirements (SOR s), Technical Development Plans
(TDPs), which inform planning and material offices of any adverse elements noted; and makes such
recommendations as are deemed appropriate from a frequency standpoint. Difficult or controversial items are
studied and resolved by the Frequency Allocation Advisory Board (FAAB), the principal frequency coordinating
body within the Navy.
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In order to evaluate effectively the compatibility aspects of electronic equipments under conditions of
anticipated operational employment as well as to conform to the national structure of frequency management, an
orderly procedure for the processing of frequency allocation applications is necessary. Each military department
is responsible for processing information to the JFP, a component of the MCEB, and for enforcement of
resultant decisions. The procedure is promulgated within the Navy Department in OPNAVINST 2410.11 series,
NAVMATINST 10550.11 series, and NAVELEXINST 2400.1. In those instances where research and development
efforts are conducted under contract by private industry, it is the responsibility of the cognizant Navy SYSCOM
to maintain sufficiently detailed surveillance of such activities to ensure that applications for experimental or
developmental equipments are treated in advance of those submitted for production equipment programmed for
operational use.

Applications are submitted to CNO in accordance with the instructions noted previously. Applications for
frequency allocation are studied by CNO in the light of existing Joint Military electronic equipments, established
design objectives, and the probable impact from and upon new equipment under development. The effective
editions of JANAP 141 (U.S. Joint Military Radio Frequency Allocation Plan) and the Frequency Allocation
List, U.S. Military Electronic Equipment are pertinent. Appropriate equipments are also considered for their
impact on the combined environment by a Canadian-United Kingdom-United States working group of the
Combined Frequency Panel.

Frequency allocation provisions are prescribed for each equipment on the assumption that production for
operational (or for research and testing) use will materialize. CNO provides the Chief of Naval Material with copies
of all completed frequency allocation actions, whether approved or disapproved, including conditions and
modificaton recommendations.

44.3 Frequency Assignments

Even though a frequency band may be allocated to a service by international and national agreements, and an
allocation has been approved for a specific transmitter on a Navy installation, specific authority in the form of
an ASSIGNMENT is a prerequisite for use of the RF spectrum.

When it becomes necessary for a Navy command to set up a radio frequency transmission (other than in
connection with Fleet Tactical Plans) at a specific location or for a purpose not already authorized, or in
expansion of the frequency provisions of an already authorized operation, specific authority must be obtained
from the Chief of Naval Operations or the Unified Commander, as appropriate. In turn, intramilitary, national,
and international coordination will be effected, as necessary.

The first element of this process is validation of the requirements. Various steps in clearance coordination follow,
culminating in the assignment. Frequency management action is concluded with entry into pertinent records.
Monitoring of assignments to ensure continued need and usage is a never ending, follow up action.

COMNAVCOMM assigns all radio frequencies for use by USN/USMC activities within the US&P. In certain
frequency bands COMNAVCOMM has assigned radio frequencies to Fleet Commanders in Chief and Naval
District Commandants for further assignments. These assignments are covered in the various chapters of JANAP

195.

o The Fleet Commanders in Chief and Naval District Commandants are authorized to further assign

specific operating frequencies, as appropriate, in those cases where the CNO has assigned frequency bands or
complements of frequencies to the Fleet Commanders in Chief or Naval District Commandants.

o Fleet Commanders in Chief and Naval District Commandants maintain a current record of specific
assigned frequencies in accordance with the previous paragraph.

o Naval District Commandants report to COMNAVCOMM ap permanent f“requency assignments made by
the Commandant under broad COMNAVCOMM authority (less tactical and training assignments made pursuant
to OPNAVINST 2410.19 ) in the bands 30-42 MHz, 13-8..0-1'50.8 MHz, 2?5400 MHz. This information is
required to determine and maintain records of U.S. Navy utilization of the radio frequency spectrum and is used

for planning purposes at the national level.
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In cases where COMNAVCOMM has assigned frequencies to the Fleet Commanders in Chief or Naval District
Commandants for use by activities or installations under their cognizance, temporary variations in the assigned
utilization of such frequencies may be authorized by the Fleet Commanders in Chief or Naval District
Commandants as long as the remainder of COMNAVCOMM assignment parameters are observed.

Within the area of responsibility of a Unified Commander, frequency assignments are made by the Unified
Commander in coordination with the Joint Frequency Panel of the USMCEB on behalf of the Joint Chiefs of
Staff, as appropriate.

No radio frequency below 30 MHz is assigned to point-to-point (fixed circuits located within CONUS), except in
one or more of the following instances:

o When security factors dictate paralleling wire circuits with radio circuits in essential communication
channels of a command network (standby stations).

0 When the radio circuit is for the domestic haul of overseas traffic, and is a relay segment of that
overall system.

0 When the use of other means of communication is impractical. Neither budget. personnel, nor
convenience should be considered factors to justify satisfying a domestic point-to-point requirement for use of
radio.

Active ECM Operations. Frequency authorizations for active Electronic Countermeasures (ECM) operations in the
United States and Canada are established for U.S. Military units on a standing basis for certain bands, to be
satisfied for each individual operation through local coordination. Authority, restrictions by band, and detailed
coordination procedures are contained in a Joint Directive promulgated within the Navy Department under
OPNAVINST 3430.9 series.

Operation of Naval Radar Equipment. Assignments for operation of Navy and Marine Corps radars are for the
most part less specific as to center frequency in CNO and/or JFP authorization than in the case of other types of
equipment. For this reason, greater attention must be given to operational directives and local coordination by
operating force and shore based commanders. Assignments are authorized on a band or tuning limits basis to
Fleet Commanders and District Commandants. Adjustment of tunable equipments for operation are then as set
forth in JANAP 195. Within CONUS, frequency plans for fixed installations, as well as mobile units within the
jurisdictional area, are the responsibility of the Naval District Commandant. Policy and procedures governing
employment of IFF in conjunction with radar is set forth in JANAP 195 and OPNAVINST 2380.1 series. When
a location is encompassed by the jurisdiction of a Test Range Area Frequency Coordinator, coordination with
such office is also necessary. Operations in a theater under the control of a U.S. Unified or Specified Commander
are subject to such additional instructions as may be issued to minimize interference in the theater, especially as
regards operations within interference range of foreign countries where radar or other allocations may differ from
U.S. allocations or uses.

444 Requests for Frequencies

Prior to the operation of any device intentionally radiating electromagnetic waves, a radio frequency
authorization is obtained from competent authority.

Requests for the assignment of radio frequencies are normally submitted as follows:
o Requests for frequencies by shore activities for use within CONUS are submitted to the COMNAVCOMM

via the Naval District Commandant and additionally, in the case of Naval tenant activities, via the base or
installation commanders concerned.
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o Requests for frequencies in the area of responsibility of a Unified/Specified Commander are submitted via
the chain of command to the Unified/Specified Commander.

o Fleet units based ashore requiring radio frequencies for use at shore installations request frequencies from
the cognizant Naval District Commandant.

o Requests for frequencies to be used by Naval Communications Stations are submitted to the
COMNAVCOMM via the appropriate Fleet Commander in Chief.

Requests for frequencies to meet routine, foreseeable requirements should be received by the COMNAVCOMM in
the format prescribed in Allied Communication Publication (ACP) 190 U.S. Supplement 1, “Basic Armed Forces
(U.S.) Frequency Planning,” at least sixty days prior to commencement of the requirement.

Requests for frequencies to be used within the area of cognizance of an Area Frequency Coordinator (AFC) or
Sub-Area Frequency Coordinator (Sub-AFC), normally should receive comments from the appropriate AFC or
Sub-AFC prior to receipt of the request by COMNAVCOMM or unified commander.

When a requirement exists for a shore based activity, within CONUS, to operate in local civil police, fire, or
emergency nets, the request should list the specific frequency to be employed and should also include a letter of
concurrence from the local civil agency involved.

When a requirement exists for a frequency assignment for a station located on any land or reservation under the
jurisdiction of the Forest Service, Department of Agriculture or the Bureau of Land Management, Department of
the Interior, the date of notification for permission to make the installation on the subject land or reservation,
and the land office from which the notification was received, should be forwarded to COMNAVCOMM with the
request for a frequency assignment.

USN/USMC activities with requirements for the use of 27.575 MHz or 27.585 MHz, in accordance with the
provisions of JANAP 195, should submit requests for authorization to the appropriate Naval District

Commandant.

Requests for renewal of frequency assignments made on a temporary basis should also be forwarded to reach
COMNAVCOMM at least 60 days prior to the expiration of the temporary assignment.

445  Frequency Usage Program

A key part of Navy frequency management is the program of submission and employment of radio frequency
usage reports. Details of action required by field activities in submission of reports are promulgated in the
OPNAVINST 2400.7 series.

4.5 FREQUENCY SELECTION AND ENGINEERING

4.5.1  Planning Factors

The saturation of the limited radio frequency spectrum has been described. Maximum economy in the utilization
of the spectrum is therefore essential in order that vital operations will not be degraded by inefficient
distribution of this resource. The first duty of a requirements planner is to exhaust all possible combinations of
power/emission and sharing of existing frequency assignments in meeting new requirements. Requests for routine,
foreseeable frequency requirements must be submitted with sufficient lead time (60 days desired) so as to
provide adequately for coordination at the Washington level as well as with major Area Frequency Coordinators
(AFC’s). Requests should normally include, in addition to specific frequencies desired and frequency limits if
applicable, the following:

o Type of service
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o Points or areas of intended use

o Maximum power and desired emissions
o Equipment nomenclature

o Hours of operation

o Operations command.

a. This procedure is enumerated in JANAP 195. It is essential that initial requests be detailed adequately,
clearly justified, and indicative of the results of any advance coordination effected by the originator. The latter
might entail an FCC Field Engineer in Charge, FAA Regional Office, Military Test Range Area Frequency
Coordinator (AFC), District Commandant Frequency Coordinator, etc. Advance local coordination, particularly
at commands based overseas, may also include that informally effected with a foreign military liaison officer. The
details necessary to decision making will vary with each individual situation. The originator should consider all
echelons at which the matter will be treated in adjudging items of the standard format and provide extra
amplifying facts as necessary to enhance the coordination process.

b. Communications circuit frequency assignment requests may be for augmentation of existing circuits or
entirely new circuit paths, or may be for temporary periods for experimental work or tactical and training
exercises. Advance direct coordination and subsequent “Viz” or “Copy to” inclusion in formal requests is
dependent upon the chain of command plus other commands that are known to have frequency control
responsibility or established radio services entailing potential mutual interference. The originator and each
command commenting upon a proposal is responsible for adjudging that, if approved, the additional occupancy
of the RF spectrum will not create harmful interference to established radio services. Additionally, justification
of the requirement should be considered at each step in the chain of command processing.

c. Other significant planning factors

(1) Spectrum Limitation. Spectrum limitation is greatest in the HF portion (3-30 MHz) of the spectrum,
especially during the low portion of the solar sunspot cycle. Practically all of the frequencies for point-to-point
Defense Communications System circuits and for long-range tactical communications must be satisfied herein. To
some extent, frequencies (1.7-3 MHz) in the MF band also serve such circuits depending upon terminal locations,
time of day, and local noise variations. The headquarters frequency manager has large numbers of new circuit
frequency requirements to satisfy, many with bandwidth requirements up to 12 kHz. New circuit requirements
originate with the creation of new countries as well as with almost every reorganization or establishment of
military commands and international economic or military treaty bodies. It has been estimated that the demand
upon the HF band has increased by 300 percent in the past 20 years. Multiple assignments and extensive sharing
are “thus inevitable. Users are being placed under increasing national and international pressure to present
justification for retaining all existing assignments in the HF band.

(2) Time and Geographic Sharing. Of the two modes of frequency sharing, time, and geographic,
geographic sharing is the only one practical for many frequency assignments due to the around-the-clock nature
of many operations. This is true in all portions of the spectrum from LF beacons to SHF radars, particularly in
the case of military operations which are either operational 24 hours a day or must be maintained in a constant
state of readiness. Problematical in geographic sharing, however, is the variable nature of radio wave propagation
conditions, especially as regards the ionosphere. These variations may result in periodic harmful interference
among users of the same or adjacent frequencies. Planned geographic sharing is more complex in the case of
mobile operations. Mobile service assignments may be “pooled” in such a way as to ensure increased sharing,
regardless of deployment. This concept is reflected extensively in the latest edition of JANAP 195. “Hubbing”,
the use of assigned complements for a multiplicity of point-to-point circuits emanating from a given source, is
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also employed extensively. Ship-to-shore tactical assignments are further amplified in OPNAVINST 2410.23.
While there has long been an interference problem in the HF band due to propagation variations, expansion of
high powered LF and VLF systems, increased use of high powered radar and radio control systems (UHF and
above), and the advent of space and scatter systems in the VHF and UHF bands increase the probability that
these systems will also cause and/or receive harmful interference.

(3) Assignment Coordination Delay. The time delay in effecting coordination of frequency assignments is
inevitable and creates a real problem of Navy standards of responsiveness. Rapid wartime communications
electronics expansion cannot be restricted by the same delays. The importance of frequency resources in
contingency planning is thus a paramount consideration. The time between receipt of a valid frequency
requirement in Navy headquarters until assignment of a suitable frequency may vary from minutes in less
congested portions of the spectrum to several months in bands of great demand. The amount of time required
for negotiations will depend upon several factors, e.g., does the Navy have authority to use the desired frequency
with similar power and emission in the desired terminal areas, is the intended service allocated on a primary basis
in the desired frequency band, and particularly, does the area of intended use involve a foreign sovereignty with
whom coordination must be effected?

Variations among sovereign administrations as to frequency coordination procedures, as well as the political
atmosphere at any given time, may serve to further compound the problem.

(4) Obstacles to Reallocation. In the best interest of overall spectrum  efficiency, many services in
saturated frequency bands might be shifted to less saturated bands, within the technical parameters of the
operations concerned. This step has been deemed necessary and so ordered in several instances (certain radar and
telemetry bands are recent examples). Opposition to major reassignment or reatlocation actions is quite strong
many times, and justifiably so. A serious consideration involves plant investment. Other primary factors are the
time and budgetary support inherent in design, development, and installation of hardware necessary for a service
to function in a significantly different portion of the RF spectrum. The prospect of having to negotiate new
complements of frequencies for an established service may also be a deterrent to considering major change. The
lengthy time required for negotiation in addition to the loss of latent priority of older frequency assignment
registrations or agreements are further considerations. The severity of this problem may be evaluated by the
extent of involvement in the following areas:

0 Change of Table of Allocation of bands to radio services

International
National
Intra-Military

o Operation of many units of similar equipment; i.e., many required in case of communications.

o Proposed re-accommodation or new service conflicts with expanding authorized service in one or
more regions of the world.

(5) Communications. Frequency spectrum congestion and expanding communications requirements within
the foreseeable future dictate the need for optimizing tuning resolution capability and maximum practicable
frequency stability in radio communications equipment. Navy communications equipment currently being
developed for operation in the 14 kHz to 2 MHz range, the 2 to 30 MHz range and the 225-400 MHz range shall
have the capability to tune in accordance with the latest standards and instructions.

(6) Other Electronics. Certain OPNAV Instructions have been promulgated which require all electronic
equipment design agencies to consider the elimination or reduction of interference in the design of equipment
under their cognizance. In an effort to provide interference free operation as well as efficient utilization of
frequency bands allocated for radar use, minimum radar engineering design requirements have been developed
and set forth in MIL-STD-469.
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d. In order to select frequencies for new equipment with the object of avoiding interference, the planner

should have information on other users of the spectrum. The following publications may be consulted to obtain
the required information:

o International Frequency List (IFL): Seven periodically updated volumes.

o IRAC Station List: Six periodically updated volumes.

o FCC Non-Government Station List: Nine volumes.

o U.S. Military Joint Radio Frequency Allocation Plan, JANAP 141.

o National and International Allocation Tables.

o Navy Master Copy, JANAP 195.

o Navy Master Frequency Clearance and Authorization Record (updated daily, complete master index).

o Quarterly Usage Report IBM Extracts.

o Frequency Coordination Card Files.

o Files of IRAC (FAS) Dockets.

o Interference Report Case Files.

o Frequency Lists of Unified Commanders and Joint Missile Test Ranges (PACOM FAU, EUCOM FAU,
PACMISRAN, etc.).

452  Technical Factors

Frequency engineering can be thought of as the technical component of spectrum management. It may be
defined as the process of selecting specific frequencies or bands of frequencies to be used for the performance of
specific communications electronics services or functions. The selection of frequencies within the requirements of
a particular system or equipment is primarily based on the goal of interference-free operation of all systems in
the electromagnetic environment.

Other important considerations are conservation of the electromagnetic spectrum and future frequency
requirements of the system.

a. Class of Service Considerations. The selection of a frequency band for a specific circuit is generally
determined by the transmission properties of the band, the availability of frequencies within the band, the type
of equipment available, and other factors. Selection criteria for the various bands have been documented in
DNC-14 series, NAVELEX 0101,103, and other service publications, engineering texts, and papers. A brief
discussion of the various bands follows.

b. Propagation Characteristics. Table 4-1 depicts the propagation characteristics of the various portions of the
RF spectrum. Essentially, both sky waves and ground waves are generated at any frequency from almost any
antenna. However, one or the other may be so minute as to be negligible. Along the earth’s surface, the
maximum distance a ground wave is effective is inversely proportional to the wave frequency. Also, ground waves
undergo deviation from normal straight line travel by lower atmosphere refraction, bending of waves through a
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Table 4-1. Propagation Characteristics of the RF Spectrum

PROPAGATION
BAND CHARACTERISTICS TYPICAL USES
Below 3
kHz ELF Same as LF Very long distance point-to-point
(greater than 1000 nautical miles)
3-30 VLF Same as LF, except attenuation Very long distance point-to-point.
kHz equally low, day or night; reliable Fleet broadcast communications
30-300 LF Primarily ground waves low attenuation, Long and medium range (50 to 1000
kHz reliable, daytime absorption of sky waves nautical miles, point-to-point commun-
greater than at night ication, marine, Navaids
300-3000 MF Ground waves but some ionospheric sky Broadcasting, marine communications,
kHz waves, attenuation of sky waves low at Navaids, harbor telephone, medium
night and high in daytime. Subject to and short range
ground-sky wave interference for dis-
tances less than 500 nautical miles.
3-30 HF Transmission over great distances, Moderate and long distance commun-
MHz depending on ionosphere. Varies greatly ications of all types
with time of day, season, frequency and
portion of solar sunspot activity cycle.
Subject to ground-sky wave interference
at short distances
30-300 VHF Sporadic ionospheric effects occur during Short distance, line-of-sight commun-
MHz high portion solar cycle ication, television, FM broadcasting,
Navaids, radar, over-horizon “‘scatter”
communications, aero-Navaids
300-3000 UHF Same as EHF Short-distance communication, radar
MH:z television, aero-Navaids, point-to-point
relays, over-horizon “scatter”
3-30 SHF Same as EHF Short-distance communication, radar,
GH:z point-to-point relay systems, Navaids,
satellite relays
30 EHF Substantially straight line propagation Radar, radio-relay Navaids
GHz analogous to that of light waves. Unaffected
by ionosphere
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particular propagation medium, diffraction (phenomena of waves bending around objects) and propagation along
the curved surface of the earth because of the earth’s conductivity, property of matter which enhances
propagation of electromagnetic waves; all of which extend the distance of propagation beyond the line-of-sight
distance. Sky waves undergo travel deviation in the atmosphere to varying degrees as a result of refraction,
scattering, and absorption.

The ionosphere, a region of the upper atmosphere approximately 40-250 miles above the earth’s surface,
formed primarily by the ionizing effects of the sun’s ultraviolet light. It is possible to predict to some degree
the intensity of the ultraviolet light radiated by the sun, hence, the degree of ionization and the behavior of
radio waves which use the ionosphere as a propagational media. Cosmic rays, X-rays. meteors, and actual particle
radiation from the sun also have an effect on the ionization of portions of the ionosphere. At times this
ionization is sufficiently great to cause disruption to long distance radio communications.

For a given operation, frequencies calculated as capable of propagating along the particular path should be
selected from an authorized resource such as JANAP 195. The high frequencies required for long-range
communications and data circuits will vary according to time of day, season and portion of the solar activity
cycle; therefore, such circuits inevitably will have several frequencies assigned as a complement to provide for 24
hour operations.

There is significant use of both manual and computerized ionospheric predictions, long and short term, in the
design, planning for, and operation of radio communications systems. Long-range predictions are published by
countries such as Great Britain, Canada, Japan, and the United States. The real-time requirements of traffic
control centers dictate that some way be found for updating the long-term predictions used in assigning
frequency complements. Related projects and planned advanced naval communications complexes are oriented
toward meeting this need.

c. Phenomena Of Naturally Caused Interference. Precipitation static and atmospheric, solar. and cosmic
emissions all have an adverse effect upon the signal level required to receive intelligence. Atmospheric effects are
predominant for communications where frequencies below 20 MHz are involved. For frequencies above 20 MHz,
receiver set inherent noise and cosmic emissions become predominant, and solar effects are noticeable. Cosmic
emissions that penetrate the atmosphere generally interfere only in the 20-100 MHz range in quiet (low set noise)
receivers at quiet locations. Solar emissions that penetrate the atmosphere are noticeable only on sharply beamed
antennas during periods in the earth’s rotation when such antennas are on particular bearings relative to the sun
and affect all frequencies above UHF. Precipitation static and atmospheric phenomena result from electrostatic
storm disturbances (thunderstorms) in the earth’s atmosphere causing interference in bands utilizing ground and
sky-wave propagation. Atmospheric effects are transmitted long distances via the ionosphere, losing intensity
through attenuation. The effects originate primarily in the tropical zones and cause relatively little interference in
the polar zones.

d. General Communications Service Characteristics

(1) Fixed Service. Frequency requirements for fixed services are related directly to distance along great
circle paths between fixed earth terminal points. Long distances dictate the use of high frequencies where
propagation is predominantly by sky wave (ionospheric layer reflection). Intermediate distances of 15-1000
nautical miles dictate the use of MF and LF where there are both sky and ground-wave propagation modes.
Upper UHF and mid SHF bands previously limited generally to line-of-sight are now applicable to certain long
haul applications through the development of microwave relay systems. Fixed paths are conducive to planned
geographic sharing within the variations of natural radio wave propagation phenomena.

(2) Mobile Service. Frequency requirements for mobile services are related to a wide range of distances
and also to the nature of the Mobile Service (Maritime, Land, Aeronautical). Long and medium distances dictate
use of MF and HF. UHF above 60 MHz is best for land or sea short distance communications, while VHF/UHF
is used for aeronautical short distance communications. Except for broad parameters, the mobile services are not
particularly conducive to planned geographic sharing, especially when potential long distance requirements dictate
the use of HF, which would increase the probability of harmful interference to other services.
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(3) Broadcast Service. Frequency requirements are related primarily to the maximum effective coverage
desired. This service is intended by definition, for the reception generally by the public throughout areas
specified in the authorizations (licenses) for each station to which a frequency is assigned. Internationally, radio
and television broadcast service stations use frequencies ranging from 150 kHz to over 800 MHz. The Navy’s
Fleet Broadcasts have corresponding requirements to serve all Fleet units within given Fleet Broadcast Areas,
although recent state of the art and tactical developments have introduced improved VLF applications. Predicted
coverage of broadcast service transmissions supports both time and geographic sharing of frequencies to a limited
extent. Standard Time and Frequency Broadcast assignments of specific frequencies follow the same selection
criteria; therefore, these assignments are widely promulgated.

(4) Radiolocation Service. Applications of radiolocation services are basically line-of-sight in nature. Of
primary concern to the Navy frequency manager are the many radar, radio-command-control (drone) and similar
requirements that demand broadband portions of the VHF, UHF, and SHF bands. To a lesser extent, some
portions of the HF band are utilized for distance measuring and surveying equipments, such as LORAC and
RAYDIST.

(5) Radionavigation Service. Two distinct services, Maritime Radionavigation and Aeronautical
Radionavigation, are identified under this service category. These systems (Radio Direction Finding (DF), FM and
Radar Altimeters, Navigational Radar, Homing Beacons, TACAN, LORAN, OMEGA, etc.) employ a variety of
transmission characteristics and distance capabilities and require frequency support ranging from VLF to SHF.
Band allocations have been established, due to safety-to-life considerations. on a national and international basis
and may be appropriate for sharing with other services with the condition that harmful interference is not caused
to the Radionavigation Service.

For Maritime Radionavigation, several LF and MF bands serve the beacon and position fixing requirements.

For Aeronautical Radionavigation, requirements are as follows:

o Homing Beacons:

Long range at the lower end of MF band (about 300 kHz adjoining Maritime Radionavigation
beacons).

Short range at mid-VHF
o TACAN: 960-1215 MHz.
o Altimeters: Near 1700 and 4300 MHz.

o Radar: For air traffic control, ground control approach, tracking, etc., several portions of the
spectrum in the upper end of the UHF and in the SHF band.

(6) Telemetry And Space Service. Telemetry is usually further identified with another service designation
with which the operation is associated, such as Meteorological, Space, Oceanographic, Aeronautical, etc. Nearly
all the requirements are line-of-sight and are met in several ranges of frequencies in the SHF band.
Distances involved in some ocean buoy to shore transmission require high frequencies. Special frequency
allocation provisions in the crowded HF communications bands are under consideration at the international level.
Reflected in the International Table of Frequency Allocations, are expanded provisions for space research and
communications operations.
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4.5.3 Considerations for Frequency Selection for EMC

The selection of frequencies to provide the most reliable and least interfering transmission for those locations
having multiple transmitter-receiver configurations requires consideration of many factors. Numerous methods of
selecting frequencies for specific service type have been devised, based on various interference criteria, e.g.,
interference margins, mutual interference matrices, etc. These will be discussed in greater detail in subsequent
chapters of this document. Because of the complexities of multiple collocated equipment, many of these
methods have been conceived for use with automated, data processing equipment. Also, because of the random
nature of both the propagation medium (particularly for HF service) and the equipment coupling mechanisms,
the use of statistical techniques has become common. Paragraph 1.5 describes the services provided by the DOD
Electromagnetic Compatibility Analysis Center in the area of frequency assignment and selection. Important
considerations are listed as follows:

a. The determination of susceptibility to emissions of all systems in the electromagnetic environment.
b. The determination of transmitter-receiver frequency separation requirements.

c. The determination of geographic space separation requirements for combinations of systems-equipments
(interference predictions).

d. The determination of frequency groupings or channelizations to satisfy the separation requirements and to
minimize intermodulation products and spurious outputs and responses.

e. A guard band,several RF channels wide,may be established between transmitting and receiving frequencies.
If the radio sets used have numerous spurious outputs and responses, a simple guard band may be insufficient.

f. Adjacent channels should not be used by receivers in the same installation. If the wanted signals for two
receivers are of widely different magnitude, it may be necessary to separate the two signals by more than one
channel. Some radio sets may require frequency separation of more than one channel.

g. Re-use of the same frequency at other locations depends on the transmission properties of the frequency
bapd in question. Some channels or channel groups in the HF band are set aside for long-distance, high-powered
clear channels, and others are re-used at more frequent geographic spacing for low-powered, short-distance
transmission.

h. For duplex operation provision should be made for wide frequency separation between any transmitting
frequency and any receiving frequency at the same site. However, widely separated frequencies are not always
available.

i. Frequencies should be selected so that the frequency difference between any pair of frequencies is unlike
the difference between any other pair. In some cases, the specific operating frequencies can be chosen so that no
third-order product frequency coincides with a receiving channel frequency at the same or a nearby site.
Frequencies selected in this manner may result in a setup that is inflexible.

j. Sets of channels that can be used without third-order intermodulation difficulties are listed in table 4-2. It
is assumed in the table that the frequency spacing between consecutively numbered channels is a constant;
therefore, the difference between channels 1 and 2 is the same as the difference between channels 2 and 3, etc.
This table is applicable throughout the spectrum, if the frequency spacing between channels is kept constant
during the selection of frequencies at any one installation. In the use of this table, any single constant can be
added to all channels in a given set; therefore, if three channels are wanted, these may be 1, 2, and 4, or 71, 72,
and 74; 1, 5, and 7, or 31, 35, and 37; etc.
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k. Often it is unnecessary to crowd the channels together. Crowding increases the likelihood of interference
through the lack of selectivity in the radio equipment or because of spurious- output and response. Channel
assignments spaced farther apart and not having third-order interference can be obtained in either of two ways.
First, a set of channels can be chosen from a larger set in table 4-2. For example, if six channels are wanted,
they could be chosen from the set that has ten channels. One such selection might be channels 1, 12, 27, 40, 48,
and 62. Second, the table can be modified by multiplying the channel differences by any whole number.

1. The channel selection groups in table 4-2 can be used to select frequencies for duplex operation by taking

two equal subgroups from any one set in the table. In addition to the sets of frequencies given in the table,
other sets exist that are free from third-order interference.

Table 4-2. Sets Of Channels Having No Third-Order Interference

Number of channel assignments* Channel numbers

3 1,24,

4 1,2,5,7

5 1,2,5,10,12

6 1,2,5,11, 13,18,

7 1,2,5,11,19, 24,26

8 1,2,5,10, 16, 23, 33, 35

8b 1,2,8,12,27,50, 78,137

9 1,2,5, 14, 25,31, 39,41, 46

10 1,2,8, 12, 27, 40, 48, 57, 60, 62

11 1,2,5,11, 23,39, 59, 70, 78, 83, 85

12 1,2,5,11, 23,39, 64,84,95,103,108,110

13 1,2,5,11, 23, 39, 53, 80,100, 111, 119, 124, 126

14 1,2,5,11, 23,39, 53, 88,115, 135, 146, 154, 159, 161

15 1,2,5,11, 23, 39, 53, 88, 120, 147, 167, 178, 186, 191, 193

16 1,2,5,11, 23,39, 53, 88,117, 149, 176, 190, 207, 215, 220, 222

17 1,2,5, 11, 23, 39, 53, 88, 117, 157, 189, 216, 236, 247, 255, 260
262

18 1,2,5,11,23,39,53, 88,117, 162, 202, 234, 261, 281, 292, 300
308, 307

19 1,2,5, 11, 23, 39, 53, 88, 117, 162, 217, 253, 293, 325, 372, 383
391, 396, 398

21 1,2,5,11, 23,39, 53, 88, 117, 162, 224, 279, 315, 355, 387,414
434,445,453, 458,460

22 1,2,5,11, 23,39, 53, 88, 117, 162, 224, 321, 376, 412, 452, 484,
511, 531, 542, 550, 555, 557

23 1,2,5,11, 23,39, 53,88,117, 162, 224, 304, 401, 456, 492, 532,
564,591, 611, 622, 630, 635, 637

24 1,2,5, 11, 23, 39, 53, 88, 117, 162, 224, 304, 361, 458, 513, 549,
589, 621, 648, 668, 679, 687, 692, 694

25 1,2,5,11, 23, 39, 53, 88, 117, 162, 224, 304, 358, 415, 512, 567,

603, 643, 675, 702, 722, 733, 741, 746, 748

* Each set of channels has one pair of adjacent channels: Nos. 1 and 2. To avoid using adjacent channels
omit No. 1 or No. 2
b This set has neither third-order nor fifth-order interference.

AUGUST 1971 4-17






NAVELEX 0101,106

CHAPTER 5

FUNDAMENTALS OF EMC/RADHAZ

5.1  BASIC EMC CONSIDERATIONS

In analyzing the EMC effects of an installation there are many potential sources of interference; these are
discussed in subsequent paragraphs to assist in the EMC analysis.

Any circuit, device or equipment carrying an electric current must be thought of as a potential source, or
receptor of emissions. Figure 5-1 shows the three basic components of an interference situation; the interference
source or generator of the undesired signal, the transfer medium or coupling mechanism, and the receiving
element or susceptible device exhibiting the undesired response.

Compatibility is achieved by: minimizing the generation of potential interference emission at the source,
minimizing the transferred signal by isolation, shielding, and other techniques, designing the receiving element to

be non-susceptible to the emission; or combinations of the preceding.

5.1.1 Interference Generation

Interference-causing signals are associated with time-varying electrical or magnetic fields directly related to rates
of change of currents with time. A source producing current changes generates either periodic signals, impulse
signals, or a signal which varies randomly with time.

Generally, interference-causing signals may be grouped into two categories, narrowband or broadband (random
and impulse).

Typical sources of random signals are fluorescent lamps, thermal noise, and atmospheric noise; typical sources of
impulse signals are switches, ignition devices, and power lines.

Pulsed signals represent one of the most common sources of EMI. The more rapid and abrupt the rise and fall of
the pulse, the greater the likelihood the interference will be generated over a broader frequency spectrum.

Random and impulse type signals are similar, in that they are distinguished by the partial or completely
overlapping nature of the random signals versus the distinct individual pulses characterizing impulse noise.

As mentioned previously, potential interference signals may also be periodic in nature. Periodic signals are
characterized by a systématic or cyclic repetition of the amplitude variation with time. Typical sources are
oscillators, communications transmitters, and radar transmitters. Although all potentially interfering signals can
most obviously be thought of as functions of amplitude versus time, each can also be equivalently thought of as
a function of amplitude versus frequency. Often attenuation and other propagation phenomena between the
interference source and victim device are different for different frequency components of the interference signal.
Most significantly, the response of many devices to interfering energy is a function of frequency.

5.1.2  Interference Sources

Interference sources may be classified into two broad categories: natural and manmade. The latter can be
subdivided into functional sources and incidental sources.

Functional sources of interference refer to equipments having the intentional generation of a useful signal as their
prime function. Communication and radar transmitters, oscillators, and signal generators are examples.
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All radar and communications transmitters, radionavigational systems beacons, etc., intentionally radiate signals
for the purpose of conveying information. These signals are potential major sources of interference to receiving
devices in the electromagnetic environment. There are three major types of potentially interfering signals from
functional sources: intentionally radiated signals, harmonically related spurious emissions and non-harmonically
related spurious emissions.

a. Functional Sources. A typical example is transmitter-generated signals. Several basic sources of spurious
frequencies exist within a transmitter. These basic sources emit spurious radiation that can be divided into:

o Harmonics of the transmitter fundamental (f 0).

o Harmonics of the transmitter master oscillator frequency (f o)- These outputs will occur between
harmonics of f_ for those transmitters having a master oscillator frequency below the fundamental frequency.

o Nonharmonically-related outputs (for example, those that occur in a magnetron).
o Noise.

Although each of the listed types of spurious radiation exists, it can be stated that in all except high-power
transmitters, the noise level is generally not significant relative to the other three types.

In the first two types of spurious radiation (the harmonically-related spurious), these signals are primarily
generated from oscillator and multiplier stages of the transmitter, from power amplifiers, and from mixer or
frequency synthesizing stages of the transmitters.

In some transmitter systems, a mixer is used to generate the system fundamental output frequency or a
submultiple thereof. When this is the case, spurious emissions are generated in the mixer. To illustrate what
specific frequencies are generated, consider as an example the generation of a transmitter fundamental frequency
in a transmitter-receiver system which uses the local oscillator in both the transmitter and receiver sections. If the
fundamental output from the transmitter is (f1 + fLO), where fLO is the local oscillator frequency and fl is a
crystal oscillator frequency, then signals are generated at (f; - fLO), (2f, + fLé))’ (f + 2fLO), etc. due to the
nonlinearities of the mixer. From this example, it can be seen that many spurious signals are generated and,
hence, tuned circuits are required following the mixer stage in order to attenuate the undesired frequencies. For
most equipments, these spurious or harmonic signals must be investigated and attenuated if found to cause
interference.

Harmonically-related spurious emissions generated by the methods just described, along with high-power
fundamental frequencies of any nearby transmitters, can generate adjacent and co-channel interference in
receiving systems. Usually, direct co-channel signals (without intermodulation or mixing occurring) can be traced
to spurious emissions, rather than from the fundamental of a distant transmitter, since frequency allocation plans
usually prohibit co-channel operation unless the channels are on a time-sharing plan.

It should be pointed out that when discussing spurious emissions, in the form of harmonics of the transmitter,
the receiving devices to be considered include intentional receivers of electromagnetic energy as well as other

devices that are susceptible to the effects of electromagnetic radiations.

Basically, nonharmonically-related spurious emissions are generated primarily from high-power oscillator sources
such as magnetrons used in radar transmitting systems.

b. Incidental Sources. This type of interference is associated with all equipments or devices which do not
generate a useful signal as their prime function. Some of the more important sources include:

o Switching devices
o Ignition systems

o Rectifiers and regulators
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(]

Brush and commutator type electrical machinery
o Power lines

o Fluorescent and other gas filled lamps

(]

Welding devices
o Industrial equipment, e.g., RF heaters
o Arcing and corona.
A brief discussion of the interference characteristics of some of these devices follows.

(1) Switches. All switches cause essentially the same types of interference whether electrical,
thermostatic, electromechanical or electronic in operation. The switch is essentially a device that can abruptly
change its electrical impedance from zero to infinity or from infinity to zero. This sudden change causes current
and voltage transients throughout the circuit resulting in generation of broadband emissions which may cause
interference. In the case of manually actuated electrical switches, the emission produced is generally of relatively
short duration unless there are capacitors or inductors in the circuit. Usually such emission is not repetitive or if
it is, repetition is at a slow or irregular rate. Switching interference is more severe when large current values are
involved because arcing across switch contacts when making or breaking circuits greatly intensifies the
interference in both level and duration.

Electromechanically actuated switches such as relays, vibrators, and buzzers create exactly the same type of
broadband emissions as do manually actuated switches, but usually at a faster rate. Repetitive interrupters, such as
vibrators, produce the same broad spectrum emission on a continual basis.

Thyratrons and similar gaseous discharge tubes are frequently utilized for switching purposes because of their
extremely fast operating time. Because of this fast operating time, however, such tubes create very substantial
amounts of interference, particularly when handling large currents. Thyratrons having turn-on times in the order
of 1 u sec are quite common. Just as with manual switches, thyratrons being operated infrequently can cause
considerable broadband interference, though only for a relatively short time duration. Thyratrons, when
discharged repetitiously at a high rate, such as when used for the control of motors and other equipment, can
create very intense broadband interference on a continuous basis.

Silicon-controlled rectifiers are related to the transistor in much the same manner as the thyratron is related to
the triode. These devices are capable of handling substantial amounts of power and are either nonconductive or
conductive, depending upon their bias. When triggered, the controlled rectifier reaches its maximum state of
conductivity very rapidly. The result is the production of a wide band of electromagnetic interference. Because
controlled rectifiers are often used as repetitious switching devices in static inverters and power converters. they
can be a continuous source of broadband interference.

(2) Ignition Systems. Ignition systems are strong producers of EMI characterized by high-amplitude,
short-duration pulses which exhibit broadband properties. The sources within an ignition system known to
produce interference signals are the breaker points, spark-plug wiring, distributor, generator and voltage
regulator. These signals can generally be regarded as being of the impulse type.

Figure 5-2 shows a typical spark-plug voltage waveform from an automobile ignition system. Illustrated are the
points along the wave at which the automobile distributor points open, the position at which the spark-plug gap
ionizes and fires, and the position at which the distributor points close. Also illustrated on the waveform are the
two major components of the ignition spark, the capacitive and inductive components. To determine the
contribution to interference by each component of the ignition spark, an examination of the current during each

AUGUST 1971 53



NAVELEX 0101,106

phase of the pulse waveform is required. The current associated with the capacitive component of the wave is
highly oscillatory and covers a wide frequency range from HF through UHF. Hence, the major source of
interference from the ignition system is due to the capacitive component of the ignition spark. The inductive
component contributes a negligible amount to the interference being radiated except possibly at the lowest
frequencies emitted. Restrictions on the use of vehicles at installations are issued by the activities.

(3) Rectifiers. Rectifiers have been described as nonlinear circuit elements having the property of
passing a greater current in one direction than in another.

Rectifiers can produce at least two types of interference: harmonic and broadband. Harmonic interference is
generated as a result of the nonlinear characteristic of a rectifier. The signals produced include the applied
frequency, its harmonics, and associated intermodulation products. These often extend over hundreds of
megahertz throughout the spectrum. When an applied signal is nonsinusoidal in waveform or of high frequency,
the cutoff time of the rectifier becomes very short, and it generates broadband emission.

Mercury vapor and gaseous-type rectifiers can generate interference because of the manner in which they
function. The continual establishment of new conduction paths through mercury within the tube and the
continual breakdown of existing paths, all with considerable arcing, create interference in addition to the usual
harmonic and switching type interference produced.

(4) Electrical Equipment. Electrical equipment constitutes a serious source of broadband as well as
narrowband interference. Broadband emission is generated during the commutation process by the brushes and
the armature, arcing in bearings, friction between moving parts, internal arcing, and control windings.
Narrowband emission arises from poor machine symmetry causing the generation of harmonic frequencies.

Brush-type motors are the most offensive generators of potential interference of all the types of rotating
machinery. Machines that use sliprings, such as induction motors and alternators, produce emissions that are
generally much lower in amplitude relative to those produced by the brush-type motor. The most commonly
used brush-type motor is the universal motor. This motor has the convenient ability to run on either AC or DC
with similar characteristics (provided both stator and rotor cores are laminated). Because of their rotation speeds
(1500 to 15,000 r/min) and their versatility, these motors are used in a number of domestic as well as industrial
jobs. Portable electric drills, saws, and sanders, as well as electric shavers, fans, blenders, clocks, and a host of
office appliances all make use of universal motors.

Basically, the emissions generated by these sources can be considered random, since the emissions are generally
high-speed impulse-type signals. The frequency output of a brush-type motor ranges from 10 kHz to 1000 MHz.

The devices should not be used in the vicinity of electronic equipment unless they comply with applicable EMI
requirements, such as those specified in MIL-STD-461 .

(5) Power Lines. A source of impulse noise with a high duty cycle that is generally important only at
frequencies below 100 MHz is a power line. Power lines generate 60 or 400-Hz noises in receiving systems
primarily due to malfunctions, faults in insulating material, or loss of line insulation. Discontinuities in a power
line, a prime source of corona emissions, can be found at the high-power insulator tie-off points along the line. It
should be emphasized that power line emissions can become extremely important if discontinuities or
malfunction along the line occur. Requirements for control of radiated emissions from overhead power lines on
Naval installations are detailed in MIL-STD-461. In addition, care should be exercised in adhering to minimum

separation from commercial power lines, such as presented in other Naval Shore Electronics Criteria Handbooks.

(6) Fluorescent and Other Lamps. Fluorescent lamps, mercury vapor lamps, sodium lamps, and neon
signs are known causes of interference. Fluorescent and neon lamps produce pulse-type interference which may
be conducted by and radiated from the power supply circuit. Mercury arc lamps and sodium lamps produce
arc-type (impulse) radiation. In these last two types of lamps, the energy level is high due to the high currents
and voltages required for operation. Usually, line filters and shielding are required for use in all such installations.
The generated interference from these sources has been shown from tests to be most severe at frequencies below
10 MHz.
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(7) Natural and Inherent Sources of Interference. These refer to phenomena originating in the earth’s
atmosphere and beyond, and to the noise inherent within electronic equipments. These do not generally cause
interference in equipment other than sensitive communication and radar systems because of the limited power
levels associated with natural sources. CCIR Report No. 322 provides information for determining natural

emission levels and is useful in performing EMC site surveys.

(a) Atmospheric Interference. Atmospheric effects are erratic in character, consisting of short,
randomly recurring pulses completely without regularity in phase or amplitude, and energies not confined to a
particular band. The average power level is relatively constant during any given hour although it may vary
considerably over a longer period of time. Atmospheric fluctuations depend on such things as frequency, time of
day, season, location, and weather conditions.

Atmospheric emission occurs predominantly in frequency regions below 50 MHz and it dominates all other
natural interference sources below 30 MHz. It is usually the limiting factor in communications within this
spectrum and decreases rapidly above 30 MHz. Figure 5-3 shows typical daytime and nighttime atmospheric
emission levels as measured by a ground antenna.

Reception of atmospheric emissions may be reduced by decreasing antenna beamwidth, sidelobe level, and
response bandwidth, while increasing antenna directivity and transmitted power. The values presented on figure
5-3 are typical for tropical ground stations.

(b) Cosmic Interference. Cosmic emission originates beyond the earth’s atmosphere and is
generated, to some degree, in all areas of the universe. Like atmospheric emission it consists of short, randomly
recurring pulses completely without regularity in phase or amplitude, and its energy is not confined to a
particular band. The cosmic signal intensity varies with celestial longitude and frequency. On the surface of the
earth, cosmic-caused interference is effectively confined to UHF and VHF frequency regions because of
absorption and reflection of other frequencies. The true intensity range of this phenomena above ionosphere
shielding is as yet unknown for lower frequencies. It is most prevalent below 250 MHz, while solar-caused
interference extends beyond 30,000 MHz. Major sources of galactic phenomena are the Milky Way and the sun.
By using narrow bandwidth antennas and the highest frequency, interference from these sources can be greatly
reduced. Figure 5-3 indicates typical values of cosmic power levels measured by a skyward-directed,
high-resolution antenna.

(c) Solar Interference. Solar radiation emanates from sources located in the chromosphere and
corona of the sun. The sun behaves, however, very much like a black-body radiator at 60000 K for frequencies
in the infrared and visible light spectrum, although it emits considerably more radiation than can be accounted
for by black-body analysis at lower frequencies. The lower frequencies are generated in the corona and the higher
frequencies in the chromosphere, with both contributing radiation at intermediate frequencies. Because the
source location varies in surface depth, the apparent temperature for each frequency also varies accordingly. The
intensity of solar radiation fluctuates with a periodicity of weeks or months and corresponds to sunspot activity.
It increases during periods of sunspot activity and decreases when there is less sunspot activity. These periods of
increased radiation last several days at a time. At such times, interference levels may be 10 to 20 dB greater than
the normal level of a quiet sun. At lower frequencies, solar radiation does not fluctuate as much as it does at
high frequencies. Radiation is first noticed at the higher frequencies; afterwards, at the lower frequencies. The
radiation generally occurs in bursts that are greater in intensity than the general background interference level.
The radiation accompanying these storms is strongly circular in polarization. Accompanying solar flares are
outbursts that last several minutes and increase the emission level of the sun by many orders of magnitude.
Sometimes the frequency spectrum of these outbursts is quite wide and involves the major portion of radio
frequencies now in use. Figure 5-3 shows power levels for an active, quiet, and violent sun. These levels were
determined for an antenna oriented toward the sun with a beamwidth nearly equal to the solar diameter.
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(d) Galactic Point Sources of Interference. Discrete emission sources of extraterrestrial origin have
been observed since 1946. When a source is sufficiently small, it is considered a point source. Most point sources
are termed radio stars, but have not yet been shown to correspond to actual optically visible stars. Usually, if a
source subtends an angle less than one degree, it is considered localized, and if more than one degree, an
extended source.

Many radio stars have been discovered in the last decade since the advent of radio astronomy. The use of
low-noise receivers increases the possibility of discovering more radio stars Only a few of these sources, however,
emit electromagnetic energy of sufficient magnitude to warrant consideration as important sources of background
interference to present receiving systems. The levels detected from five of the more important radio stars are
shown on figure 5-3. The values used were converted from flux density to power, assuming an effective capture
of one square meter.

(e) Inherent Sources of Interference. This source of interference enmergy was described as
self-generated noise within the receiving system. Generally, this noise can be traced to thermal noise, shot noise,
partition noise, flicker noise, collision ionization, and induced noise.

Thermal noise is primarily caused by agitation of electrons due to heating, while shot noise is due to the random
emission of electrons from a cathode. Partition noise primarily arises in pentodes from the random fluctuations
in the current division between the screen and the plate. Flicker noise is due to the spontaneous emission of
particles from an oxide-coated cathode (usually more noticeable at low frequencies) and collision ionization
refers to a random noise generated by the ionization of a few gas molecules which remain in a vacuum tube or
are present in a gas-filled tube. Induced noise is prevalent primarily at ultra-frequencies and is a random noise
generated from fluctuations in the induced current in the electrode leads of a tube.

Each of the previous noise descriptions has been applicable to tube-type noise. However, many of the noises
described are also found in semiconductor systems. A transistor emits thermal noise and random noise due to the
random motion of majority carriers crossing emitter and collector junctions. Also, a partition effect due to the
fluctuations in the division of current between the collector and base is generated. The noise power in a
transistor is inversely proportional to frequency, and is dependent on the quiescent conditions of the
semiconductor material.

5.1.3  Transfer Medium

Paragraph 5.1.1 provided information on the nature and sources of interference-causing signals. To cause
interference, a potentially interfering signal must be transferred from the point of generation to the location of
the susceptible device and may occur over one or several paths. Basically, there are only two modes of signal
transference, conduction or radiation.

a. Conducted Emission. Conducted emission refers to signals that are transferred over common
interconnections between a source and a receiving device, i.e., wiring, cabling, or any metallic structure. A
complete circuit path is necessary for this to occur, that is, there must be a direct connection between two
circuits, and in addition, a return path. The return path can be via a lead wire, a mutual impedance, or a
common ground plane or return. Undesired signals coupled by ground loops or by common connections are
especially prevalent. Figure 5-4 shows a source coupling to a receiving device by conduction through common
power supply wiring.

The propagation of conducted emission generally conforms to conventional circuit theory. The magnitude of a
resulting current, therefore, depends on total loop impedance and the voltage sources within the loop.

(1) Circuit Coupling. Two circuits are said to be mutually coupled whenever voltages or currents in one
circuit produce corresponding voltages or currents in the other circuit.
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The sharing of a wire or a junction point between two or more circuits can result in common impedance
coupling, wherein current in one circuit causes a voltage to appear in another circuit. The interference voltage
level so produced is dependent upon the magnitude of the common impedance. Thus, circuits characterized by
high impedances (and low current levels) are highly susceptible to interference.

Every portion of a circuit has capacitance between it and every other portion, so that any voltage variation
within the circuit tends to produce current through these capacitances. Two conductors in close proximity, for
example, will have a capacitive reactance between them, whose effective value varies with the distance between
the conductors, their size, and the frequency of the interfering signal. Note that the effect of capacitive coupling
increases with increasing frequency. The interposing of a shield (or using shielded wires in the case of conductors
in proximity) will attenuate the current flow, but will not eliminate the capacitance.

Since the various circuits in any equipment exist as closed loops, mutual inductances are present which act as the
mechanism for interaction between the loops. This interaction between loops is called inductive or magnetic-field
coupling and may be thought of as a transformer action between the interference source and the sensitive circuit.
Thus, where a current variation occurs in one circuit, a varying electromagnetic field is produced which induces a
voltage into any other circuit loop linking the flux of the field. The amplitude of the induced voltage is directly
proportional to the area of the circuit loop which encloses the flux from the first circuit. Circuits characterized
by low impedances (and high current levels) are particularly susceptible to magnetic field coupling. Note that the
effect of inductive coupling increases with increasing frequency. The interposing of a shield or the repositioning
of the circuit elements or wiring can reduce inductive coupling to zero.

The coupling effects described, although actually classed as transmission by radiation, are analytically described
using the methods of circuit analysis. In those cases, however, where the separation distances become relatively
large compared to the circuit coupling elements, circuit analysis equations become invalid, and exact relationships
must be obtained through the use of electromagnetic field theory.

b. Radiated Emission. Electromagnetic fields are produced by time-varying currents through circuit elements,
and are radiated outward from the elements according to the laws of wave propagation. Interference occurs when
the radiated field encounters other circuit elements, causing currents that produce unwanted effects to be
induced in them. Since both the source, or radiating element, and the receiving element can be thought of as
antennas, the transfer mechanism can be analyzed by considering the basic properties of antennas, their
corresponding electromagnetic fields, and the effects of the propagation medium on the radiated signal.

It has been found that, in order to define the properties of the field produced by an infinitesimal antenna
element, the space surrounding the antenna can be divided into two major regions, the near field and the far
field, as illustrated in figure 5-5. The near field region is subdivided into the static field region and the induction
field region.

The static field exists in the volume immediately surrounding the element. and is so called because the field
energy in this region remains static, in a manner similar- to the energy stored in the field of an inductive coil. The
field intensity in this region varies as _r%' where r is the radial distance from the element.

The induction field region exists further out from the antenna and is characterized by the cyclic outward and
inward flow of energy as the field expands and collapses. The field intensity in this region varies as 37

The static and induction fields make up the near field region. The energy within this region is mainly reactive
where no net outward flow of energy takes place. The relative shape of the antenna field pattern may vary
appreciably from point-to-point.

At distances relatively far from the antenna element, the propagated energy can be regarded as existing as
uniform plane waves having only transverse field intensity components. In the far field, as this region is called,
the energy flow is real, i.e., no appreciable energy storage occurs, the field intensity varies as 1/, and the relative
shape of the field pattern is independent of the distance from the antenna element.
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To summarize, the radiation (or far) field region of space is that region in which the field strength is primarily a
function of the inverse distance (1/r) from the antenna. When the field strength magnitude becomes dependent
on the inverse square of the separation distance, the near field begins and the induction field is defined. Moving
closer to the antenna, the major field dependence is on higher-order terms of the inverse separation distance, i.e.,
terms of higher order than 1/r2. From the preceding discussion it can be seen that no exact boundary can be set
for the transition distance between field regions. Each transition is a gradual one which depends on the variations
of the field strength with distance.

Since transmission of an electrical signal involves propagation through a medium, the effects on the signal by the
medium must be considered. During transmission, a loss is incurred due to scattering, absorption, reflection, and
many other factors which, if great enough, can render the undesirable signal harmless, or if not great enough, can
allow the undesired signal to reach the receiving device. Basically, it can be stated that, when a signal is radiated
through the electromagnetic environment, the losses incurred in transmission are dependent on frequency,
separation distance, (i.., the distance from emitter of the electrical disturbance to the affected device), terrain
over which propagation occurs, the electromagnetic properties of the medium, and many other variable factors.
Many of the variable factors can change with time and thus introduce changes in the mode of propagation.

One of the most fundamental concepts of propagation loss is the free-space propagation loss. This loss is a lower
limit on what should be expected when a signal is transmitted through space. This lower limit is very useful in
the prediction of interference since it allows for the determination of a worse possible case of interference at a
receiving device. More details on the usage of the free-space propagation loss factor will be given in the discussion
of prediction methods. For the present, it will suffice to illustrate what is meant by free-space transmission loss
by presenting the basic loss equation for far-field separations:

L = 20(ogf +logd)+37 (5-1)
where:

L = free-space transmission loss (for line-of-sight transmission) (dB).

f = frequency of signal (MHz).

d = distance in statute miles between the potentially interfering transmitter and its victim receiver.

Equation (5-1) assumes isotropic antennas, hence the gains of both the transmitting and receiving systems are
assumed to be unity with respect to an isotrope.

When refinements as to the actual propagation losses are required, several conditions and types of transmission
must be considered. All of the losses incurred from the many propagation factors simply reduce the strength of

the potentially interfering signal even further than that provided by the free-space losses.

5.1.4  Equipment Susceptibility

a. General. Any equipment or device capable of responding to electromagnetic fields or to electrical signals
must be considered a suspect for susceptibility to emissions. Whereas the previous sections described the
generation and transmission of signals, this section deals with the receipt of, and reaction to, these signals by
various equipments.

In the study of equipment sensitivity, two broad categories can be established: equipments that are frequency
selective, and those that respond over a wide frequency band. The former category includes primarily,
communication, radar, and other type radio receivers. Examples of devices that respond over a wide range of
frequencies are meters, indicator lights, control circuitry, wideband amplifiers, and relays.
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It should be noted that susceptibility is not an absolute, definitive property of a piece of equipment or device,
but must be related to the particular type of emission and its mode of entry into the equipment. The
establishment of susceptibility criteria or limits for various equipments is purely subjective, and is based on the
decision as to what constitutes an unacceptable degradation of output or performance. In voice communications,
for example, a signal-to-noise ratio of zero to 6 dB may be regarded as just acceptable, ratios up to 20 dB as
satisfactory, and above 20 dB as excellent.

The specification of susceptibility of an individual equipment may vary when a distinction is made between its
function as an isolated equipment and its use as part of a system or installation. In the latter case, performance
specifications and the degree to which the system or installation depends on its individual equipments will
influence the equipment susceptibility level. System or installation performance will then be dependent upon its
most susceptible equipment.

b. Entry Mechanisms. In the previous section it was stated that undesired signals are transmitted by
conduction or radiation, or both. Such signals may gain entry into equipment via the various cables, connectors,
through the grounding system, by sensors connected to the equipment or by direct irradiation of the equipment
by an electromagnetic field.

Basically, there are two modes of entry of an undesired signal: the normal, or differential mode, in which the
unwanted signal is introduced into the desired signal; channel through the same path as that of the desired signal,
and the common-mode, in which the unwanted signal is introduced into the desired signal channel from a source
having at least one terminal which is part of the desired signal channel. That is, the undesired current path is
only partly common with the signal current path, usually through the chassis or ground system. Figure 5-6
depicts examples of the entry mechanisms. In figure 5-6A unwanted current is conducted from the source,
located in equipment A, to the receiving unit, equipment B, via common input leads. If the common source is
supplying the desired signal to the two equipments, then this situation can be classified as differential mode; if
the common source is a power supply, then entry of the undesired current would not be over the normal signal
path, and the coupling would be classified as common-mode. A second differential-mode case is shown in figure
5-6B in which entry occurs via either magnetic or capacitive coupling between signal leads and an adjacent power
or transmission line. In this case, transmission of the undesired signal is by radiation. Common-mode coupling in
which the common path is the ground return, is shown in figure 5-6C. Two sources supplying their individual
loads via common ground returns are also shown in figure 5-6C. The circuit has been redrawn to include the
impedance of the ground path. As a result of the finite ground impedance shared by the two signal paths,
coupling between the paths takes place. This type of coupling is quite common in equipment design and may be
minimized by using various techniques to avoid such common paths, e.g., use of separate grounds, heavy ground
fuses, etc. Design details to avoid common-mode coupling are given in Chapter 6. Direct radiation entry is
illustrated in figure 5-6D. Antennas are, of course, a major point of intrusion in radio receivers. Radiation which
gains entry into receivers via their associated antennas is discussed below and from an inter-system viewpoint in
the section covering prediction and analytical techniques. Radiation may gain direct entry into equipments
through ventilation holes, meter and other panel openings, through inadequate shields, or may cause currents to
be induced on equipment cabling, connectors and other wiring. The latter cases usually originate within a system
or equipment and may be regarded as intrasystem coupling.

c. Equipment Susceptibility Characteristics.

(1) Wideband Equipment. The term, wideband equipment. refers to all electrical and electronic devices
other than those which are tunable to or fixed at a selected band of frequencies. In general, because of the
complexity of types, arrangements, and operational characteristics of equipment, and because of the many types
of interference causing signals, entry modes and interactions. the susceptibility characteristics of this equipment
category have not been completely documented, or standardized. Susceptibility of individual equipments used for
specific requirements is best determined by test, either by simulation of interference signals or under actual
operating conditions. Requirements and test methods are outlined in MIL-STD-461 and 462, respectively. A
brief qualitative discussion of some susceptibility characteristics follows.
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(a) Digital Computers. Since operation of digital computers depends upon pulses and levels of fixed
amplitudes occurring at correct predetermined times they are particularly susceptible to pulse-modulated high
frequency radar signals. Experimental investigations have demonstrated false*switching in flip-flops and logic
gates, deteriorated legitimate signals and erroneous outputs in which the rise-time, as well as the amplitude, of
the interfering pulse were important. Ordinarily, basic solid state circuitry is ostensibly more susceptible to
interference emissions than its vacuum tube counterpart. This may be traced to the lower operating signal levels
of the solid-state computer with associated lower signal-to-interference ratios.

(b) Control and Indicating Devices. This equipment category frequently includes low-level,
high-impedance input-type amplifiers that are used in the processing of sensor signals, control of
electromechanical devices, display of transducer sampling, and many other functions. Examples are servo
amplifiers, DC amplifiers, indicators and sensitive test equipment Since this type of equipment frequently
operates by modulation of the 60 Hz and 400 Hz power frequencies they are particularly susceptible to power
line transients and stray coupling to wiring, transformers, etc., operating at power frequencies. Because they
operate at relatively low signal levels, amplifiers of this type are troubled by common-mode coupling at their
input terminals. Rectification of high-frequency signals by non-inear circuit elements can cause saturation or
de-sensitization of gain characteristics, or cause parasitic oscillations.

(c) Displays. Cathode-ray tube type displays are susceptible to emission from radars, communication
transmissions, ignition systems, and other equipments. The main effect is the disruption of the visual information
presented to the equipment operator. Cathode-ray tubes are susceptible to stray magnetic fields which act to
deflect the electron beam. The circuits which process the video, or information signal, and those that generate
the required sweeps, are subject to power line and common-mode coupling as outlined in the previous section.
Interference in sweep circuits is characterized by distortion of the display (by causing the sweep to be
non-linear), while undesired responses in the video sections may appear as intensity modulations.

Nixie tube, solid-state and other alpha-numerical type displays generally use digital logic gating to form the
read-out and are, hence, subject to the same responses as digital computers, i.e. false switching and loss of
synchronism leading to erroneous readouts.

(2) Frequency Selective Equipment. Frequency selective or narrowband equipment includes all
equipment types which are tunable over, or fixed to operate at, a selected range of frequencies. Receivers of all
types, having the reception of electromagnetic energy as their prime function, form the major class of devices in
this category. Since they are deliberately designed, in many cases, to optimize their sensitivity, and because of
their frequency band restrictions, receiving devices are subject to more numerous, more complex interference
situations than other equipment types. Examples of radar interference are shown in figure 5-7. Tables 5-1 and
5-2 list interference modulation characteristics on radar and communication receivers, respectively.

Receivers may be classified into two major design types: the heterodyne and the crystal video type receiver, the
designs of which are documented in the literature.

5.2  BASIC RADHAZ CONSIDERATIONS

52.1  General

Whereas the previous discussion concerned itself with the interaction of electromagnetic energy with
communications-electronics equipments from the standpoint of performance degradation, this section deals with
the basic effects of electromagnetic radiated energy on personnel, flammable mixtures, ordnance, and electronic

hardware from a hazard standpoint.

Refer to NAVELEXINST 5100.4 for information on hazards and NAVFACINST 8020.3 regarding site approvals
for transmitter and antenna installations.
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Table 5-1. Interference Modulation Characteristics On Radar Scopes

SCOPE BROADBAND NARROWBAND
TYPE PERIODIC RANDOM | UNMODULATED MODULATED
Fixed or moving dot | Random dot Variation in the intensity | Very rapidly changing
or spiral pattern. pattern or gen- of display. dark and light scope
eral increase in patterns.

noise level (pat-
tern cannot be
PPI fixed by adjust-
ment of Pulse
Repetition Fre-
quency (PRF)
or antenna scan
rate)

One or more fixed Random positioned | Change in noise level Rapid variations in the
or moving pulses pulses, or general generally a reduction. noise level with extran-
(running rabbits). increase in noise The MVS detection eous noise on scope.
Interfering PRF can | level (grass). Some- | capability will be
be adjusted for one times. a reduction | reduced.

fixed (or slowly mov- [ in MVS.
ing) pulse when the
scope is adjusted
for maximum range.
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Table 5-2. Interference Modulation Characteristics at Communications Receiver Audio Output

RECEIVER AUDIBLE
OUTPUT

CHARACTER OF
INTERFERENCE

POSSIBLE SOURCE
OR MECHANISM

Reduced noise level (or steady
tone with BFO operating)
Pulsed variation in noise level
(or pulsed tone with BFO oper-
ating)

Pulsed variation in noise level
(two pulsed tones with BFO
operating)

Pulsed tone

Added normal or distorted
voice

Whistling or squealing

Rapid variation in noise level
(or several pulsed tones with
BFO operating)

Steady tone or whining
Buzzing

Popping

Frying

Sputtering

Clicking

Crackling
Sharp crackle

Carrier (only)

Unwanted CW or digital transmission

Unwanted RADTT (FSK)

transmission

Unwanted MCW transmission

Unwanted voice transmission

Unwanted transmission or inter-
mediate frequency oscillation

Unwanted facsimile transmission

High rate periodic pulses
Medium rate periodic pulses
Low rate periodic pulses
High rate random pulses

High rate random pulses

Low rate random pulses

Cochannel, spurious intermod-
ulation

Adjacent channel, cochannel,
spurious, intermodulation,
cross modulation

Adjacent channel, cochannel,
spurious, intermodulation,
cross modulation

Adjacent channel, cochanngl,
spurious, intermodulation,
cross modulation

Adjacent channel, cochannel,
spurious, intermodulation,
cross modulation

Adjacent channel, cochannel,
spurious, intermodulation,
cross modulation, parasitic and
IF oscillation

Adjacent channel, cochannel,
spurious, intermodulation,
cross modulation

Radar, rotating machines
Buzzers, vibrators

Ignition systems, magnetos
Electric arcs, continuously
arcing contacts

Arc welders, arc lamps,
diathermy

Code machines, electric calcu-
lating machines, mercury arc
rectifiers, relays, switches,
teletypewriters, thermostatic
controls, electric typewriters
Static or corona discharges
Ambient noise
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5.2.2  Hazards to Personnel

The human body is composed of various tissues which may be considered as a transmission medium exhibiting
the characteristics of a complex dielectric material.

At certain frequencies, the thickness of the skin and fat tissue layers may act as a quarter-wave matching
transformer to match the impedance of air to the input impedance of the deep tissues, resulting in a transfer of
power into the deep tissues, with very little loss and little heating of the skin and fat tissue layers near the body
surface.

The penetration of energy into the body and its absorption (loss of energy), and reflection will depend not only
upon the physical dimensions and dielectric constant of the tissues, but also upon the frequency (wavelength) of
the electromagnetic radiation.

When electromagnetic energy is absorbed into tissues of the body, heat is produced in the tissues. If the organism
cannot dissipate this heat energy as fast as it is produced, the internal temperature of the body will rise. This
may result in damage to the tissue and, if the rise is sufficiently high, in death of the organism. The body’s
ability to dissipate heat successfully depends upon many related factors, such as environmental air circulation
rate, humidity, air temperature, body metabolic rate, clothing, power density of the radiation field, amount of
energy absorbed, and duration of exposure (time).

When the body is irradiated by energy in the form of a beam originating from a point source, the total body
surface is usually not exposed. Only the portion facing the source is exposed, provided that no reflections of
energy occur from nearby reflecting surfaces to cause complete irradiation of the body. The temperature
elevation produced by the exposure obviously depends on the ratio of the body surface irradiated to the total
body surface. The larger the area exposed, the higher the temperature rise, and the greater the hazard. The
increase in body temperature to the tolerance threshold (the point at which biological effects begin to occur)
may possibly be delayed if the exposure occurs in an environment of low ambient temperature and adequate air
circulation. It is interesting to note that sedatives and tranquilizers interfere with the body’s ability to regulate
temperature and lose heat.

Certain organs of the body are considered to be more susceptible than others to the effects of electromagnetic
radiation. Organs such as the lungs, the eyes, the testicles, the gall bladder. the urinary bladder, and portions of
the gastrointestinal tract are not cooled by an abundant flow of blood through the vascular system. Therefore,
these organs are more likely to be damaged by heat resulting from excessive exposure to radiation. Of the organs
just mentioned, presently available information and experience indicate that the eyes and testicles are the most
vulnerable to microwave radiation.

a. Relationship of Physical Size to Wavelength. When considering the biological effects produced by
electromagnetic radiation, the wavelength (irequency) of the energy and its relationship to the physical
dimensions of object exposed to radiation become important factors. It has been determined that for any
significant effect to occur, the physical size of the object must be the equivalent of at least a tenth of a
wavelength at the frequency of radiation.

A comparison of frequency, propagation wavelength, and the number of physical wavelengths represented by a
man 1.7 meters (5 ft. 7 in.) tall is given in table 5-3.

From the values given in the table, it can be seen that the man chosen for the example is 1.7 wavelengths tall at
300 MHz, 17 wavelengths tall at 3000 MHz, and 56.6 wavelengths tall at 10,000 MHz. As the frequency of
radiation increases, the wavelength decreases, and the man’s height represents an increasingly greater number of
electrical wavelengths. As the frequency is decreased, the wavelength increases, and the man becomes a less
significant object in the radiation field. Thus, at 30 MHz the man’s height (1.7 meters) represents 0.17
wavelength, and at frequencies below 17.7 MHz it represents less than 0.1 wavelength.
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Table 5-3, Comparison Of Frequency, Wavelength, And Equivalent Number Of Wavelengths Of Man 1.7 Meters Tall

FREQUENCY WAVELENGTH EQUIVALENT NUMBER
(MHz) METERS cm OF WAVELENGTHS
3 100 100,000 0.017
30 10 10,000 0.17
300 1 100 1.7
3000 0.1 10 17.0
10.000 0.03 3 56.6

From this discussion it can be seen that the man chosen for the example, whose physical height is 1.7 meters
and represents a tenth of a wavelength at 17.7 MHz, is an increasingly larger object for all frequencies above 17.7
MHz. Neglecting other physical measurements of the body, it is seen that if the man is considered to be a
vertical receiving antenna, his electrical length (height) depends upon the frequency of radiation. Also, as the
radiation frequency is increased and the wavelength becomes progressively shorter, the dimensions of parts and
appendages of the body in themselves become increasingly significant in terms of the number of equivalent
electrical wavelengths.

Practically speaking, the human body is a three-dimensional mass having width and depth, as well as height.
Therefore, when a man stands erect in an electromagnetic field, he represents an object which not only has a
height dimension, but also has width and depth dimensions that can be expressed in terms of wavelength. Again
comparing the physical characteristics of the human body to those of a broadband receiving antenna, when the
body is oriented so that any of these major body dimensions is parallel to the plane of polarization of the
electromagnetic energy, the effects produced are likely to be more pronounced than when the body is oriented
to other positions.

b. Summary of Thermal Biological Effects. The knowledge gained from laboratory experience concerning the
effects of radiation within the range of frequencies from 150 to 10,000 MHz (200 to 3 cm wavelength) are
outlined in table 5-4 and can be summarized as follows:

(1) The percentage of absorbed biologically effective energy approaches 40 percent of the incident energy
for frequencies below 1000 MHz (30 c¢m) and for frequencies above 3000 MHz (10 cm).

(2) The percentage of absorbed biologically effective energy is between 20 and 100 percent of the
incident energy for frequencies between approximately 1000 and 3000 MHz (30 to 10 cm wavelength).

(3) The sensory elements of the body are located primarily in the skin tissues. For this reason particular
caution must be exercised in the presence of radiation frequencies below 1000 MHz because the resultant heating
will not be detected as readily by the human sensory system. Radiation at frequencies below 1000 MHz causes
heat to be developed primarily in the deep tissues as a result of the penetration of the energy. The energy
absorbed in body tissues may be as high as 40 percent of the incident arriving at the body surface.

Table 5-4. Resumé of Biological Effects of Microwaves

FREQUENCY | WAVELENGTH | SITE OF MAJOR TISSUE MAJOR BIOLOGICAL
(MHz) (cm) EFFECTS EFFECTS
Less than 150 Above 200 Under investigation ‘
150- 3,300 200-10 Internal body organs Damage to internal organ from overheating
Lens of the eye Lens of the eye particularly susceptible and
tissue
3,300 - 10,000 10-3 Top layers of the skin,lens of eye Skin heating with the sensation of warmth
i Skin surface acts as reflector or absorber with

Above 10,000 Less than 3 Skin oating effoct
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(4) Frequencies greater than approximately 3000 MHz cause heating of tissues in much the same manner
as does infrared radiation or direct sunlight; therefore, the sensory reaction of the skin should normally provide
adequate warning of the presence of electromagnetic radiation. In general. the depth of energy penetration
decreases rapidly with an increase in radiation frequency, and absorption occurs ‘almost completely in the surface
of the body where skin tissues and the sensory elements are located. Also, reflection of energy at the surface of
the skin occurs at the higher frequencies. Thus, the percentage of energy absorbed may approach 40 percent of
the energy incident on the body surface, with a greater portion of -energy being reflected.

(5) Radiation at frequencies between 1000 and 3000 MHz is subject to varying degrees of penetration
and is -absorbed in both surface tissues and the deeper tissues, depending upon the characteristics of the tissues
themselves (thickness, dielectric constant, and conductivity) and the frequency of radiation. The percentage of
incident energy absorbed varies from approximately 20 to 100 percent because of tissue factors governing
impedance values, which range from complete mismatch to a near perfect match to the incident energy. Hence,
this frequency range is considered the most hazardous.

c. EMR Bumns and Other Hazards. Electronic equipment radiating RF energy may cause a voltage to be
induced in metallic objects which approach resonance or are resonant to the transmitted fundamental frequency
or one of its harmonic frequencies. The proximity and position of the radiating antenna and the directivity and
polarization of the beam relative to the conductive object will govern the amount of induced voltage present.
Such induced voltages may cause shock or RF burns to personnel or may produce open sparks when contact
between conductive objects is made or broken. For example, tests indicate that high RF voltages are induced in
metal tools, common lead pencils, etc., near the center of the radar beam where the radiated power density is
the highest, and that the resulting discharge may cause an arc of sufficient intensity to ignite gasoline vapors. It
is also possible that light metallic objects in the beam may become heated sufficiently to ignite flammable
vapors.

Aboard ships, voltages may be induced in standing rigging, cables, parts of the superstructure, and deck loads.
Measurements aboard various ships have shown that voltages of sufficient amplitudes to cause severe burns to
personnel can be induced into cargo handling equipments by radiation from HF transmitting antennas.

In addition, the involuntary reaction of personnel to nonlethal EMR shock is extremely dangerous when a person
is working in close quarters or in elevated locations since such reflex action can result in falls or bodily injury
due to striking an object.

d. Athermal Effects. Much of the early work in the field of biological hazards concluded that the only
significant biological effect of EMR was thermal in nature. In recent years however, the possibility of
non-thermal effects have been discussed, some of which have been shown to be dependent on peak powers whose
average value is not great enough to produce heating. Frequency dependence with no heating, has also
characterized many of the observed effects. While the full significance of these effects to humans is still under
investigation, an awareness of their existence should be considered.

e. X-Radiation Effects. Ionization is involved in the production of biological effects of X-radiation. All
X-rays except those of very low photon energy will penetrate human tissue and form positive and negative ions.
Depending upon the dosage, these ions may cause tissue damage of either a temporary or permanent nature.
Unless the dosage is extremely high, there will be no noticeable effects for days or weeks or, in some cases. years
after the exposure. This delay in the effect is no doubt the most important reason for cases of overdoses of
X-rays, since the damage has been done long before the symptoms begin. The effects presented herein are those
restricted to the incidental X-radiation from electronic equipments. See NAVMAT P-5100 and NAVMED P-5055
for other X-radiation effects.

f. Other Effects.

(1) Laser Radiation. Research encompassing that portion of the electromagnetic spectrum which includes
the infrared and wavelengths in the visible region has resulted in the use of these wavelengths in devices which
have military application. The laser, for example, is coming into more widespread use in such devices as
rangefinders, survey transits, tracking instruments and communications equipment thus increasing the probability
of personnel exposure to laser radiation.
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Some of the known biological effects of exposure to these wavelengths are described below:

o Infrared. Infrared energy, using conventional sources, has been used in the military for many years
in such areas as tactical communications, beacons, surveillance, missile guidance, tracking, and many other
applications. Only active infrared systems, in which a source is used to generate energy which is then radiated in
some manner, are potentially hazardous. These systems generally use filters to remove any visible radiation. A
characteristic of the infrared portion of the electromagnetic spectrum permits the waves to be readily absorbed
and the energy converted into heat. Infrared radiation does not exist as heat waves. It behaves as do radio or
light waves and is transmitted in the same manner through air or vacuum. Infrared radiation can be refracted and
reflected according to the laws of optics, since infrared and visible light are of the same nature. The fact that
infrared radiation is readily converted into thermal energy when it strikes an object distinguishes it from other
types of electromagnetic radiation. The human eye is susceptible to damage by infrared energy, since the energy
may cause the development of cataracts or opacities similar to the damage caused by radio-frequency and
ionizing radiations described previously. Infrared is invisible and it is therefore possible that personnel may
interrupt an infrared beam (from an active system) without being aware of the fact.

o Visible Wavelengths and Ultraviolet. See figure 5-8. Potential radiation hazards from both the visible
wavelengths and the ultraviolet stem mainly from their use in equipments using laser energy sources, although
ultraviolet emissions have been reported from cathode-ray tube and PPI equipment. Infrared wavelengths are also
generated in CO_ type lasers, as well as by the conventional sources mentioned above. The effects of laser
radiations are esséntially the same as light generated by more conventional ultraviolet, infrared and visible light
sources. The unique biological implications attributed to laser radiation are generally those resulting from the
very high intensities and monochromaticity of laser light. Such sources differ from conventional light emitters
primarily in their ability to attain highly coherent light (in phase). The increased directional intensity of the light
generated by a laser results in concentrated light beam intensities at considerable distances. Laser radiation should
not be confused with ionizing radiation (such as X and gamma rays) although very high power or energy
densities have been known to produce ionization in air and other materials. The biological effects of the laser
beam are essentially those of visible, ultraviolet, or infrared energy upon tissues. However, the intensity of the
light is of magnitudes that could previously be approached only by the sun, nuclear weapons, burning
magnesium, or arc lights. This is one of the important properties that makes lasers potentially hazardous.

A laser beam striking tissue will be reflected, transmitted, and absorbed. The degree to which each of these
reactions occurs depends upon various properties of the tissue involved. Absorption is selective, as in the case of
visible light; darker materials such as melanin or other pigmented tissue absorb more energy.

Skin effects may vary from mild reddening to blistering and charring, depending upon the amount of energy
transferred.

The effect upon the retina may be a temporary reaction or it may be more severe with permanent changes. The
mildest observable reaction may be simple reddening: as the energy is increased, lesions may occur which
progress in severity with hemorrhaging and additional tissue reaction around the lesion. Very high energies will
cause gases to form, which may disrupt the retina and may alter the physical structure of the eye. Portions of
the eye other than the retina may be selectively injured, depending upon the region where the greatest
absorption of the specific wavelength of the laser energy occurs and the relative sensitivity of tissue affected.

Infrared light produces heat with its characteristic effect on tissue and the lens of the eye. Some residual energy
may reach the retina. Ultraviolet light can produce symptoms similar to those observed in arc welders. It may
cause severe acute inflammation of the eye and conjunctiva, and usually does not reach the retina. Light in the
far infrared, such-as the 10 micron wavelength from the carbon dioxide lasers, is absorbed by the cornea and
conjunctiva and may cause severe pain and destructive effects.

0 Most higher energy X-rays and gamma rays pass completely through the eye.

o For short ultraviolet, absorption occurs principally at the cornea.
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o Long ultraviolet and visible light is refracted at the cornea and lens and absorbed at the retina.

o Near infrared energy is absorbed in the ocular media and at the retina; near infrared rays are
refracted.

o Far infrared absorption is localized at the cornea.
o Microwave radiation is transmitted through the eye, although a large percentage may be absorbed.

Ultraviolet light can also cause severe burns, chromosome breaks, affect cell division, metabolism, and other body
processes.

5§.2.3  Hazards to Fuels

Potential hazards to fuel vapors are presented by sparks (or arcs) caused by EMR induced voltages. The ability of
an arc to ignite a vapor-air mixture depends upon: properties of fuels which determine their susceptibility to or
ease of ignition are the flash point, flammability limits, vapor pressure, and presence of a flammable fuel-air
mixture; energy contained in and the duration of the arc; and the distance or gap across which the arc occurs.

a. Fuel Types. For the purpose of this manual, the following terminologies are used:

(1) Aviation gasoline shall mean all gasoline grades of fuel for reciprocating engine-powered aircraft of
whatever octane rating having the general characteristics as described herein.

(2) JET A and JET A-1 shall mean kerosene grades of fuel for turbine engine-powered aircraft by
whatever trade name or designation having the general characteristics as described. JET A has a 400 F freezing
point (maximum), JET A-1 incorporates special low temperature characteristics for certain operations having a
-58° F freezing point (maximum). JP-5 and JP-6 are grades of JET A fuel as used by the U. S. military.

(3) JET B shall mean all blends of gasoline and kerosene grades of fuel for turbine engine-powered
aircraft by whatever trade name or designation having the general characteristics as described herein. JETBisa
relatively wide boiling range volatile distillate having a -60° F freezing point (maximum). JP-4 is one grade of
JET B fuel as used by the U. S. military.

b. Energy and Duration of the Arc. The amount of energy and time duration required in a spark to ignite a
flammable gasoline-air mixture is still under investigation. Early experiments at the Naval Research Laboratory
were primarily based on the use of DC type sparks. Also, considerable difficulty has been experienced in the
laboratory in obtaining gasoline vapor-air mixtures which can be precisely controlled and readily duplicated.
Therefore, propane has been used in lieu of gasoline because its ignition characteristics are similar to those of
gasoline and it is easier to meter in the proper proportions with air to provide the control necessary for
laboratory experimentation. It has been determined experimentally that 2.5x 10" watt-seconds of energy is
required in a spark of 0.01 to 1.0 microsecond duration across a plain electrode gap to ignite a propane-air
mixture. The minimum quenching distance (see the following paragraph) for the electrodes used with propane
was found to be 1.75 mm (0.0689 in.). The amount of DC voltage required to break down an air-gap of this
dimension is approximately 2500 volts; the amount of RF voltage required to break down a similar gap is
unknown but it is believed, until proven otherwise, to be approximately the same as the DC voltage value.
Additional quantitative criteria are presented in paragraph 5.3.

c. Arc Gap Distance. The minimum gap distance across which the spark must discharge will have an effect
upon the possible ignition of a flammable mixture. If the gap distance is smaller than a minimum value, the
spark (flame) occurring at the gap will be quenched through the removal of heat (energy) by the gap electrodes
themselves, therefore, a flammable mixture will not be ignited. However. if the voltage gradient is large and the
gap distance is above the minimum quenching distance, the spark (flame) will have sufficient energy (heat) to
ignite a flammable mixture. The minimum quenching distance is dependent upon the size of the electrodes, the
nature of the dielectric (in this case the density of the vapor-air mixture), the ambient temperature and pressure,
and, to some extent, the characteristics of the electrode material(s). The voltage required to break down the gap
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depends upon the density of the dielectric and the electrode spacing, assuming that there is no ionization
between the electrodes which could cause a breakdown at a lower voltage. The dielectric strength of the
atmosphere between the gap electrodes increases with increasing density; therefore, the greater the density of the
vapor-air mixture, the greater the voltage gradient required to break down a fixed gap. Also, once the breakdown
occurs, the gap distance may be increased without extinguishing the spark. This increase in gap distance is
possible because of the heating of the electrodes by the current flow, which is concentrated within a decreasing
area on the electrodes as they separate. This, in turn, causes the emission of electrons due to the rise in
temperature in the smaller conducting area of the electrode. Sparking will continue until the gap dimension has
increased to a point where the gap resistance no longer permits sufficient current flow to maintain electron
emission temperature at the surface of the electrodes. Thus, the ionization between the electrodes ceases because
of decreased electron current flow, and the spark is extinguished.

It should be noted that when a parallel-resonant tuned circuit is placed across the electrodes of a gap in an
electromagnetic field, sparks are more easily produced because of a resonant rise in voltage across the tuned
circuit, which is tuned to the applied frequency. Therefore, it is conceivable that at some frequency the bonding
or grounding wire used to dissipate static electricity during refueling operations may actually be resonant at the
transmitted frequency (or a harmonic thereof). Note that a half-wavelength in free space for frequencies of 3
MHz and 30 MHz is 164 feet and 16.4 feet, respectively, while a half-wavelength at frequencies of 300 MHz and
3000 MHz is only 19.68 inches and 1.97 inches, respectively. Although the parts connected by the bonding or
grounding wire are at the same static or DC potential, these parts are connected by a length of wire, which may
represent a relatively high impedance to radio frequencies. Thus. these parts are in effect virtual electrodes of a
spark gap, and when an electromagnetic field is present a relatively high RF voltage may be developed between
them. Thus, if the gap dimension is sufficiently small, a spark may be produced by breakdown of the vapor-air
dielectric between the electrodes of the gap, and ignition of flammable vapors can occur.

d. Summary. The three requirements for the inadvertent ignition of fuel by RF energy are:
(1) The presence of a proper air-fuel mixture.
(2) A correctly-sized gap across which the spark occurs.
(3) Sufficient spark energy and time duration.

Based on the necessity for the simultaneous occurrence of all three conditions, it may be stated that the
statistical probability of inadvertent ignition is small.

Handling of aviation gasoline under normal operating conditions does not produce a flammable atmosphere
except close to aircraft fuel vents, open fuel inlets during over-the-wing fueling, or close to spilled gasoline.

Note, however, that the vapor densities of aviation fuels are such that released vapors, particularly under calm
wind conditions, may travel considerable distances along the ground and collect in depressions where they may
not readily dissipate. The concentration of fuel vapors in the area surrounding the aircraft depends upon wind
velocity and rate of fueling. Fuel spillage, therefore, represents the greatest hazard.

Although energy from radar or other RF generating equipment represents a potential source of ignition, the
greatest hazards to fuels are probably from lightning and the accumulation of static electricity. Protection criteria
for these sources is given in NAVAIR 06-5-502, T.O. 31-10-24, NAVSHIPS 0900-005-8000, and in National Fire
Protection Association (NFPA) Standard No. 407.

5.2.4  Hazards to Ordnance

a. General. Hazards to ordnance from electromagnetic energy stem from the use of sensitive,
electrically-initiated explosive elements, known as electroexplosive devices (EED’s), which can be activated by
electromagnetic energy, and from the susceptibility characteristics of the equipment used to fire the EED.
Hazards include both inadvertent initiation of the EED and degradation of the intended performance
characteristics (although, strictly speaking, this is not a direct hazard). Refer to NAVORD OP-3565/NAVAIR 16-1-529.
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b. Coupling Mechanisms. RF energy coupling to an EED occurs through the basic mechanisms described in
paragraph 5.1.2: by conduction, by radiation, or through a combination of these.

The exterior of a weapon may be energized either by incident fields from external sources or by direct coupling
from its own internal sources. Whatever the source, the surface distribution of current and charge may exhibit
stationary patterns depending on the method of excitation, the wavelength of the excitation current, and the
geometry of the weapon. These patterns are,in general,very complicated.

In electrical and mechanical form, the receiving antennas that contribute to the problem in actual weapons
systems are not necessarily recognizable as antennas. They may take the forms of umbilical cables, access doors
and hatches, or discontinuities in weapon skins and shields, but they nevertheless function as linear antennas,
current loops, or cavity and slot aperture antennas.

Some of the ways in which umbilical cables, apertures, and discontinuities in the weapon skin can function as
receiving antennas for RF energy are shown in figure 5-9. Panel (a) of the figure illustrates an umbilical cable as
the receiving antenna (vertical or loop) and an internal loop antenna consisting of an EED and its associated
wiring. External cables can act as effective receiving antennas when exposed to RF energy, permitting the
transfer of RF currents into the weapon, and direct or inductive coupling to an EED bridge wire can result. This
type of receiving antenna can be an effective receiver at communications frequencies, depending on the length of
the external cables and their connections.

Panels (b) and (c) of the figure illustrate apertures in a weapon skin acting as receiving antennas. These apertures
are effective receiving antennas at frequencies at which their dimensions approach one wavelength. The amount
of RF energy transferred into the cavity becomes more pronounced when the dimensions of the cavity approach
one wavelength. This occurs most often at radar frequencies. The RF energy is coupled from the fields developed
in the cavity to the bridge wire by capacitive and inductive means.

Panel (d) illustrates energy transfer occurring as a result of an RF arc. When connection is either made or broken
between any two weapon elements having different RF potentials (e.g., connectors between weapon and launcher
or between weapon and test equipment), arcs occur which can produce large amounts of energy in the DC and
audio frequency ranges. If RF arcs occur in the firing circuits and there is a complete DC circuit, this energy can
be delivered to an EED even if the EED is protected by a low-pass filter.

Under any of the conditions illustrated in figure 5-9 the energy transfer can be increased by personnel in
proximity to the weapon. The human body displays receiving antenna characteristics, and the addition of
personnel can increase the efficiency of the transfer path of RF energy to the susceptible portions of the
weapon.

c. Susceptibility Characteristics. Electroexplosive devices (EED’s) are used in virtually every major piece of
naval ordnance. They take a large number of different configurations and have many applications (see table 5-5),
but their essential nature remains the same.

By accepted definition, an EED is an electric initiator or other component in which electrical energy is used to
cause initiation of explosives contained therein. Inadvertent initiation of an EED may occur as a result of RF
energy unintentionally conducted to the EED. This is the basic problem. The designer is reminded of the Navy
requirement that an EED should be used only when the system requirements cannot be met by other means
which are equally effective.

A schematic diagram of the most commonly used type of EED (hot bridge wire EED) is shown in figure 5-10A.
An EED of this type is normally initiated by passing a direct current through the bridge wire, heating it, and
thus initiating the primary explosive charge surrounding it. The primary charge sets off the booster charge, which
in turn sets off the main charge. Although some types of EED’s are initiated by arcing or shock waves, heat is
the most commonly used method of initiation. Radio frequency energy can initiate or dud an EED in the same
manner, i.e., by resistance heating of the bridge wire.
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Table 5-5. Typical Application of EED

Rocket Ordnance

Ignition systems for solid and liquid propellent
Explosive actuation of battery systems
Explosive mechanical detents

Detonators for warheads

Guided Missiles

Ignition systems for solid and liquid propellents
Explosive actuation of relays, switches, and valves
Self-destruct systems

Power for electric generators

Power for gyroscopic guidance systems

Power for control surfaces

Separation of nose cones

Inflation of flotation bags for recovery systems
Detonators for warheads

Aircraft

Jettison of wing tanks, pods, and cargo
Ejection of bombs, seats, rockets, and canopies
Launching of aircraft, rockets and missiles
Actuation of emergency hydraulic systems
Starter units for jet engines

Fuzes for bombs, rockets, and missiles

Shipboard

Primers for large guns
Fuzes and charges for mines, depth charges, and torpedos

The adverse effects of RF excitation are not confined to accidental initiation. Heat generated by RF energy in
the area of the bridge wire, even though it may be insufficient to ignite the primary explosive, can appreciably
reduce its sensitivity. If continued over a period of time, this heat can render the primary mix so insensitive that
the EED cannot be fired. This hazard, called ‘“‘dudding,” is as undesirable (from a reliability standpoint) as
inadvertent initiation.

In pulsed RF environments, there occurs a phenomenon called “thermal stacking” which can increase the
likelihood of inadvertent initiation or dudding. The heat generated by a single pulse of energy may be
insufficient to initiate the EED; but if the time between pulses will not permit the bridge wire to cool, successive
pulses can progressively elevate the bridge wire temperature until the initiation temperature is reached. Figure
5-10C, in which the heat increase is shown graphically, demonstrates that the temperature will rise from the
ambient level until it reaches a final equilibrium point, after which no further increases will occur. This final
temperature, which is a function of pulse amplitude, duration, repetition rate (duty cycle), and the thermal time
constant, may be sufficiently high to cause dudding or even to initiate the EED. In considering the hazard in
pulsed environments, the effects of thermal stacking must be considered.

There are two modes of RF excitation of an EED: the differential mode and the coaxial mode. In the
differential mode, the two-wire line is balanced and the RF energy propagates to the EED between the two wires
in the same manner as the normal DC firing current. This will cause joule (resistance) heating of the bridge wire.
Figure 5-10B illustrates the differential mode of excitation. The coaxial mode of RF excitation is most obvious
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Figure 5-9. Methods of Coupling RF Energy into a Weapon
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in coaxial type firing systems. Even though a two-pole balanced shielded system is used, however, a coaxial mode
of excitation can be established from any break or high impedance connection in the shield continuity. Such a
break is shown in figure 5-10D. The impedance (Z) is the return path through all preceding circuitry. The coaxial
mode of excitation causes a high RF potential to be developed from the bridge wire through the explosive mix
to the EED case.

In the differential mode of excitation, it might appear that if a large mismatch of impedance between the EED
and the transmission line occurs, it would be difficult to effect a transfer of energy to the EED. It should be
remembered, however, that although these impedance mismatches may exist, there is often sufficient energy
available to induce hazardous amounts of current in the EED. In addition, the RF impedance of an EED differs
considerably from its DC resistance, and it would be difficult to determine an EED’s RF impedance under all
conditions of application.

d. Information on hazards to electric blasting caps may be found in ANSI C-95.4, Safety Guide for the
Prevention of Radio Frequency Radiation Hazards in the Use of Electric Blasting Caps.

5.2.5 RADHAZ to Equipment

a. General. Electromagnetic radiation of high-enough levels can cause physical, permanent damage to C-E
equipments. The interaction of electromagnetic fields with dielectric materials is generally characterized by
thermal heating, resulting in an increased “heat stress” of the material, while the interaction of X-radiation and
materials is generally characterized by ionization of the atoms, resulting in possible changes in the molecular
structure of the material. Since inadvertently emitted X-rays are usually confined to a small region surrounding
the source, hazards to equipments from X-rays have a small probability of occurrence. Greatest emphasis,
therefore, is placed upon the effects of electromagnetic energy upon equipment.

b. Electromagnetic Pulse. In recent years, work has been done on the effects of nuclear blast generated
electromagnetic pulses (EMP). The electric and magnetic fields generated by a nuclear explosion can damage the
sensitive equipment in use today. Basically, EMP has three transient effects: a pulse of ground current that flows
radially from the point of explosion; a magnetic field pulse that propagates away from the point of explosion
with the same vector components as from a vertical dipole; and a corresponding pulse of electric field. Each of
these effects can cause damage to equipment, some examples of which follow.

o Ground Current Damage. Buried communication or other cables may be damaged through rupture of
insulation or crushed sheathing. An induced voltage pulse can travel down the cable conductors and damage
associated equipment.

0 Magnetic Field Damage. Peak flux and rate of change of flux may be of sufficient magnitude to
destroy magnetic memories, induce high voltages in wiring with associated possible damage.

o Electric Field Damage. Induced voltage or current transients on high impedance, unshielded or
unbalanced wiring may damage components of high susceptibility.

Detailed information on EMP effects and protective practices may be found in DASA Electromagnetic
Pulse Handbook 2114, Office of Civil Defense document TR-GIA, and Oak Ridge National Labs document
ORNL-TM-2830.

c. Solid State Damage. The mechanisms leading to damage to equipment from electromagnetic energy are
complex. Damage commonly occurs at the circuit component level, i.e., transistor, diode, etc., and is a function
of the type, level, and duration of exposure, the components or parts exposed, the nature of the electromagnetic
field, and many other factors. Damage may occur from direct exposure to radiation via thermal heating or, more
probably, from voltages or currents induced by electromagnetic fields at antenna terminals, circuit wiring,
component terminals, power lines, etc.
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Solid state circuitry is especially susceptible to peak levels and to rate of change of voltages and currents. Data
on semiconductor burnout, for example, indicates that a range of 10 to 10 joules represents the threshold
for semiconductor damage and possible subsequent equipment damage. Since burnout can occur in microseconds,
even momentary exposure such as may occur from rotating or scanning antennas. represents a potential hazard.

In addition, arcing or corona caused by induced high voltages can damage relay terminals, antenna couplers and
other components.

A knowledge of both the transient behavior and electromagnetic susceptibility characteristics of electronic parts
is therefore necessary in order to select and apply optimum protective methods for C-E equipments.

Transistors and other semiconductors, including integrated circuits (microelectronics), are especially susceptible to
damage from fast transients where peak-induced voltages exceed the maximum ratings of the device. The effects
may be temperature sensitive, as in silicon devices where reverse breakdown voltage decreases with increasing
temperatures. Since most transistors have an emitter-base reverse breakdown voltage of from 1 to S volts, it can
be seen that they may be easily damaged. Voltage spikes can cause a build-up of impurities concentrated at a
point in the collector and emitter junctions which can result in punch-through or internal shorting of the
transistor at a later time. Both transistors and diodes operating in an electromagnetic field can absorb sufficient
energy to cause the junction temperature to be exceeded, which may result in partial damage or total
destruction. This is especially true if the device is operating at or near its rated junction temperature. Diodes are
also subject to reverse breakdown by induced RF voltage in excess of the device rating. SCR’s and other
four-layer devices are sensitive to rate of change of forward voltages, as well as peak reverse voltages.

d. Medical Electronics Consideration. Recent investigations have shown that medical devices, such as cardiac
pacemakers, hearing aids, and artificial limbs are susceptible to electromagnetic fields. For example, in the case of
pacemakers, experiments with RF transmitters have demonstrated the possibility of inhibiting the production of
pulses required for the pacing of the heart.

Damage to pacemakers, or even temporary inhibition of operation, can result in death. In the absence of
definitive criteria as to hazardous levels and frequencies, it is best to prevent personnel using such medical devices
from being exposed to RF radiation of any level.

5.2.6  Hazard Sources

Some of the major sources of electromagnetic hazards are; the intended fields emitted from radar and
communications antennas, especially those types which concentrate electromagnetic energy into directed beams,
extraneous radiations from cables and structures, and the unintended X-radiation from any device in which
voltage levels exceed approximately 10kV, especially microwave and other electron tubes or devices using high
plate voltages.

a. Antennas, Antennas may be grouped into two general classes: omnidirectional and directional. As their
name implies, omnidirectional antennas radiate energy in all directions simultaneously. They are used chiefly in
mobile communications, broadcasting sources, IFF (Identification, Friend or Foe), and similar equipment where
broad area coverage is required. The omnidirectional antenna rarely presents a hazard problem (at least to
personnel) for two reasons: its emitted energy is so spread out that power densities seldom reach hazardous
proportion (a notable exception to this is the case of the region immediately surrounding a very high power
broadcast antenna), and the operating frequencies used are not absorbed by the body. Directional antennas, on
the other hand, radiate energy in relatively narrow lobes or beams that extend out from the antenna in one or,
at most, a few directions. They are used for transmission between two fixed points, as in HF communications,
microwave relays, etc., and for the many types of radar in use today. Because of their directional characteristics,
i.e., the concentration of electromagnetic energy into narrow beams, and because of their use at extremely high
powers, this category of antenna forms the major source of hazardous electromagnetic fields.
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b. Electromagnetic Environment. For the purpose of describing the electromagnetic field or environment at a
particular site, antennas may be grouped into classes according to the ratio of the antenna physical size to the
wavelength of the radiated energy. Antennas are classed as large radiators when this ratio is much greater than
unity, and as small radiators when of the order of, or less than, unity. Radar antennas are most frequently of the
former class.

The field produced by an antenna may be partitioned into two distinct regions called the near field and the far
field, as discussed in paragraph 5.1.2. For large radiators, that portion of the near field beginning one wavelength
from the antenna (usually only a few centimeters for radar antennas) and extending to approximately 2D2/\
where D equals the antenna diameter or maximum dimension, and A equals the wavelength, is called the Fresnel
region. The far field, or Fraunhofer region, begins at the approximate end of the Fresnel Zone, and extends to
infinity. In actuality the ending of the Fresnel Zone and the beginning of the far field region is not a distinct
line of demarcation, but rather a “cross-over” or transitional region exhibiting combined properties.

In the Fresnel region the radiated beam may be considered collimated, having a cross-section approximately equal
to the projected area of the antenna aperture. The power along the axis of the beam is highly concentrated in
this region because of the effects of the reflector. Since the beam is being formed in this region, the energy
distribution across the beam is not uniform and both antenna gain and beamwidth vary with distance from the
antenna. The above characteristics are also dependent upon the type of antenna illumination. This refers to the
tapering of the energy distribution across the aperture, according to various mathematical relationships, in order
to reduce the emitted sidelobes. A 10 dB taper from center to edge is usually employed, with maximum energy
occurring at the center.

Beyond the Fresnel region, the radiated beam begins to spread out in a conical pattern until that region is
reached in which the radiated energy may be considered to exist as uniform plane waves, and the power density
along the axis decreases according to the inverse square law. This is the Fraunhofer or far field zone. Figure 5-11
depicts the various regions of a large aperture antenna.

(1) Power Densities In a Typical Radar System. Significantly different levels of electromagnetic energy
exist in each radar system. In the typical radar system shown in figure 5-12, the highest power density exists
within the waveguide which normally is closed and therefore not readily accessible. Power density, expressed in
terms of average watts per square centimeter, is given approximately by the equation:

W= (5-2)

£
A,

where:
W = power density, in average watts/cm?
P = average power output of transmitter, in watts
At = cross-sectional area of transmission line, in cm?

It should be noted that the power is not distributed uniformly over the entire area of the waveguide as implied
by the equation 5-2 but the equation gives a close approximation.

The waveguide conveys the power to an antenna feed, which in turn feeds the energy on to the antenna. Before
reaching the antenna, the energy from the feed is propagated through space which ordinarily is not enclosed, and
is therefore more accessible to personnel than is the inside of the transmission line. The power density in the
aperture of the feed is given, again approximately, by the equation in the preceding paragraph, except that the
feed aperture Ag is now used instead of A,. Since the feed aperture, Ay, is usually larger than the cross-sectional
area of the waveguide Ay, the power density in the feed aperture is usually less than that in the line.
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From the antenna, the electromagnetic energy is radiated into free space. While the energy is travelling through
space, it cannot be controlled. This fact constitutes one of the biggest problems in combatting possible hazards
of this radiation.

The manner in which the radiated energy is emitted and interacts with the environment is complex and subject
to many variations. Propagation of the emitted energy may be via ground waves, sky waves, or a combination of
both, and is affected by the conductivity of the earth, ionospheric effects, absorption or reflection by obstacles
and many other phenomena.

Ground and structural reflections, for example, may add to the main beam causing a value of power density
which is four times the free-space value. Thus, fields at the threshold of hazardous levels in the absence of
reflections can become hazardous at points where reflection occurs. The direction and type of polarization of the
electric field vector also plays a role in determining the nature and extent of interaction between the field and
personnel/materials. Analytical methods of determining power density levels of antenna fields are discussed in
this handbook.

c. X-Radiation Sources. It is known that the high voltage tubes used in the generation, amplification and
shaping processes associated with microwave and radar transmissions are inadvertent producers of X-radiation.
Klystrons, magnetrons, travelling wave tubes, crossed-field amplifiers, thyratrons, high voltage rectifiers, CRO’s
and other tubes are thus sources of potentially hazardous X-rays. Generally, those tubes which operate at anode
or accelerating voltages of less than about 15 kV, generate soft X-rays, i.e. low energy rays which usually do not
penetrate the tube envelope. Higher voltage tubes, especially those operating under high intensity, low duty cycle
pulse conditions, can produce hazardous radiation at distances of several feet from the tube. The energy of the
emitted rays are a direct function of the square of the accelerating voltage, the average tube current and the
target material atomic number. X-ray energy may increase as a tube ages, or if unstable operating conditions
exist. Linear beam devices such as klystrons and travelling-wave tubes generally show greater X-radiation
generation with the RF drive applied than with no RF drive. Emission from these devices generally occurs from
the collector and electron gun ends, from cathode bushings and RF output windows, and, in the case of some
high power devices, through the anode walls. Maximum intensity occurs at the collector assembly and output
regions; with RF drive applied, the emission level can reach an average of 800 milliroentgens per hour, an
extremely dangerous level.

5.3 HAZARD CRITERIA LEVELS

The presently accepted maximum exposure limits to EMR of various wavelengths for personnel, fuels and
ordnance are discussed in the following paragraphs.

5.3.1  Personnel

a. EMR. The personnel limit of 10 mW/cm?2 for continuous exposure was adopted in 1957 by NAVMED.
The intermittent exposure criteria of 300 mJ/cm?2 per 30 second exposure period was established for the case of
exposure by rotating or scanning type antennas and is derived from the 10 mW/cm?2 figure. This permits higher
levels of exposure for shorter periods of time (less than 30 seconds) up to a limit of 100 mW/cm2 for one
second in a 30 second period. Both of these figures are based on present knowledge, with consideration of the
tolerable rise in tissue temperature.

b. X-Radiation. The limits given in table 5-6 for X-radiation were established by the Bureau of Medicine and
Surgery. They are based on long experience with man working in a known radiation environment and reflect
those dose levels which, in the light of present knowledge, will not cause appreciable injury to an average
individual at any time during his normal life span. As additional knowledge is gained concerning the biological
effects of X-Radiation, particularly for low-level exposures, the values listed are subject to revision.
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c. Tables 5-7 and 5-8 present the maximum exposure limits established by NAVMED. Additional information
may be found in NAVMED P-5055.

5.3.2  Fuels

The “safe” limit of exposure for fueling operations and fuel storage area is based on present “highly limited”
knowledge of minimum voltage required for arcing and has not been generally accepted as the definitive criteria.
The complete characterization of hazards to fuels probably requires that a complex, worst case, formula be
developed which relates the parameters of fuel flammability limits, minimum gap spacing, and spark energy-time
dependence. Due to the complexity of the variables that must be defined, development of this formula is
prohibitive.

However, in assessing and reviewing the hazardous characteristics of fuels, the following information must be
considered relative to energy and duration of arc, and gap distance.

o From actual measurements of voltages and currents on aircraft located on a carrier deck near an energized
antenna, a volt-ampere product of fifty or more was required to ignite gasoline vapor in a test device. It should
also be noted, however, that only 120 volts is necessary to draw an arc (that is. touch two electrodes and then
separate) and that inductive surges energized by low voltage sources can yield sufficient voltage to produce
sparks.

5.3.3  Ordnance

The levels for Ordnance are given in MIL-P-24014 as the environmental field levels to be used in the design of
weapon systems to preclude spurious functioning or degradation of any EED. Figures 5-13 through 5-16 present
currently accepted safe limits, as given in MIL-P-24014.* When evaluating hazardous situations relative to
ordnance, to obtain details in the process refer to NAVMATINST 8020.1C, NAVELEXINST 5100.4, and
NAVFAC 8020.2 and 8020.3 series regarding responsibilities.

Table 5-6. X-Radiation - Maximum Limits For Personnel

TYPE OF PERIOD OF DOSE IN REM NOTES
EXPOSURE EXPOSURE WHICH SHOULD
NOT BE EXCEEDED
Whole body, head and trunk, Calendar quarter 3
active bloodforming organs, Permissible accumulated Total
gonads or lens of the eye. dose after 18th birthday. | 5 (n-18) where life-
n=age in years time
dose
Skin of whole body, or Calendar quarter 10
thyroid Year 30
Hands and forearms, or Calendar quarter 25
feet and ankles Year 75

* For current information, use latest issue of MIL-P-24014.
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Table 5-7. Laser Radiation - Maximum Limits

CATEGORY ABSOLUTE MAXIMUM LIMITS - 0.4 TO 1.4u* 10.6u
Q-SWITCHED ¥ NON Q-SWITCHED CONTINOUS C02
Personnel 5-50 ns Pulse 1.0 ms width
Eye width .
( Corneal 1077 J/cm? 1076 J/em? 107°® W/em?2 100 mW/cm?2
Incidence)
Skin 1072 3/em? 107 3/cm? 107! wyem? 100 mW/cm?
*NOTE:

5-36

a) Safety factor of 2 recommended for field evaluation and training activities, excluding CO2 laser.

b) Safety factor of 10 recommended for long term laboratory use, excluding CO., lasers.

+ Q- Switching or Q- Spoiling refers to the operation of a laser in a pulsed mode to obtain high peak
power of short duration.

Table 5-8. Laser Radiation- Maximum Allowable Limits

RADIANT INTENSITY FROM A DIFFUSE SURFACE REFLECTION AS
MEASURED AT THE REFLECTING SURFACE

Q-SWITCHED

NON Q-SWITCHED

CONTINUOUS

0.07 J/cm?

0.9 J/em?

2.5 W/cm2
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Figure 5-13. RF Field-Intensity Potentially Hazardous to Ordnance In
Optimum Coupling Configurations-Radio Frequencies
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CHAPTER 6
EVALUATION TECHNIQUES AND MEASUREMENTS

6.1 COMPATIBILITY EVALUATION TECHNIQUES

The Department of Defense, in its Directive 3222.3, has established a formal Electromagnetic Compatibility
Program which includes the collection and establishment for a library of spectrum signatures among its
provisions. A library of such spectrum signatures is maintained at the ECAC. OPNAVINST 2410.17
outlines naval responsibility for the collection and submission of spectrum signatures. MIL-STD-449 establishes
the uniform measuring techniques to be used for such collections. Pertinent details regarding ECAC and the
services provided are identified in paragraph 1.5.

6.1.1  General Considerations

In the planning and installation of C-E equipment at a new site, or in the addition of equipments to an existing
site, the achievement of system compatibility is a required goal. The implementation of a formal EMC program
to attain that goal will generally seek the answers to such questions as:

o What are the effects of adding new sources of potential interference to an existing site?

0 What are the effects of changing operating schedules or operating frequencies of equipment within a site?

o What are the potential interference problems within the site?

o What are the causes of observed interference?

o What solutions to interference problems are possible, and what is their effectiveness?

The answers to these and other related questions may be found through the establishment of an interference
analysis or prediction process within the overall compatibility program.

The fundamental concept of the prediction process is to determine whether one or more sources within an
electromagnetic environment generate emissions capable of producing interference at each susceptible equipment.
To accomplish this, one must:

o Identify the equipment and subsystem classes based on intended installation.

o Identify ancillary or auxiliary equipment and subsystems which support and are used in the intended
installation.

o Identify ancillary or support equipment or subsystems which are not physically located in critical areas in
the intended installation.

o Identify equipment or subsystems used for general military needs which are not associated with a specific
system.

o Identify facilities equipment and subsystems installed in buildings or at sites.

o Define or characterize the signals produced by the source(s).
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o Determine the effects on the signals during transmission from the source to the susceptible or victim
equipment.

o Define or characterize the susceptibility properties of the “victim” equipment.
o Determine whether the signals present at the susceptible equipment create interference.
o Request ECAC services in accordance with procedures stated in paragraph 1.5.

A prediction model is required to determine whether the signals present at the susceptible equipment create
interference, i.e., a set of concepts, defined by mathematical formulas or procedures, by means of which the
prediction is made. Many types of such interference prediction models may be found in the literature, each
oriented toward different aspects of prediction, e.g., models for predicting antenna to antenna interference, cable
coupling interference, case radiation interference, etc. Once the model has been selected, it may be implemented
either by the use of manual calculations, charts, nomograms, etc., or by the use of computer techniques,
depending on the nature and complexity of the model.

The characterizations of the source, transmission effects, and victim susceptibility must be determined. These
characterizations serve as the input functions to the prediction model. In general, the characterization, or
modeling, of these effects is a formidable task. The characteristics of transmitters, receivers and antennas, for
example, must be modeled for a large number of equipments. Transmission effects must include the modeling of
the many modes of radio propagation or other coupling phenomena, as applicable, and include such factors as
site effects, obstructions, overhead powerlines, mobile equipment,etc. To confine the problem within reasonable
bounds, certain simplifying assumptions are usually made during the equipment modeling process. These are
outlined in following sections.

The basic input functions to the prediction process are generally represented by amplitude levels of either power,
voltage or current as a function of time or frequency. In either representation, the input model must reflect the
random nature of many of these functions with respect to such equipment parameters as equipment class or type
number, tuned frequency, load impedances, etc. Thus, each of the input functions is obtained statistically
through a combination of measurement and calculation, and is defined in terms of probability distributions
which are either time independent or time dependent.

The indication of interference obtained by insertion of the input functions into the prediction model should be
related to system or equipment performance requirements in order to achieve a more meaningful measure of
compatibility. This requires the defining of objective degradation criteria.

A detailed model and prediction technique which demonstrates some of the concepts discussed above may be
found in RADC-TR-66-1, Interference Notebook.

In those cases where the required statistical data is not available or cannot be adequately measured, an alternate
prediction model is outlined in this chapter. The intent is to provide field engineering and installation personnel
with a feasible and practical prediction model. Although the following is specifically detailed and outlined for
EMI predictions, aspects of the techniques are applicable to RADHAZ predictions also.

6.2  BASIC PREDICTION TECHNIQUE

The basic prediction technique outlined herein makes use of the ON-AXIS, FREE SPACE, FAR FIELD
transmission equation expanded to accommodate such additional factors as receiver noise level, losses due to
obscured propagation, polarization misalignment, off-axis antenna orientation, interference level scoring criteria,
and transmitter spurious modulation or sideband energy existing at frequencies lying in the passband of a
receiver. An interference-to-noise ratio (I/N) is calculated, and then related to the operational receiver
signal-to-noise ratio (S/N) to obtain a time-variant signal-to-interference ratio (S/I) at the receiver output. This S/1
ratio is interpreted through the use of scoring tables which reflect the susceptibility of different types of
reception to varying degrees of EMI.
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The following one-way transmission equation applies for optimum conditions as stated,

o
o
1

P.G
Pp= " t th watts/m2 6-1)
T

= power density (watts/mz)
transmitted power (watts)
= rated on-axis transmitter antenna gain

= distance between transmitter and receiver (meters)

Since equation 6-1 represents power density and is based on optimum conditions only, some of the
characteristics of the receiving equipment and other modifying factors are now introduced:

where:

o

g

ant

I/N= Ptf2 Si A By (6-2)
4RL HL LN

the potential interfering power (in watts) existing at the receiver input terminals.

transmitter output power existing within the 3dB bandwidth of the potentially interfered receiver
(in watts/megahertz).

rated on-axis transmitter antenna gain (numeric),
effective aperture of the receiver antenna (in meters squared).

loss factor to account for possible polarization differences between the receiving antenna and the
arriving wave (numeric),

propagation correction factor for other than free space or line-of-sight conditions (numeric).
transmitter antenna output transmission line loss (numeric).

receiver antenna input transmission line loss (numeric).

receiver internal noise power within its 3 dB bandwidth referred to the input terminals (in watts),

receiver bandwidth at 3 dB points (in megahertz).

Equation 6-2 provides the relationship of the transmitted interference power as referenced to the noise level of
the receivers. The values computed using this equation are dimensionless. However, for ease of computation, it is
desirable to have the values of each of the parameters in the right-hand side of the equation be in commonly
used terms. For example, in normal practice the values of distance are usually given in statute miles, and the gain
of the receiving antennas are generally given in terms of a ratio (dB above an isotropic radiator) rather than by

6-3
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effective aperture. Therefore, equation 6-2 is further modified to permit the use of the more common values of
the equation parameters. To do this, however, a constant of proportionality must be developed, so that the
computed I/N values will remain a dimensionless ratio. Performing the indicated changes, therefore, equation 6-3
results:

K‘PtrGtGrBr

I/N= :
RLHLL N

(6-3)

where:
P, is in watts/MHz
G,G, is antenna gain power ratios
B, is in MHz
R is in statute miles
L L.L. are power ratios
f is in MHz
N is in mW
K is a constant of proportionality

Since the signal-to-interference ratio (S/I) is a more direct measure of a given receiver-transmitter interference
situation, it is generally used for predicting interference. To obtain the S/I for a given situation, the I/N ratio
form Equation 6-3 is related to the receiver operational (not threshold) signal-to-noise ratio. This is done as
follows:

(S/N)dB - (IN)dB =(8/ I)dB (6-4)

Equations 6-3 and 6-4 represent the basic prediction technique which is portrayed on the EMI Prediction
Calculation sheet (figure 6-1). Using these equations, a measure of potential interference between a given
transmitter-receiver pair can be calculated. It is desirable to use measured data for each of the parameters in these
equations which are represented on the EMI Prediction Calculation sheet. These measured data not only include
the discrete equipment characteristics such as antenna gain, receiver sensitivity, etc., but also transmitter Effective
Radiated Power (ERP) and power densities existing at a proposed or installed receiver location. To enable field
personnel to efficiently use these measured data, Equation 6-3 is divided into the basic elements of an
interference situation; transmitter, propagation, and receiver.

Once the basic EMI prediction and analysis tools are derived, it is necessary to define the overall prediction
method in further detail. Thus, other supporting forms have been developed to document both the nominal and
operational characteristics of the C-E equipments; document relative location plan and profile maps of the
transmitter/receiver pairs; and record reasons for the elimination of certain transmitter/receiver pairs from a
detailed EMI calculation.

6.3 C-E EQUIPMENT DATA DOCUMENTATION

The basic equipment data required to perform an interference analysis of a particular site complex include two
basic types: (1) C-E equipment characteristics, and (2) environmental data. These classifications are presently
used by the Department of Defense Compatibility Program. In the DOD Program, the C-E equipment
characteristics have been termed spectrum signatures (MIL-STD-449),
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! >
2 RX
3 CODE
4 DATE OF FORM
EM! PREDICTION CALCULATION
5 Transmitter (TX) Receiver (RX)
6 TX Site RX Site Separation mi
7 TX Frequency(ft) MHz RX Frequency (fy) MHz
8 Frequency of Interference (f;) MHz (f;) is function of (ft)
9 TX Antenna Polarization RX Antenna Polarization
COLUMN
NO. ENTRIES A B Cc D
1. TRANSMITTER *d8 B +dB B
1.1 TX Power (Fill in radar TX or communications TX section)
10 __- 1.1.1 Fundamental Cochannel Interference (f, = f3)
1.1.1.1 {10 log P¢] + 30 l:Z
1 1.1.2 Fundamental Adjacent-Channel Interference
12 1.1.21 [10iog P¢] + 30
1.1.22 40 1og (TTA fmu,) see fig. 6-13
13. 1.1.23 -201log K
14 x 1.1.3 Harmonic Cochannel Interference (f, = nfy)
15 ': 1.1.31 [10 log Pyl + 30
o -dB down from f, refertotable 6-5
n:o 1.1.4 Harmonic Adjacent=Channel Interference
16 1.14.1 [10 log P] + 30
17 1.1.4.2 -dB down from fg
18 1143 40 log(mTA fp)
19 1.1.44 -20 log K
20 x 1.1.5 Fundamental Cochannel Interference (f, = f;)
= 1151 [10 log Pyl + 30 [:E
21 g 1.1.6 Harmonic Cochannel Interference (f, = nfy)
2 © 1.1.6.1 [10 log Py ] + 30
I— -dB down from fq
23 1.2 TX Transmission Line Loss: L¢(dB) see fig.6-14, 6-15
24 1.3 TX Antenna Gain: G, (dB)
25 1.3.1 Loss due to off axis pointing at RX
26 1.3.2 Loss due to near field effect
27 1.4__Subtotal Line 1.1.1 through Line 1.3.2 Column A

ALAF 233

Figure 6 -1. EMI Prediction Calculation Sheet (1 of 3)
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28 1.5 Subtotal, Line 1.1.1 through Line 1.3.2, Column B
29 1.6 Total [Line 1.4] - [Line 1.5] - Effective Radiated Power (dBm} | I
2. PROPAGATION
2.1 Constant 75.1
30 2.2 Wave Spreading, TX-RX Distance: -20 log R (see fig 6-25)
31 2.3 Reflection Field(see fig6-26)
32 2.4 Diffraction Field
33 2.5 Scatter Field
34 2.6 Subtotal: Line 2.1 through 2.5, Column A
35 2.7 Subtotal: Line 2.1 through 2.5, Column B
36 2.8 Total: [Line 2.6] - [Line 2.7]
37 2.9 Power Density Existing at RX in dBm/mleHz Line 1.6 + 2.8 _J___l
3. RECEIVER [ZI:
38 3.1 Loss due to Polarization Mismatch(Refer to
table 6-9)Filt in 3.2 if known; if not, fill in 3.2.1 through 3.2.3.2
39 3.2 RX Effective Area: 10log A
3.2.1 Constant 38.6
40 3.2.2 RX Frequency; -20 log fpmHz (see fig 6-34)
41 3:2,3 RX Antenna Gain: G, (dB)
42 3.2.3.1 Loss due to off axis pointing at TX:
43 3.2.3.2 Loss due to near field effect
44 3.3 RX Transmission Line Loss: L(dB) (see figs.6-14,6-15)
45 3.4 Subtotal: Line 3.1 through 3.3, column A
46 3.5 Subtotal: Line 3.1 through 3.3, column B
47 3.6 Total: [Line 3.4] - [Line 3.5]
48 3.7 Received Interference Power: Line 2.9 + (Line 3.6) dBm _I___l
3.8 RX Bandwidth (BW) (Fill in only if one of the following
situations exists)
49 3.8.1 Fundamental Cochanne! Interference Where BWRX <..:'_. [:l—_—l
3.8.1.1 10log (0.5 ‘CBWRXJ MHz
50 3.8.2 Fundamental Adjacent Channel Interference
3.8.2.1 10log (BWRX) MHz l:]:
51 3.8.3 Harmonic Cochannel Interference Where BWRX <:— l::l:
3.8.3.1 10log (O.SfBWRx)
52 3.8.4 Harmonic Adjacent Channel Interference
3.8.4.1 10iog (BWRX) MHz
53 3.8.5 10log (BWR, ) MHz
54 3.8.6 -10log (BWTX) MHz
55 3.9 RX Sensitivity in Units of -dBm: N dBm
56 3.10 Subtotal: Lines 3.8 through 3.9, column A

<]
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Figure 6-1. EMI Prediction Calculation Sheet (2 of 3)
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57 3.11 Subtotal: Lines 3.8 through 3.9, column B D zl
58 3.12 Total: [Line 3.10] - [Line 3.11] = Adjusted RX Threshold | I
4, PREDICTED INTERFERENCE LEVEL
59 4.1 1/N Ratio, Total of Line 3.7 + Line 3.12
60 4.2 Assumed or Known RX (S/N) dB Ratio
4.3 Predicted S/I Ratio
61 4.3.1 Forl/N>0O dB;(S/I)dB=(S/N)dB-(|/N)da: Line 4.2 - Line 4.1 :D
4.3.2 Forl/N<0 dB;(s/1)yg=(S/N) 4g No Interference Exists

AIAF 233

Figure 6 - 1. EMI Prediction Calculaticn Sheet (3 of 3)

Environmental data also can be termed local operations characteristics. To differentiate between the concept of
environmental data and spectrum signature, refer to figure 6-2. The environmental or local operations data refer
to those characteristics, such as antenna height or orientation, which may be unique to a particular physical
equipment site, but are not unique to a particular class or type of equipment which may operate in various site
complexes. In addition to the basic equipment and environmental data, it is necessary to know the signal
complex under study. A C-E equipment census is made which yields the total number and deployment of C-E
equipments in the complex.

6.3.1 C-E Equipment Characteristics

The nominal equipment characteristics required for interference prediction have been formulated for radar and
communications equipment. These characteristics are shown on separate data sheets for Radar (figure 6-3) and
Communications Equipments (figures 64 to 6-6). Three separate forms are shown for the communications
equipments since, often, different antenna systems are used. In the case of a system such as the AN/GRC-27
which includes transmitter, receiver and antennas, the forms can be combined.

The characteristics listed on the forms (figures 6-3, 6-4, 6-5, and 6-6) are all that are required to perform the
manual prediction. However additional detailed characteristics may be used in performing a comprehensive
interferenge prediction and analysis of a given situation. For example, in a first order prediction, carrier stability
is not an important or necessary consideration. However, when considering the time variant or long term
duration of an interference situation, this must be taken <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>